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simultaneously fuelled a surge in online financial fraud, generating severe
socio-economic repercussions. Fraud, defined as intentional deception for
personal gain, now represents a global phenomenon that undermines trust in
financial systems. In Malaysia, the National Scam Response Centre (NSRC)
documented 33,234 scam cases in 2023 with losses amounting to RM1.34
billion. By 2024, reported cases increased to 35,368, resulting in losses of
RM1.58 billion, while in the first quarter of 2025 alone, consumers lost
RM573.7 million to various online scams. This study investigates the
underlying factors leading to fraud victimization among Malaysian consumers.
Employing a quantitative survey with 267 respondents analysed through SPSS,
the research identifies four primary predictors: poor knowledge, low self-
control, financial pressure, and bad/ risky routine activities. Findings provide
valuable insights for policymakers and financial institutions in designing
targeted interventions to reduce victimization and strengthen consumer
resilience.
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Digital connectivity has reshaped communication, commerce, and financial services, but it has
also expanded opportunities for financial crime. Recent evidence shows that fraud is now a
major operational threat rather than a peripheral concern. The PwC Malaysia edition of the
Global Economic Crime and Fraud Survey reports that asset misappropriation, corruption,
customer fraud, and cyber-enabled attacks accounted for roughly 70% of recorded incidents,
highlighting their severity (PwC Malaysia, 2025). Similar international findings indicate that
fraud and cybercrime remain the most disruptive risks, particularly in highly digital
environments. Fraud arises both internally, through staff misconduct and weak controls, and
externally via organized syndicates exploiting institutional or consumer vulnerabilities
(Mokhtar & Rohaizat, 2024). Industry research stresses the need for layered defenses,
combining advanced analytics for anomaly detection, strong compliance structures, and
consumer education to reduce exposure (Ilori et al., 2024). These measures help institutions
identify suspicious behavior quickly without burdening legitimate users. Malaysia’s rapid
digital adoption makes it an illustrative case. By 2023, over 96.8% of the population had
internet access (Bank Negara Malaysia, 2025; OECD, 2020), expanding opportunities for
commerce as well as fraud. In the first half of 2024 alone, authorities recorded 14,490 online
fraud cases with losses nearing RM581 million (Zhi et al., 2025). These crimes range from
phishing and malware to deceptive investment and e-commerce schemes. Regulatory responses
have grown more assertive. Bank Negara Malaysia has pushed for device-bound or app-based
authentication and the phasing out of SMS OTPs due to risks such as SIM swapping and OTP
harvesting (Bank Negara Malaysia, 2025). Yet technology alone cannot contain evolving
threats, as scammers continually refine malware, phishing kits, and social engineering tactics
(Shete et al., 2024). Public awareness initiatives by banks, regulators, and law enforcement
therefore remain essential, though research shows that awareness must be reinforced by
systemic protections such as device binding and transaction monitoring (Kumar et al., 2024).
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Problem Statement

Since threat actors are using Al-driven technologies to automate and adapt attacks at scale,
combating online financial fraud has become increasingly important in 2024 and 2025. Recent
findings show that generative Al has been weaponized to craft highly convincing phishing
messages and deepfake content, which significantly increases the success rate of social
engineering attacks (Cybersecurity Malaysia, 2024). In Malaysia, fraud cases involving
impersonation and scam calls using Al-generated voices surged by 38% in the first half of
2024, prompting renewed calls for real-time verification mechanisms and tighter regulation of
digital identity technologies (Bernama, 2024). Moreover, cybercriminals are no longer
operating in isolation but through well-organized transnational syndicates that exploit
jurisdictional gaps, making enforcement and prosecution more complex (Interpol, 2025). As
fraud vectors evolve, traditional perimeter-based security models are proving inadequate,
highlighting the need for zero-trust architectures and proactive monitoring. Concurrently,
regulatory bodies and financial institutions in 2025 have escalated efforts to create a fraud-
resilient financial ecosystem. Bank Negara Malaysia introduced enhanced digital banking
guidelines mandating fraud risk management frameworks that integrate behavioural
biometrics, device fingerprinting, and Al-led risk scoring to detect suspicious activity in real-
time (Bank Negara Malaysia, 2025). These measures reflect a growing recognition that reactive
controls are insufficient in high-speed digital environments. However, even with these
advancements, the gap between fraud detection and prevention persists, especially in smaller
financial institutions and fintech startups that may lack the resources to implement advanced
systems (PwC Malaysia, 2025). Additionally, new fraud typologies, such as synthetic identity
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fraud and mule account rings, are emerging faster than institutions can adapt, underscoring the

importance of sector-wide intelligence sharing, agile regulatory responses, and continuous
innovation in fraud deterrence strategies.
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Literature Review

Fraud is broadly defined by the U.S. Department of Justice (2020) as intentional deception
involving misrepresentation of products, services, or financial benefits. Its scope is wide-
ranging, covering traditional offline scams as well as technologically mediated schemes that
exploit both systemic weaknesses and human vulnerabilities. In recent years, fraud has become
increasingly complex and adaptive, with perpetrators leveraging emerging technologies, social
engineering techniques, and global interconnectedness to design schemes that are difficult to
detect, trace, and prosecute (Button et al., 2024). Common manifestations include phishing,
identity theft, romance scams, online marketplace frauds, cryptocurrency-related investment
scams, loan frauds, and increasingly sophisticated business email compromise attacks
(Europol, 2020). Each of these reflects not only the creativity of fraudsters but also their ability
to exploit regulatory loopholes and psychological predispositions of victims.

The rise of fraud is a global concern. In Malaysia, in the first half of 2025 alone saw financial
losses from online scams reaching RM1.12 billion signalling the convergence of two forces:
the rapid adoption of digital banking and e-commerce platforms, and the parallel evolution of
fraud techniques targeting less digitally literate populations (The Star, 2025; Bank Negara
Malaysia, 2025). Looking into historical perspectives, according to reports, 13,000 complaints
of cybercrime involving losses above RM539 million were filed in 2019. In 2020, 17,000 cases
were documented. Nearly 20,000 incidents occurred in 2021, with a total loss of RM560
million. 3,273 events with RM114 million in damages were reported up till February 2022,
(Muharram et al., 2022). This reflects global trends: according to Interpol (2025), cyber-
enabled fraud ranks among the fastest-growing financial crimes worldwide, while the
United Nations Cybercrime Convention (UNCC) highlights its role in transnational organized
crime networks (Interpol, 2025). In Europe, it was documented a surge in online scams
targeting both consumers and businesses, while the U.S. Federal Trade Commission (FTC)
recorded over $10 billion in fraud losses in 2022 alone, the highest annual total on record
(Europol, 2020; FBI, 2020).

The economic and social consequences of fraud are substantial (Levi & Smith, 2022; PwC
Malaysia, 2025; U.S. Department of Justice, 2020). Beyond direct financial losses, fraud
undermines public confidence in digital platforms, banking systems, and regulatory
institutions, which in turn hinders digital transformation agendas in many economies (Button
et al., 2022). Victims often experience emotional distress, shame, and in severe cases,
deteriorating mental health. On a societal level, large-scale fraud places pressure on law
enforcement agencies, drains financial institutions’ resources through compliance and security
costs, and compels governments to enact stronger consumer protection regulations (Button et
al., 2022; Asher, 2025; PwC Malaysia, 2025). Fraud, therefore, is not merely a criminal issue
but also a socio-economic and psychological one (Zainuddin, 2016).

Given these realities, understanding the psychological, social, and behavioral antecedents of
fraud victimization has become an essential scholarly pursuit. Previous research identifies
several recurring risk factors that explain why some populations are disproportionately
vulnerable. Insufficient knowledge and financial literacy are commonly recognized as
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significant factors in digital situations where consumers frequently fail to spot fraudulent
indicators (Zheng et al., 2024). People who are unable to comprehend financial jargon or see
offers that seem too good to be true, for example, may be the target of scams involving loan
products or investments (Singh & Misra, 2023). The elderly, those with low incomes, and those
with limited access to digital education are disproportionately affected by gaps in financial
literacy (Czech et al., 2024). Another well-researched antecedent as a behavioral propensity is
poor self-control. According to the general theory of crime, people who lack self-control are
more likely to engage in risky or harmful activities, making them more susceptible to
victimization (Kwak & Kim, 2022). Real research in the realm of fraud supports this
association. Ngo et al., (2024) showed that a lack of self-control is associated with a higher
likelihood of falling victim to consumer fraud, whereas Hernandez & Cruz (2025) discovered
similar relationships in Macau. More recent studies expand this to online fraud contexts,
showing that personality, individual characteristics, behaviour, cognition, self-esteem, and
attitudes/ beliefs correlate with cyber scam victimizations (Whitty, 2025).
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Financial pressure is another critical determinant. Economic strain resulting from
unemployment, debt, or inflationary environments creates conditions where individuals are
more motivated to take risks, making them susceptible to scams promising quick financial
relief (Nasruddin et al., 2024). Fraudsters exploit this desperation by offering fraudulent
investment schemes, fake job opportunities, or predatory loans. The COVID-19 pandemic
intensified such pressures globally, with fraudsters capitalizing on financial aid programs and
stimulus packages to target vulnerable households (Ahmad, 2025; Levi & Smith, 2022; Jamil
et al., 2022).

In another perspective, equally important are bad/ risky routine activities, derived from routine
activity theory, which explains victimization as a product of daily lifestyle patterns that bring
individuals into contact with motivated offenders in the absence of capable guardians
(Wambugu et al., 2024). Studies in cybercrime contexts illustrate that individuals who spend
more time engaging in unregulated online activities, such as gambling, online dating, or
unverified e-commerce, are disproportionately exposed to fraudulent schemes (Bar Lev et al.,
2022; Kwak & Kim, 2022; Xu et al., 2024). For example, it demonstrated that excessive online
presence, combined with weak cybersecurity practices, heightens susceptibility to phishing and
identity theft. Strengthening financial literacy, promoting digital resilience, addressing socio-
economic inequalities, and encouraging safer online practices could significantly reduce
victimization risks (Abdul Jamal, 2022; Ahmad, 2025; Antipova & Riurean, 2025; Ogunola et
al., 2024).

Based on literature discussions, thus, these four constructs underpin the present research
framework.

Key Risk Factors
There are four major risk factors identified:

Poor Knowledge

Poor knowledge, especially limited financial literacy and gaps in digital skills, continues to
make people more vulnerable to deception. Newer research shows that older adults are
disproportionately affected: age-related cognitive decline, including reductions in working
memory and brain structural integrity, correlates with increased vulnerability to phishing and
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scam susceptibility even among those without clinically diagnosed cognitive impairment
(Lamar et al., 2024). Scam susceptibility has also been shown to predict earlier onset of
Alzheimer’s dementia, one study found that older people with high scam susceptibility
developed Alzheimer’s disease approximately seven years earlier than those with low
susceptibility (Boyle et al., 2025). However, younger adults are not immune. A report in 2025
found that about 82.9% of people aged 16-29 have been tricked at least once by suspicious
links in messages, often due to impulsive clicking and weak scrutiny rather than lack of
technical access or familiarity (Klutsch et al., 2025). Encouragingly, education interventions
are showing promise. Among older adults (60+), video-based anti-fraud education significantly
outperforms text-based material on measures of comprehension, emotional engagement, and
intent to resist fraud (Zhou et al., 2025). Also, how prevention advice is delivered matters: older
adults, especially those over 75, respond more positively when the medium matches their
preferences and when messages are disseminated via trusted channels (Button et al., 2024).
Victims frequently fail to report fraud incidents due to embarrassment, social stigma, or lack
of awareness about appropriate reporting mechanisms. This underreporting not only hinders
accurate statistics but also perpetuates the cycle of victimization, as fraudsters remain
undetected. Recent studies in developing countries such as China, India and Nigeria suggest
that the gap between fraud experience and reporting is particularly wide, with more than 60%
of victims never seeking legal or institutional recourse (Bar Lev et al., 2022). Moreover, poor
knowledge is not limited to individuals but also reflects systemic gaps in consumer protection
policies, financial education programs, and digital governance frameworks. Research
highlights that countries with comprehensive financial literacy campaigns record significantly
lower levels of fraud victimization (Singh & Misra, 2023). Thus, improving knowledge at both
the individual and institutional level is vital in mitigating fraud risk.

AIJBES

H1: Poor Knowledge Increases the Likelihood of Financial Fraud Victimization.

Low Self-Control

A thorough definition of self-control is the capacity to suppress cravings, delay pleasure, and
pursue long-term goals in the face of present temptations (Hofmann, 2024). People who lack
self-control are far more susceptible to dishonesty since they are more likely to make snap
decisions (Ong, 2022). A lack of self-control is directly linked to risk-taking and giving in to
peer pressure, both of which raise the chance of fraud, according to previous research (Kwak
& Kim, 2022). The problem is particularly serious in developing countries. Impulsivity and an
incorrect belief in unproven financial potential increase vulnerability, especially in
environments with less stringent consumer protection laws, claim Bar Lev et al. (2022). This
is consistent with research conducted in Malaysia, where scam investment schemes have
disproportionately targeted people looking to make quick money (Bank Negara Malaysia,
2025). Additionally, cognitive biases including optimism bias, overconfidence, and trust
heuristics frequently combine with a lack of self-control to increase the likelihood that someone
would become a victim of fraud. Cross-cultural studies demonstrate that self-control is
influenced by socioeconomic conditions in addition to being a psychological feature.
Individuals who are socially or financially insecure frequently lack self-control, leading to
more hasty financial decisions (Hernandez & Cruz, 2025).

Therefore, to help people with poor self-control, fraud prevention techniques should
incorporate behavioral treatments like nudges and digital safeguards.
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H2: Low Self-Control Increases the Likelihood of Financial Fraud Victimization.

Financial Pressure

Financial stress, caused by debt, unemployment, or inflation, compels individuals toward
irrational financial decisions and heightened risk-taking. Jouali et al., (2024) notes that
financial distress weakens decision-making capacity, reducing the ability to scrutinize financial
offers. Fraudsters are adept at exploiting such desperation, particularly during times of crisis.
The COVID-19 pandemic, for instance, witnessed a global surge in fraudulent schemes
promising quick returns or emergency relief, targeting those most economically strained (Bar
Lev et al., 2022). Recent data from global sources indicate that financial insecurity is one of
the strongest predictors of victimisation in digital financial fraud, especially in developing
economies (Bar Lev et al., 2022). In Malaysia, scams related to emergency loans, job
opportunities, and fake aid programs were reported to have spiked during and after the
pandemic (Jamil et al., 2022). Beyond individual desperation, financial pressure can create
systemic vulnerabilities. For instance, families experiencing sustained economic hardship may
normalize risky behaviours such as borrowing from unverified sources or investing in
unregulated platforms (McCoy, 2025). These coping strategies, while intended for survival,
inadvertently increase exposure to fraudulent networks.

H3: Financial Pressure Increases the Likelihood of Financial Fraud Victimization.

Bad Routine Activity

Routine activity theory posits that crime occurs when motivated offenders converge with
vulnerable targets in the absence of capable guardianship (Reynald, 2016). In the context of
financial fraud, bad/ risky digital habits act as routine activities that increase exposure to
motivated offenders. Such behaviours include oversharing personal information on social
media, engaging with unsolicited online offers, downloading unverified applications, or
clicking on unknown links (Kwak & Kim, 2022). The digitalization of daily life has intensified
opportunities for fraud. A study by Europol (2020) highlighted that phishing, identity theft, and
fraudulent online transactions surged significantly during the pandemic, as individuals spent
more time online. Malaysia recorded 195,032 phishing cases in early 2022 alone, indicating
the scale of the problem (Franceschini et al., 2025). Younger people are paradoxically more
exposed since they use the internet more frequently and partake in riskier online behaviors,
even while they are more tech-savvy (Carcelén et al., 2023). Additionally, the effectiveness of
capable guardianship, which encompasses institutional safeguards, cybersecurity knowledge,
and regulatory oversight, is essential. Lax enforcement, a lack of digital safety training, and
ignorance of cyber hygiene practices create an environment that is conducive to fraud (Kumar
et al., 2024). Therefore, just as much of the reason for cyber-enabled fraud as personal
carelessness are institutional inability to provide appropriate digital guardianship.

HA4: Bad Routine Activities Increase the Likelihood of Financial Fraud Victimization.
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The Research Framework

Four independent variables are included in this study as predictors of Financial Fraud
Victimization: Poor Knowledge, Low Self-Control, Financial Pressure, and Bad Routine
Activity (Refer Figure 1).

Independent Variables (x) Dependent Variable (y)

Poor Knowledge

H1
H2
Low Self-Control
H3 Victim Of Financial Fraud
Financial Pressure
H4

Bad Routine Activity

Figure 1: The Research Framework
Source: This Study.

Methodology

As part of a quantitative design, structured questionnaires were distributed via Instagram,
Telegram, and WhatsApp (Creswell & Creswell, 2017). The instrument looked at
demographics, independent variables (12 items), and dependent variables (4 items) using a
seven-point Likert scale. Using SPSS, data from 267 respondents were subjected to descriptive
analysis, regression, hypothesis testing, and reliability testing (Cronbach's alpha). Secondary
sources, including reputable articles and journals, provided support for the findings.

Results

Reliability Analysis

A crucial first step in guaranteeing the precision and dependability of the measuring tools used
in a study is reliability analysis. Cronbach's alpha remains the most widely used statistical
technique for evaluating internal consistency, especially when a study instrument uses a lot of
Likert-scale questions to measure latent variables (Cheung et al., 2024). Cronbach's alpha
coefficients are used to quantify internal dependability, they have a range of 0 to 1. According
to Nunnally and Bernstein (1994), an alpha value of 0.70 or above is typically considered
sufficient for social science research, values above 0.80 are considered good, and those above
0.90 suggest remarkable dependability. All of the study's constructs met or beyond the
reliability criterion, according to Cronbach's alpha calculations, suggesting that the survey
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items were internally consistent and dependable in capturing the intended dimensions. The
specific results are shown in Table 1.

Table 1: Reliability Analysis

Constructs Cronbach’s Alpha Number of Items
Fraud Victimization .850 4
Poor Knowledge .900 3
Low Self-Control 910 3
Financial Pressure 871 3
Bad Routine Activity .857 3

Source: This Study.

The dependent variable, the Fraud Victimization construct, was examined using four items,
and the Cronbach's alpha was 0.850. This implies that participants' impressions of fraudulent
interactions were consistently captured by the highly dependable items included. A high level
of internal consistency is particularly important in this case because fraud victimization is often
a complex term having behavioral, psychological, and financial components. The assessment
items in these categories are guaranteed to fairly represent the variety and complexity of
victimization experiences when they are trustworthy (Daigle et al., 2016).

The three-item Poor Knowledge construct had a Cronbach's alpha of 0.900. This is considered
"excellent," meaning that the elements conveyed the notion of having little awareness or
understanding of financial operations and fraud concerns in a way that was closely related. In
line with the findings of Cheung et al. (2024), high alpha values show that items considerably
converge on the underlying latent trait.

The Low Self-Control construct demonstrated the highest reliability among all constructs, with
a Cronbach’s alpha of 0.910 across three items. This suggests that the items used to measure
impulsivity, inability to resist temptation, and lack of restraint in financial decision-making
were extremely consistent. Revicki (2024) argued that such high reliability is valuable for
behavioural constructs, as it reduces measurement error in psychological dimensions.

With Cronbach’s alpha of 0.871, the three-item Financial Pressure measure showed good
internal consistency. This implies that the instrument was helpful in identifying the
requirements and constraints that participants face when handling debt, financial obligations,
or a limited income. Since financial stressors significantly influence people's inclination to
make dangerous financial decisions, it is imperative to appropriately assess them (Graham et
al., 2024).

Lastly, the Cronbach's alpha for the three-item Bad Routine Activity construct was 0.857.
Strong dependability is demonstrated by the questions' constant ability to capture habits and
lifestyle patterns that may make a person more vulnerable to fraud victimization, such as risky
or dangerous online activities or insufficient protection of personal information. Internal
consistency dependability is essential in these psychological ideas to guarantee that the
observed scores accurately reflect consistent activity patterns rather than random variation
(Revicki, 2024).
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According to the total Cronbach's alpha values, the instrument used in this study shows good
reliability across all constructs. This increases the credibility of the subsequent research since
reliable constructs ensure that the outcomes are correct representations of the underlying
theoretical notions rather than the product of measurement error (Storey et al., 2025).
Furthermore, the scale's design, item phrasing, and grouping were appropriate and successfully
in line with the study's conceptual framework, as seen by the consistently high alphas across
constructs (Lambert & Newman, 2023).

Multiple Regression Analysis

The results of the multiple regression analysis provide substantial support for the traits that
predict fraud victimization in the study population. The four independent factors under
investigation, poor understanding, financial pressure, bad regular behavior, and inadequate
self-control, can explain nearly 76% of the variance in fraud victimization, according to the
model's comparatively high explanatory power (R? = 0.760). The large quantity of explained
variations suggests that the conceptual and quantitative theoretical underpinnings of the study
are sound.

The significant ANOVA result (F = 207.145, p < 0.001) further underscores the reliability of
the model in predicting fraud victimization, confirming that the set of predictors contributes
meaningfully to explaining the outcome variable. Coefficients revealed poor knowledge ( =
541, p <0.001) as the strongest predictor, followed by financial pressure (B =.185, p <0.001),
bad routine activity (fp =.182, p <0.001), and low self-control (B =.090, p = 0.050). Table 2
presents the Multiple Regression Analysis.

Table 2: Multiple Regression Analysis

Coefficients?
Unstandardized | Standardized 95.0% Confidence

Coefficients Coefficients Interval for B

Std. Lower Upper

Model B Error Beta t Sig. | Bound | Bound
1 (Constant) 2051 .207 990 | 323 | -.203 612
Poor Knowledge |.556| .050 541 11.014 | .000 | .457 .656
Low_Self Control | .083| .044 .090 1.898 | .050 | -.003 .169
Financial Pressure |.179| .046 .185 3.928 | .000 | .089 .269
Bad Routine  [.159| .033 182 4788 | .000 | .093 224

Activity

a. Dependent Variable: Financial Fraud Victimization

Source: This Study.

Poor Knowledge as the Strongest Predictor

Poor Knowledge was the most significant predictor among all of them ( =.541, p < 0.001),
highlighting the significance of consumer awareness and financial literacy in predicting fraud
risk. According to Zheng et al. (2024), financial literacy directly improves consumers' capacity
to identify fraudulent schemes and take precautionary action. This outcome is in line with their
previous studies. Victimization is frequently made easier by inadequate knowledge, especially
when it comes to digital platforms, risk assessment, and financial commodities (Ogunola et al.,
2024). Lack of understanding of digital banking operations, cybersecurity measures, and
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contractual obligations increases one's susceptibility to manipulative tactics such phishing,

investment frauds, and identity theft (Kumar et al., 2024).This outcome is also consistent with

current debates regarding consumer empowerment in the digital economy, where consumers

are often disadvantaged by the asymmetry of knowledge between service providers and

consumers (Ogunola et al., 2024; Zheng et al., 2024; Bank Negara Malaysia, 2025; Vetrivel et

al., 2025). In cultures that were digitizing quickly, such as the COVID-19 epidemic, consumers

with low levels of digital literacy were disproportionately vulnerable to fraud (Button et al.,

2022). In order to reduce the risk of fraud, it should be beneficial to improve consumer

education through targeted awareness campaigns and integrate financial literacy into the
curriculum (Vetrivel et al., 2025).

AIJBES

Financial Pressure and Fraud Vulnerability

Financial Pressure was the second most important predictor (B =.185, p < 0.001). This is
consistent with economic pressure theories, which contend that people are frequently
compelled to take risks due to financial difficulties (Reale et al., 2023). People who are
struggling financially might be more vulnerable to predatory schemes or "too good to be true"
offers that guarantee immediate financial support (Bar Lev et al., 2022; De Bruijn & Antonides,
2022; Ahmad, 2025). Research has revealed an increase in fraudulent activities amid economic
downturns and unpredictability, such as inflationary cycles and the worldwide pandemic,
which represent increased despair and reduced mental acuity among vulnerable groups (Levi
& Smith, 2022). This conclusion is supported by behavioral finance research, which shows that
a shortage of resources might hinder the capacity for critical risk assessment and logical
decision-making (De Bruijn & Antonides, 2022). Psychological biases such as the sunk-cost
fallacy and the scarcity effect are used by scammers to influence victims who are struggling
financially (Ahmad, 2025). By providing debt counseling services, creating widely accessible
microcredit networks, and guaranteeing transparent lending practices, policymakers and
financial institutions could reduce these risks.

Bad Routine Activity and Fraud Exposure

The study also confirmed that routinely bad behavior is a strong predictor of being a victim of
fraud (B =.182, p < 0.001). Routine activity theory states that when there are no capable
guardians present, crime occurs when motivated criminals and appropriate targets come
together (Cohen & Felson, 2015). In the digital age, when frequent online activities like social
media use, online shopping, or using digital financial platforms may raise the danger of fraud
attempts, this convergence is occurring more and more in cyberspace (Kumar et al., 2024).
During the COVID-19 pandemic, there was a marked increase in internet-based activities,
which inadvertently elevated opportunities for cybercriminals to exploit unsuspecting victims
(FBI, 2020). Victims with high levels of digital routine activity often leave behind large digital
footprints, enabling fraudsters to tailor scams using personal data harvested through phishing,
data breaches, or social engineering (Button et al., 2024). The positive relationship between
routine activity and fraud victimization observed here underscores the importance of proactive
cyber hygiene practices, such as multifactor authentication, cautious information sharing, and
cybersecurity awareness (Cohen & Felson, 2015; Reynald, 2016; Bank Negara Malaysia, 2025;
Cybersecurity Malaysia, 2024).

Low Self-Control and Impulsivity
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Lastly, low self-control (B = .090, p = 0.050) emerged as a statistically weaker yet still
significant predictor. This result aligns with Basto et al., (2024) general theory of crime, which
underscores impulsivity and risk-taking as core determinants of criminal behaviour and
victimization. Individuals with diminished self-control are more likely to engage in bad/ risky
financial behaviours, ignore warning signals, and succumb to fraudulent persuasion techniques
(Abdul Jamal, 2022). Although its explanatory power in this model was lower compared to
other variables, low self-control remains an important consideration. Prior research shows that
individuals with high impulsivity are disproportionately represented among victims of online
romance scams, lottery fraud, and speculative investment schemes (Nataraj, 2024). The finding
here reinforces the need for psychological and behavioural interventions, such as impulse
control training and financial decision-making workshops, to complement broader structural
measures against fraud (Birkenmaier et al., 2022; Zhou et al., 2025).

Theoretical and Practical Implications

From a theoretical perspective, this study contributes to the literature by integrating insights
from multiple criminological and behavioural theories to explain fraud victimization in a
rapidly digitizing economy. It demonstrates that individual-level factors (knowledge, self-
control), socio-economic conditions (financial pressure), and lifestyle routines (bad/ risky
online behaviours) are interdependent rather than isolated drivers of vulnerability. This
provides a more comprehensive model for understanding online fraud, offering avenues for
refinement in future empirical testing. Together, these findings offer theoretical and practical
insights and validate each of the study's four hypotheses. Theoretically, they provide credence
to the usefulness of theories of stress, routine activity, financial literacy, and self-control in
explaining fraud victimization in a digitalized financial setting. From a practical standpoint,
the results demonstrate the urgent need for comprehensive preventative measures. For example,
improving financial literacy can reduce vulnerability right away, while structural adjustments
that tackle economic disparity can alleviate financial stress. Similarly, encouraging behavioral
self-control and safe online conduct can significantly lower the likelihood of falling victim to
fraud. These findings also suggest that, in addition to being a criminal justice issue, fraud
should be tackled by lawmakers, banks, and regulators as a behavioral and socioeconomic
issue. By addressing underlying weaknesses such as impulsive behaviors, dangerous digital
habits, economic stress, and a lack of financial awareness, stakeholders can develop preventive
rather than reactive solutions. Together, these strategies could significantly reduce the
incidence of fraud over time.

Discussion

All four predictors, Poor Knowledge, Financial Pressure, Bad Routine Activity, and Low Self-
Control, have a substantial impact on fraud victimization, according to the regression analysis.
The largest significant predictor among these was poor comprehension (f =.541, p < 0.001).
This study emphasizes the importance of financial literacy in giving consumers the skills and
information they need to identify and thwart fraudulent schemes. People with insufficient
financial education frequently exhibit the following characteristics: a lack of understanding of
the dangers of investing, an overconfidence in assessing financial offers, and a vulnerability to
misleading persuasion techniques (Ahmad, 2025).

In addition to making people more vulnerable to fraud, financial illiteracy also makes it more
difficult for victims of fraud to recover their money (Zheng et al., 2024). Given the complexity
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of online fraud, having a firm grasp of finance is crucial in the digital age (OECD, 2020).

Therefore, previous research highlighting the need of financial competence programs and

educational interventions to reduce consumer risks is supported by the strong impact of Poor
Knowledge (Birkenmaier et al., 2022).

AIJBES

Financial Pressure (f =.185, p < 0.001), the second most potent predictor, highlights how
financial stress significantly raises the likelihood that people may fall victim to fraudulent
schemes. People may become more susceptible during difficult financial circumstances if they
are promised quick financial support or investment opportunities with supposedly high returns
(Dulisse et al., 2024). Economic downturns, employment insecurity, and rising living
expenditures have all been linked to an increase in fraud victimization because stressed
individuals are more likely to make riskier financial. In addition, scarcity, according to
behavioral economics, makes people more impulsive and less capable of making rational
decisions (De Bruijn & Antonides, 2022; Graham et al., 2024), which facilitates fraudsters'
ability to exploit others.

For example, during the COVID-19 pandemic, fraudulent schemes targeting financially
distressed households surged, demonstrating how economic stressors amplify susceptibility
(Button et al., 2022). The significance of financial pressure in this study supports the argument
that interventions must also focus on systemic financial stability and support structures, in
addition to individual awareness campaigns (Katnic et al., 2024).

The third predictor, bad routine activity (f =.182, p <0.001), aligns strongly with the Routine
Activity Theory proposed by Cohen and Felson (2015). This criminological framework argues
that crime occurs when motivated offenders encounter suitable targets in the absence of capable
guardians. In the digital environment, increased online presence, frequent social media usage,
and engagement with insecure platforms substantially increase exposure to fraudulent actors
(Tyagi et al., 2024). Especially during the pandemic era, the surge in online shopping, remote
work, and reliance on digital services provided fraudsters with unprecedented access to
potential victims (Tasneem & Jabbar, 2024). The evidence suggests that lifestyle choices, such
as using weak passwords, responding to unsolicited emails, and engaging with high-risk online
spaces, increase vulnerability (Klutsch et al. 2025). The significance of this predictor
demonstrates that fraud is not solely a matter of individual cognition but is also shaped by
environmental exposure and situational opportunities (Holt & Bossler, 2022).

Finally, low self-control (f =.090, p = 0.050) also showed a significant yet weaker relationship
with fraud victimization. This finding is consistent with Ngo et al., (2024), General Theory of
Crime, which emphasizes impulsivity, short-term gratification, and poor decision-making as
central characteristics that increase susceptibility to victimization. The importance of self-
control cannot be emphasized, despite the fact that its magnitude effect was less than that of
financial pressure and inadequate knowledge. People who lack self-control are more likely to
take risks, make poor financial decisions, and succumb to persuasive manipulation, claim Xu
et al. (2024) and Abdul Jamal (2022). Because people may not adjust or learn from past
experiences, research also indicates that impulsivity has a role in victimization and recurrent
victimization (Snyder & Golladay, 2024). The significance of Low Self-Control as an
underlying dispositional risk factor is demonstrated by the fact that it remained when
information, pressure, and routine activity were taken into consideration (Kwak & Kim, 2022).
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When taken as a whole, these results support all four theories and show how a complex
interaction of behavioral, psychological, economic, and cognitive elements shapes fraud
victimization. While Financial Pressure draws attention to the structural weaknesses that make
people more susceptible to fraudulent solicitations, Poor Knowledge's largest influence implies
that education and awareness are crucial for fostering resistance. Routine Activity highlights
the lifestyle and environmental hazards in digital environments, while Low Self-Control
represents persistent personality qualities that impact vulnerability. This multi-theoretical
integration is in line with new research that emphasizes fraud is caused by convergent
vulnerabilities spanning situational and individual domains rather than a single vulnerability
(Ahmad, 2025; Bar Lev, Maha, & Topliceanu, 2022; Whitty, 2025).

Above all, the paper contributes accurate data to ongoing discussions on preventing fraud.
These findings emphasize the significance of holistic preventive methods that encompass
financial education, socioeconomic support, digital safety practices, and behavioral
interventions, even though traditional fraud prevention tactics often concentrate on law
enforcement and deterrence. For example, focused financial literacy initiatives can help close
knowledge gaps, while systemic adjustments can reduce financial strains by expanding access
to social safety nets or reasonably priced loans. Behavioral training can help people develop
their self-control and decision-making abilities, while public awareness campaigns regarding
safe online conduct can lessen dangerous or harmful activities (Abdul Jamal, 2022; Button
et.al., 2024; Zhou et al., 2025).

Recommendations

Industry-Level

The findings indicate that poor knowledge (B = .541, p < 0.001) is the strongest predictor of
fraud victimization, highlighting the urgent need for financial institutions to go beyond basic
service provision and adopt an educational and preventive role. Banks should integrate
financial literacy modules into customer engagement platforms alongside forensic accounting
systems and internal controls. Evidence shows that financial education reduces vulnerability to
deception and improves resilience (Abdul Jamal, 2022; Birkenmaier et al., 2022; Singh &
Misra, 2023; Zhou et al., 2025). Coupling Al-driven fraud detection with proactive consumer
education campaigns can simultaneously address systemic fraud detection and cognitive gaps
exploited by perpetrators.

Financial pressure (f =.185, p <0.001) is another significant driver of victimization, requiring
early-warning systems to detect financially distressed customers, such as those showing
unusual borrowing or transaction patterns. Timely interventions, including restructuring
advice, hardship relief, or financial counselling, can reduce risky financial decisions during
downturns or crises (Jouali et al., 2024; Graham et al., 2024; Hernandez & Cruz, 2025).

Bad routine activity (f =.182, p <0.001) underscores the need for secure digital environments.
Institutions should strengthen cybersecurity measures, including two-factor authentication,
biometric verification, and alerts for unusual online behavior (Antipova & Riurean, 2025). Low
self-control (B = .090, p = 0.050) further supports embedding behavioral nudges in online
platforms to prompt review of suspicious links, reconsider high-risk transactions, or delay
impulsive decisions (Abdul Jamal, 2022; Hernandez & Cruz, 2025; Ong, 2022). Together,
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these measures create a multi-layered industry response aligned with the four empirically
validated risk factors.

AIJBES

Policy-Level

Comprehensive national digital financial literacy initiatives are essential, including community
outreach, workplace training, and school curricula. Policymakers should recognize that fraud
prevention requires systemic solutions, such as stronger enforcement against online fraud
syndicates, cross-border cooperation, and mandatory authentication for digital transactions
(Wall & Williams, 2017). Dedicated hotlines and rapid reporting mechanisms should focus on
financially less literate individuals who may be reluctant to self-report (Bar Lev et al., 2022;
Bank Negara Malaysia, 2025). During crises, these systems should be paired with public
awareness campaigns emphasizing fraud risks (Button et al., 2024).

Regulators must require robust cybersecurity protections, including encryption, antivirus use,
and platform restrictions targeting high-risk channels. Multi-factor authentication and strong
authentication frameworks significantly lower digital fraud risk (Holt & Bossler, 2022).
Policymakers should also adopt behaviorally informed policies, such as default fraud-
protection settings and delay mechanisms for high-risk transactions, reflecting the influence of
low self-control (Abdul Jamal, 2022; Asher, 2025).

Ultimately, prevention programs addressing behavioral tendencies, economic vulnerabilities,
risky online practices, and knowledge gaps must complement reactive enforcement. These
recommendations offer a practical roadmap to reduce fraud victimization within increasingly
complex financial ecosystems.

Conclusion

This study examines how personal psychology, social pressures, and everyday online habits
interact to shape Malaysians’ vulnerability to online financial fraud. The results show that poor
financial knowledge, low self-control, rising financial pressure, and risky digital routines each
heighten the likelihood of victimization, reinforcing the explanatory value of Self-Control
Theory, Financial Strain Theory, and Routine Activity Theory in a digital setting.

Poor financial knowledge remains a major concern. Although mobile banking and e-payment
systems are widely used, many users still lack the skills needed to distinguish legitimate
transactions from fraudulent ones. Consumers often struggle to recognize phishing attempts,
deceptive investment proposals, or fake e-commerce platforms. This gap highlights the need
for literacy initiatives that move beyond generic awareness messages toward targeted,
behaviourally informed training for students, older adults, and rural communities.

Low self-control further contributes to risk, echoing Gottfredson and Hirschi’s argument that
individuals who are impulsive or focused on immediate gratification tend to make hasty online
decisions. In fast-paced digital environments, such users are more likely to click unsafe links,
share sensitive data, or accept speculative offers without adequate evaluation, behaviours
scammers deliberately exploit by creating situations that evoke urgency or fear. Preventive
efforts should therefore include interventions that strengthen self-regulation and decision-
making during moments of pressure.

Financial strain also plays a prominent role. In a climate of high living costs, stagnant wages,
and rising household debt, individuals under economic stress often pursue quick returns or easy
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credit, leaving them susceptible to scams disguised as high-yield investments or fast loans.
Consistent with Strain Theory, unmet financial goals can push individuals toward risky
choices. Addressing this requires not only broader financial resilience programs but also
accessible, trustworthy financial services that reduce reliance on dubious alternatives.

Risky online routines complete the picture. Frequent unmonitored transactions, sharing
personal information on unsecured platforms, or interacting with unknown contacts increase
exposure to motivated offenders. Digital guardianship relies less on physical supervision and
more on secure technologies and user awareness, underscoring the importance of stronger
cybersecurity infrastructures and safer platform design.

Taken together, these findings point to the need for a holistic fraud-prevention strategy that
integrates technology with human-centred and socio-economic interventions. Al-driven fraud
detection and public awareness campaigns are valuable, but their impact depends on
consumers’ capacity to act wisely under pressure. Future research should track whether literacy
efforts lead to lasting behavioural change, explore emerging fraud types linked to
cryptocurrency and Al, compare risks across regional contexts, and examine how resilience
and social support may buffer against victimization.

Overall, combating online financial fraud requires strengthening knowledge, improving self-
regulation, easing financial strain, and promoting safer digital habits so Malaysians can
participate confidently in the digital economy.
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