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Abstract:

Hacking or unauthorised access is criminalised in many jurisdictions, including
Malaysia, Singapore, the United Kingdom, Hong Kong, and a few other
countries. Hacking is the act of gaining access through the computer system or
network without proper authority or exceeding the original authority given to
him. Many commentators and researchers have reported on the conceptual and
legal aspects of hacking. However, hacking's theoretical, conceptual, and legal
aspects have remained under-researched. Therefore, this paper's primary
objective is to outline the various theories, which could inform the
criminalisation of hacking. The theories of routine activities, deterrence theory,
social learning and self-control, general strain theory, and deviant subcultures
are deliberated in this paper alongside illustrations within the context of
hacking. This paper will shed light on the body of literature and contribute to
a better understanding of hacking criminalisation from various theories
discussed in this paper. Future research should be directed to provide empirical
evidence of applying the theory to hacking criminalisation.

Keywords:
Hacking, Criminality, Routine Activities Theory, Deterrence Theory, Social

Learning And Self-Control Theory, General Strain Theory, Deviant
Subcultures Theory
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Introduction

Hacking involves attempting to penetrate or tamper with digital devices such as computers,
mobile devices and telephones (Scambray et. al., 2000). Moreover, while hacking may not
always be for self-gain, nowadays most of the examples to hacking and hackers characterise it
as a fraudulent activity by cybercriminals—motivated by monetary benefit, protest, data
gathering (spying) and even just the "fun™ of the game (Coleman, 2012). Hacking is typically
a specialised technical activity (like creating malvertising that deposits malware in a drive-by
attack requiring no user interaction). Hackers may use the information to trick people into
installing malware or provide stolen information to third parties (Gunkel, 2018).

Cybercriminals can be categorised in computer programming circles as white hats, black hats,
and grey hats (Al-Sharif et. al., 2016). Hackers who know how to hack a system to make it
even more hack-proof. In most cases, they are under the same umbrella or parent company.
Hackers hack to gain control of a computer for personal gain (Gaia, et. al., 2020). They can
cause, steal, or prevent the introduction of approved devices into the system. They do this by
understanding the unique strengths and weaknesses of the existing system. Some people prefer
to call hackers crackers instead (Goerzen & Matthews, 2019).

From the other side of the coin, grey hat hackers are people with enough computer language
expertise to hack into a person's system and find vulnerabilities (Goerzen & Matthews, 2019).
Black hats are different from grey hats. The former discloses the loopholes in the system, which
gets passed on to the system's administrator, while the latter only seek personal benefits. All
hacking practises and activities are considered illegal unless done by white hat hackers
(Radziwil et. al., 2015).

Nevertheless, the theories behind the criminalisation of hackers are often under-researched.
Past research generally investigated the nature and legal position of hacking without diving
into its theoretical aspects. Based on this premise, this paper is produced, primarily to address
the main objective of outline the selected theories on hacking criminalisation.

In essence, this paper begins with the conceptualisation of hacking and its criminalisation. For
this purpose, few jurisdictions are chosen to illustrate the criminalisation of hacking in the
nation. Accordingly, five theories are analysed in this paper: (i) routine activities theory, (ii)
deterrence theory, (iii) social learning and (iv) self-control, general strain theory and (v) deviant
subcultures. The paper concludes by highlighting the future agenda for the criminalisation of
hacking and future research recommendations.

Hacking and Its Criminalisation
This part elaborates on the main concepts engaged in this study: hacking and its criminalisation
in few selected jurisdictions.

What is Hacking?

Hacking is attempting an unauthorised entry into a computer system. Cracking passwords and
clearing security codes allows access to private, protected, and/or over-secured systems
(Palmer, 2001). Cracking technique refers to how an encrypted password is discovered. The
individual who engages in hacking is called a hacker. The hacking can be done on a single
computer, a group of computers, a local area network or a website. The hackers gain access to
the system by exploiting the password system (Hamin, 2000).

Copyright © GLOBAL ACADEMIC EXCELLENCE (M) SDN BHD - All rights reserved
169



International Journal of
Law, Government and Communication

EISSN : 0128-1763

Volume 6 Issue 22 (March 2021) PP. 168-178
DOI 10.35631/1JLGC.6220016

NLGC

Many people and businesses use computers and laptops daily (Harper et al., 2011).
Organisations must have access to a variety of resources like computers and the Internet.
Because of this, these networks are vulnerable to hackers (Koval, 2015). Hacks are mostly
intentional acts for fraudulent or malicious reasons. Misleading information and business
disruptions which are socially injurious are a crime (Jordan, 2008).

Ramifications of Hacking

The various ramification of hacking exist. Hackers can gain access to systems using the real
usernames and passwords of actual users so that they can alter and manipulate the systems
(Beale & Berris, 2017). They can either predict passwords if they use poor or obvious
passwords or steal them through fraudulent tactics. Phishing messages are messages sent to
trick people into revealing their usernames and passwords which can be sent via e-mail,
messaging apps, or other technologies (McClure et al., 2009).

Another common adverse effect of hackers is the stealing of confidential data. Those who hack
into systems can access passwords, banking information, personal information, and other
sensitive details. They could do this for personal profit or because they are passionate about it
(Wilson, 2001).

Theft of data can have severe consequences for entities and people. The inability to secure data
will lead to a decline in productivity and growth for the economy. It can also have legal
implications whenever the data are covered by both the client and the third party (Buchanan,
2016). Suppose private conversations such as texting or e-mail messages are stolen. In that
case, the confidentiality of the individuals involved is at risk.

Similarly, suppose the stolen data contains username and passwords for multiple systems. In
that case, the stolen data can be used to access each of these systems (Futter, 2018). If a bank
or credit card data is stolen, the information available can be used to make fraudulent
transactions or steal money.

It is even possible to damage, both digital and physical equipment physically. Some hackers
are capable of damaging their targets deliberately. Also, sensitive information can be
inadvertently lost or not saved by hacking tools and hacker applications (Jordan, 2017). Data
can be encrypted and kept hostage for ransom if hackers do not receive payment. Hackers may
also use remote monitoring and control devices to destroy the target's connected devices.

The Criminalisation of Hacking in Various Jurisdictions

Given the grievous ramifications of hacking, various jurisdictions have outlawed this crime.
The laws have been passed to criminalise hacking—this following Table 1 outlines a few
selected jurisdictions' initiatives to criminalise hacking:
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Table 1: Laws On Hacking In Selected Jurisdictions

Country Law

Provision on criminalisation
of hacking

Malaysia Section 3 of Computer

Crimes Act 1997

1. Causing a computer to perform any
function with intent to secure access to
any program or data held in any
computer;

2. The access he
unauthorised; and

3. Knowledge at the time when he causes
the computer to perform the function that
is the case.

intends to secure is

Singapore Section 3 of Computer

Misuse Act 1993

Any person who knowingly causes a computer
to perform any function to secure access
without authority to any program or data held
in any computers.

Section 27A of
Telecommunications
Ordinance 1963

Hong Kong

Any person who, by telecommunications,
knowingly causes a computer to perform
any function to obtain unauthorised access to
any program or data held in a computer

Section 4 of
Cybercrime
Prevention Act 2012

Philippines

The access to the whole or any part of a
computer system without rights.

Section 477.1 of
Cybercrime Act 2001

Australia

1. Causing any unauthorised access to data
held in a computer;

2. The unauthorised access ... is caused by
means of a telecommunications service;

3. The person knows the access ... is
unauthorised; and

4. The person intends to commit, or
facilitate the commission of, a serious
offence against a law of the
Commonwealth, a State or a Territory
(whether by that person or another
person) by the access.

Section 249 of Crimes
Act 1961

New Zealand

Access to any computer system and thereby,
dishonestly or by deception, and without
claim of right,

(a) obtains any property, privilege, service,
pecuniary advantage, benefit, or valuable
consideration; or

(b) causes loss to any other person.
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ST s of hacking
United Kingdom  Section 1 of Computer 1. Causing a computer to perform any
Misuse Act 1990 function with intent to secure access to

any program or data held in any computer
2. The access he intends to secure is
unauthorised; and
3. Knowledge that at the time when he
causes the computer to perform the
function that that is the case.

What could be gathered from the list of legal provisions on the criminalisation of hacking, or
legally termed as 'authorised 'access', is that many jurisdictions agree that hacking is a criminal
activity. Hence these jurisdictions formalised the criminalisation of such offence in the form of
national laws.

Theorising the Criminalisation of Hacking

Several theories can be used to understand the criminalisation of hacking. This section
elaborates on five of such theories: routine activities theory, deterrence theory, social learning
and self-control, general strain theory and deviant subcultures.

Routine Activities Theory

Routine activities theory suggests crime-related behaviour patterns (Holt & Bossler, 2008),
different from other crime theories. It focuses on how criminals carry out their actions rather
than the underlying motives. This distinction is not insignificant, but rather it has crucial
implications on how we make decisions and how we prevent crime (Finkelhor & Asdigian,
2008).

The theory proposes that the pattern of taking advantage of the opportunity is created through
daily repetition (Branic, 2015). Crime is affected by a variety of daily activities, including
where people work, the routes they take to and from school, the groups with which they
socialise, the shops and stores where they frequent, etc. Criminal habits may be convenient,
complicated, or safe, depending on the situation. Consideration of possibilities varies over time,
space, and by individuals. As a result, criminal acts are more probable (Reyns et al., 2015).
Research that results from routine activities theory is most relevant, typically investigates daily
opportunities for criminal activity; prevention of criminal behaviour is informed by routine
activities theory (Arntfield, 2015).

Routine activities theory is used to look at changes over time in crime patterns. Nowadays,
many people use it to understand and prevent crimes (Navarro & Jasinski, 2012). Researchers
have tested the hypothesis and various methods to prove the theory. The theory has now been
strongly connected with the ecological criminology paradigm since its beginnings, which
focuses on factors that influence crime rates or how it occurs (Tillyer, 2011).

Routine activities theory is rightly applicable in hacking cases because the perpetrator might
be involved in specific routine activities, space and time. For example, when an individual is
left alone in a room where he might have ample space and time, he might use this opportunity

Copyright © GLOBAL ACADEMIC EXCELLENCE (M) SDN BHD - All rights reserved

172



International Journal of
Law, Government and Communication

EISSN : 0128-1763

Volume 6 Issue 22 (March 2021) PP. 168-178
DOI 10.35631/1JLGC.6220016

to hack into a computer system or network. In some other situations, the perpetrator might end
up in a routine group of people who also engage in hacking activities, allowing him to commit
hacking. This scenario is summarised into Figure 1 below.

Routine in
space
Routine in \
time \

Routine in

NLGC

!

Committing

/ e

Figure 1: Routine Activities Theory And Hacking

people

Opportunity

Deterrence Theory

This theory suggests that an inferior force, employing the destructive power of their weapons
of force, could discourage a more complex oppressor, provided that their force could be
safeguarded by an attack at a time of their choosing (Bendie, & Merzger, 2015). This doctrine
has gained popularity as a war strategy during the Cold War concerning the use of atomic
warheads and is related, but distinct from, to the concept of nuclear annihilation, modelling
what would happen in a nuclear war if both sides started using nuclear weapons (Brantly,
2018). Deterrence is a strategy used to dissuade an adversary from action that is not yet
occurring through retaliation threats or stopping something the adversary wants to do. The
same cognitive concept is the basis of this strategy.

The use of foreign aggression as a means of relieving international crises and wars has been a
central theme of international security research for at least 200 years (Guitton, 2012). The
research examines whether and under what circumstances conventional deterrence will be
successful or fail. Alternative psychological models challenge rational persuasion theory and
illustrate how cognitive processes determine actions.

The philosophy of deterrence can be portrayed as provocations to compel someone from
committing a crime (Hua & Bapna, 2012). The threat serves as a deterrent to the degree that it
scares the target so, it convinces him not to carry out the intended action. In international
security, deterrence refers to the risk of military revenge attacks by the leaders of one state to
the leaders of another state to prevent the other state from succumbing to the threat of military
force (Cheng et. al., 2013; Tor, 2017).

Within the context of hacking, rules and regulations play a vital role in deterring people from
committing the offence. In this regard, any law passed by the government in criminalising
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hacking would be an effective method to deter people from committing hacking. Such a

situation is right because the punishment and the legal sanctions against hacking are severe and

heavy in the potential perpetrators' minds. In the end, the entire community is deterred from
committing hacking. This situation is illustrated in Figure 2 below.
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Law prohibiting
hacking

Punishment for
hacking

Policies against
hacking

p—p-
Deterrence from

committing
/ hacking

Figure 2: Deterrence Theory And Hacking

Legal sanctions
of hacking

Social Learning and Self Control

Social learning theory suggests that individuals can learn new behaviours via observation and
imitation of their environment (Nodeland & Norris, 2020). Even in the absence of motor
reproduction or instruction, learning is a cognitive process in a social context and occurs solely
through observation (Holt et al., 2010). In addition to observing behaviour directly, learning
also becomes apparent through the observation of rewards and punishments. If an action is
rewarded often and consistently, it will continue; if the action is repeatedly punished and is
discouraged, it will eventually stop (Morris & Higgins, 2010).

The 'self-control’ theory is a criminological theory about the lack of individual’s self-control as
a common underlying factor behind criminal behaviour. The general theory of crime is often
referred to as the general crime theory (Higgins & Wilson, 2006). The crime theory of
behaviour indicates that people who were parented inadequately during childhood develop less
self-control than people of a similar age who were parented more effectively. Several studies
have found that lower self-control levels increase the probability of criminal and impulsive
behaviour (Yarbrough et al., 2012).

Within a broader context, humans are social learners. They learn from various teachers in their
life beginning with learning from their parents when they are still small. When they grow older,
they learn from their peers and social media. Humans also know from other sources such as
what they see, what they feel, and what they hear. Their behaviours are much influenced by
what they learn. Therefore, assuming that the potential perpetrator learns from their parents or
peers or social media, how to hack, chances are they would also commit hacking. On the other
hand, if they are surrounded by ethical people, who do not engage in hacking, they would also
not get involved with hacking. This example is illustrated in the following Figure 3.
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Figure 3: Social Learning And Self-Control Of Hacking

social media

Learn from
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General Strain Theory

The general strain theory has accrued a large amount of scientific data. Providing explanations
of phenomena outside of criminal activity has extended its primary scope (Pasculli, 2020). The
theory consists mainly of three strains: the inability to attain positively valued targets, the
elimination of positive stimuli and the implementation of negative stimuli, and eventually, the
theory recognises that incidents that are considered by those who encounter them to be
overwhelmingly negative are positively associated with a greater probability of criminal
activity (Hay & Ray, 2020). The theory of strain is often used to describe several criminal
occurrences.

For hackers, the general strain theory could also be applicable. An example situation is when
the potential perpetrator is unable to attain meaningful positivity is in life. He could encounter
difficulties in his life, involving his work, family, or relationship with his friends. He might
resort to negativities. In this situation, he would first eliminate positive stimuli by distancing
himself from family, peers at work and friends. Next, he would implement negative issues such
as thinking about the worst-case scenario. The result is that he might commit hacking, which
illustrates the application of general strain theory to such crime, as shown in Figure 4 below.

Inability to attain
positive valued
targets

Elimination of
positive stimuli

Implementation
of negative
stimuli

Committing
hacking

Figure 4: General Strain Theory And Hacking
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Deviant Subcultures

Deviant subculture theory suggests that crime is a product of the individuals' grouping into
subcultures predisposed to deviant behaviours. The subcultural theory became the most
influential theoretical paradigm (Holt & Bossler, 2008). Concerning juvenile offenders, the
basic presumption is that the vast majority are members of delinquent subcultures. Subcultures
are characterised as subgroups or countercultures with their distinct attitudes, values, and
norms that often oppose society's prevailing norms. (Williams, 2011). In this regard, young
people’s union is the product of their adjustment to the current capitalist class society's social
inequality. Due to the particular and unique subculture, the subculture's behaviour is radically
different from outside the subculture (Blackman, 2014). People also consider society as a whole
as deviant, typically criminal.

For hacking situations, deviant subcultures could be applicable in criminalisation, which would
happen when the potential perpetrator gets involved with deviant groups. He could also be
involved with delinquent juveniles or other deviant subcultures who also engage in social
problems or other cybercrimes. The result is that the person could be committing hacking. This
scenario is produced in Figure 5 below.

Involvement with
deviant groups

Involvement with
delinquent

juveniles \ .
Involvement with /
other deviant Committing

subcultures hacking

Figure 5: Deviant Subcultures And Hacking

Conclusion and Future Agenda for Criminalisation of Hacking

This paper examines the various theories which could inform the criminalisation of hacking.
Each of the theories of routine activities theory, deterrence theory, social learning and self-
control, general strain theory and deviant subcultures seem to point to the direction that the
factors surrounding the perpetrator of hacking play a vital role shaping the criminal behaviour
of the hacker. Accordingly, various jurisdictions took the initiative to launch its legal provisions
to criminalise hacking, following its grievous ramifications to society.

Future research should be directed to examine and scrutinise each of these theories to
understand better and analyse the behavioural choice of hacking criminals and its regulation
under the respective countries' laws. Another direction of future research would be to carry out
the case study of hackers' criminal behaviour focusing on the different parties involved in the
offence, being the regulator, the enforcement officers, the perpetrators and the victims. Such
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research would provide a meaningful description and understanding of hacking criminalisation
in the broader context.
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