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Abstract:

Cyberbullying has become an increasingly prevalent issue in Malaysia,
exacerbated by the widespread use of digital communication platforms and
social media. This article critically examines the existing legal framework
governing cyberbullying in Malaysia, with particular attention to the
Communications and Multimedia Act 1998, the Penal Code, and the
Defamation Act. It evaluates the extent to which these legal provisions
effectively protect victims and ensure accountability for perpetrators.
Furthermore, this study explores key challenges in the enforcement of
cyberbullying laws, including jurisdictional complexities, the anonymity of
offenders, and limitations in public awareness and legal literacy. Despite the
presence of legal mechanisms, gaps remain in legislative scope, enforcement
capabilities, and preventive measures. The article argues for a more
comprehensive and victim-centered legal approach, incorporating stricter
enforcement, policy reforms, and enhanced digital literacy initiatives to
address the evolving nature of cyberbullying. The findings underscore the need
for a multi-stakeholder strategy involving legal, technological, and educational
interventions to strengthen Malaysia’s legal protection against online
harassment.
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Introduction
The heartbreaking story of Esha Rajeshwary Appahu brings to light the devastating effects of
cyberbullying in Malaysia. Her experience has sparked nationwide awareness about the
dangers of online harassment and its potential to result in tragic consequences, further
emphasizing the urgent need for comprehensive legal responses to combat such behaviour.
(Sipalan, 2023). As a prominent young TikTok influencer, Esha's situation illustrates the
profound and widespread implications of cyberbullying in our society. Enduring persistent
harassment on various platforms, her case reveals how contemporary technology can intensify
the struggles of at-risk individuals, particularly young people who often lack the means to cope
with such torment effectively. (Qazi & Hamid, 2023)

Cyberbullying utilizes social media, blogs, and messaging apps, creating a facade of anonymity
that allows bullies to intimidate and torment their victims without facing repercussions. (Barlett
et al., 2018) In Esha's situation, her tormentors went to the extent of spreading harmful and
damaging rumours about her, severely impacting her mental health and overall well-being.
(Channel News Asia, 2024) Ultimately, this continuous campaign of abuse led to her tragic
decision to take her own life, starkly illustrating the deep emotional anguish that arises from
such merciless cruelty. Regrettably, the bullies responsible for this behaviour faced little to no
consequences (Channel News Asia, 2024), highlighting a significant gap in accountability and
raising serious concerns regarding the effectiveness of existing measures to protect against
harassment in Malaysia. This distressing scenario prompts urgent discussions about how
society addresses cyberbullying, stressing the necessity for systemic changes that can offer
better protection for individuals confronting this widespread threat that affects countless young
lives. (Falla et al., 2021)

The primary objective of this paper is to analyze the various laws that pertain to cyberbullying
within the Malaysian context and to evaluate the effectiveness of these existing legal
frameworks in addressing and combating the occurrence of cyberbullying incidents.
Additionally, this research will highlight the deficiencies in the current legal and policy
frameworks, assess the effectiveness of existing strategies, and propose essential reforms aimed
at bolstering protections against the pervasive threat of cyberbullying. To achieve this, the
research employs a qualitative research methodology, which necessitates the systematic
collection of pertinent information from a variety of sources. Initial results indicate that, as it
stands, there is no specific legal enactment or statute within Malaysia that distinctly categorizes
cyberbullying as an offence in its own right; however, it is important to note that such acts do
fall under the purview of regulations specified in the Communications and Multimedia Act.
The comprehensive study further revealed that the laws concerning cyberbullying require
greater specificity and effectiveness in their application. Thus, it is strongly suggested that the
current legal frameworks related to cyberbullying in Malaysia be seamlessly integrated into the
nation's Penal Code. This integration should include the development of specific and detailed
provisions addressing cyberbullying to enhance the overall effectiveness of legal recourse
against such harmful behaviours.

Literature Review
Definition and Forms of Cyberbullying

"Bullying" is described as “intentional, repeated, negative (unpleasant or hurtful) behaviour by
one or more persons directed against a person who has difficulty defending himself or herself.”
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(Olweus, 1994) More broadly, it encompasses the behaviour of offending or intimidating
someone smaller or younger than you, which can occur in various contexts. (Salmivalli et al.,
2021).

Bullying has emerged as a critical and pressing universal social issue, and it is increasingly
recognized as an alarming global problem. (Shetgiri, 2013) Traditional forms of bullying
typically involve actions that are punishable under criminal law, while the more modern
phenomenon of cyberbullying involves actions carried out through the use of electronic
devices. (Patchin & Hinduja, 2011) This shift not only alters the dynamics of victimization but
also raises complex legal challenges. (Shukor and Osman2022) Cyberbullying can take many
forms, including harassment through social media platforms, sending threatening emails, or
spreading malicious rumours online. (Xu and Trzaskawka2021) (Ismail et al.2022) Unlike
traditional bullying, it can occur at any time and may be perpetrated anonymously, making it
difficult for victims to seek help. (Yu & Riddle, 2022) However, the term "cyberbullying”
generally refers to a myriad of actions or comments that are conveyed electronically, often
through digital means such as social media or messaging platforms. (Verma et al.2023) (Noor
and Hamid, 2021) This particular form of behaviour can, unfortunately, manifest in numerous
and diverse ways, including both verbal and written threats, as well as physical intimidation,
cruel taunts, or even more persistent and damaging forms of harassment such as cyberstalking
that can invade a person’s online life and privacy. (Fernanda and Carla, 2023)

Cyberbullying or cyberharassment presents itself in several specific forms, which include but
are not limited to flaming, harassment, cyberstalking, denigration, masquerading as another
person, outing individuals publicly, engaging in happy slapping, and the sharing of explicit
content, also known as sexting. (Scheithauer et al.2021) It has become apparent that greater
attention needs to be devoted to regulating cyberbullying activities. (Szoka & Thierer, 2009;
Langos, 2014; Ahmad Razali et al., 2022) This is essential to facilitate the continued
development of the electronic environment as we move toward a knowledge-based economy.
Therefore, enhancing existing cyber laws to provide better regulation of cyber activities and
practices is currently under consideration and is necessary to protect individuals in this digital
age.

In addition, in today's fast-paced and interconnected world, the Internet is widely utilized as a
powerful means of spreading not only information but also pervasive hate material. (Foxman
& Wolf, 2013; DePaula et al., 2018) This includes a variety of harmful actions such as insults,
threats, slander, and numerous accusations made publicly through various channels, such as
telephone communication, social media platforms, the Internet, or other forms of media.
(Cinelli et al.2021) Given this alarming and dangerous growth of cyberbullying and various
criminal activities conducted online, it becomes increasingly important to address the need for
effective protection and to ensure the safety of Internet users everywhere. (Windisch et al.2022)
The main objective is to thoroughly examine the effectiveness of the existing cyber laws and
regulations in place. This examination aims to ascertain whether these laws are sufficient and
clear enough to properly regulate and control the rapid expansion and increase of cyberbullying
activities witnessed today. If it is determined that the current laws and regulations are
inadequate in protecting users, there will be a pressing need to strengthen the existing
frameworks. This effort is essential to foster a healthy, vibrant, and sound electronic
environment. We should strive for better management and enhanced control over the use of
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electronic devices, ensuring that all individuals can navigate the online landscape safely and
responsibly.

Impact and Consequences

The impact of cyberbullying is far greater, wider, and more intimidating and may lead to death.
An individual generally experiences these types of harassment through the spread of vulgar
comments that can make individuals easily give up. (Ardiyani & Muhdi, 2021) Typically,
casualties do not often realize that their actions have led to self-destruction. This condition is
usually seen through the attitude of a victim neglecting the matter and pretending to face the
bitter reality. (Nazrul et al.2023) The issue of cyberbullying becomes increasingly pressing
when there are adverse consequences of this practice. In the context of the pressing issue of
cyberbullying, the detrimental effects it has on victims in terms of handling stress and
emotional turmoil are undeniable. Victims often find themselves grappling with overwhelming
feelings due to the abusive actions inflicted upon them through various forms of
communication over the internet. (Kre$i¢ Cori¢ & Kastelan, 2020) Such behaviour can
certainly be considered cowardly acts on the part of the perpetrators, who choose to hide behind
a screen rather than confront their victims face-to-face. In Malaysia, a notable instance marked
the emergence of this troubling trend; the very first case of cyberbullying via SMS was reported
in the state of Terengganu and involved a group of students from a secondary school. (Suhana,
Intan, et al., 2021) This incident highlights the serious repercussions that can stem from such
harassment. The psychological toll was so severe that the victims were compelled to seek
medical treatment in a hospital after losing control of their emotions following the distressing
SMS insults sent by a male student. (Suhana, Intan, et al., 2021)

Tragically, there have been documented cases where victims, overwhelmed by despair and
unable to regulate their feelings, took the irreversible step of ending their own lives, believing
this was the only escape from their pain. (C. Mawardah et al). The alarming increase in these
types of distressing behaviours underscores a critical need for the introduction of
comprehensive laws or specific regulations aimed at effectively addressing the issue of
cyberbullying.

Such legal measures are essential not only to mitigate the harm inflicted upon victims but also
to prevent the further proliferation of these adverse consequences within society. The
concerning issue of cyberbullying, particularly as it manifests among students in secondary
schools, warrants immediate attention and a robust response from a multidisciplinary group.
(El Asam & Samara, 2016) Moreover, it is imperative that any legislation intended to tackle
these matters is crafted with considerable detail and precision to ensure it accurately addresses
the complexities and nuances of cyberbullying in the digital age.

Methodology

The methodology utilized is exclusively qualitative, employing standard documentation
techniques and integrating a systematic analysis of philosophical viewpoints inside academia.
This study relies on the analysis of library-sourced resources rather than empirical evidence.
Secondary data encompasses books, references, journals, and written materials related to
Cyberbullying in Malaysia and other nations. The data underwent evaluation by content
analysis. Consequently, this study utilizes standard documentation research methods to obtain
results on the specified topic.
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The research relies exclusively on qualitative studies to explore various legal dimensions,
specifically focusing on illegal uses of communication facilities and telecommunications-
related offenses within the Penal Code. This approach helps to deepen the understanding of
public perception, which is further enhanced by referencing older articles and data. The
inclusion of these older sources is intentional; they provide historical context and a foundation
for ongoing discussions in the field. Moreover, the insights contained within these earlier works
often remain relevant and can illuminate contemporary issues, making them valuable for a
comprehensive analysis. By utilizing qualitative studies in conjunction with these established
resources, the research enables a multifaceted exploration of diverse perspectives, allowing
participants to articulate their lived experiences. This inductive reasoning approach facilitates
a rich tapestry of viewpoints and nuances that quantitative methods may not fully capture,
ultimately enriching the overall findings and enhancing the depth of understanding in this area
of study.

Results and Discussion

Legal Framework in Malaysia

In this discussion, we examine three legal frameworks that address digital harassment and
cyberbullying in Malaysia. Firstly, although certain internet-related laws may encompass
ancillary issues such as cybercrime, they fall short of providing adequate protection against
these forms of abuse. Data protection regulations primarily focus on organizational
responsibilities rather than safeguarding individual victims. Secondly, while the civil tort and
the Penal Code appear promising in theory, their applicability to incidents of digital harassment
is relatively recent, and significant challenges remain in their enforcement. Currently, various
stakeholders, including government agencies, enforcement units, and non-governmental
organizations, are actively engaged in efforts to combat cyberbullying. (Zainudin et al., 2016;
Khan et al., 2020; Ahmad Razali et al., 2022). Furthermore, there is a critical need for
comprehensive literature to support and enhance these initiatives. (Abd Aziz et al., 2022;
Ahmad Razali et al., 2022)

The phenomena of cyberbullying and cyber harassment pose considerable challenges within
the Malaysian context. Despite notable advancements in public communication technologies
and the increasing prevalence of issues surrounding online interactions, the existing legal
principles associated with online defamation and threats have remained largely intact.
(Mahmood et al., 2018) They continue to serve as the foundational premise from which the
social and legal concerns aimed at protecting individuals from anonymous acts of defamation
or threats to their dignity are critically scrutinized and evaluated. Interestingly, the specific
term 'cyberbullying' is not recognized within the legal statutes. (Abd Aziz et al., 2022; Ahmad
Razali et al., 2022) Nonetheless, the underlying concept of bullying itself is widely
acknowledged as morally wrong and inherently subjective.

The central aim of this discourse is to critically examine the multifaceted legal protections
against cyberbullying within the Malaysian jurisdiction, encompassing civil, criminal, and
specific regulations designed to safeguard minors. It is argued that a holistic strategy towards
internet safety, which inclusively addresses individuals of all ages, ought to be embraced by
Malaysian legislators. Such a strategy must entail the formulation of national legislation that
thoroughly delineates and addresses every facet of cyberbullying. Current legal definitions
concerning cyberbullying necessitate expansion to adequately capture instances of bullying
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across diverse information and communication technology platforms. Moreover, the
imposition of stringent penalties could potentially act as a formidable deterrent against the
proliferation of cyberbullying behaviours.

Consequently, both criminal and civil statutes must be enforced with efficacy, ensuring that
these laws incorporate unambiguous and comprehensive definitions and provisions pertinent
to cyberbullying and digital abuse, without reliance on convoluted indirect associations that
may foster ambiguity. The shortcomings of previous legislative measures can frequently be
traced back to vague definitions. Thus, the urgent need for robust legislation that
comprehensively addresses every manifestation of digital abuse is both necessary and relevant
in contemporary society. While certain aspects of these legal frameworks have been deliberated
in academic and public discourses, a myriad of challenges and contentions continue to obstruct
their practical application, underscoring an immediate necessity for effective interventions
aimed at cultivating a safer online landscape.

Existing Laws and Regulations

In scrutinizing the current laws that regulate the pressing issue of cyberbullying in Malaysia,
this paper includes a succinct section devoted to examining the existing education laws
alongside the cyber laws that have been put in place to address and control cyberbullying
behaviour in the Malaysian context. It is the aim of this paper is to illuminate the Malaysian
government's evident failure to enact specific and targeted laws designed explicitly to regulate
and manage the various issues related to cyberbullying. As a clear indication of the Malaysian
government's lack of a comprehensive and robust effort to effectively grapple with the ever-
increasing issue of cyberbullying and its ramifications, the existing laws currently in place are
not perceived as addressing the problem in a meaningful or effective manner. Moreover, it is
worth noting that the educational laws present today can be considered the most anachronistic
and outdated when it comes to regulating and managing cyberbullying behaviour among
students in Malaysia. Initially, the bullying behaviour that occurred between students within
the school environment was regulated under the framework of the Education Act, which
reflected the approach taken to tackle the issue.

The terms and concepts for cyberbullying, bullying, and harassment are not recognized as
stand-alone concepts in Malaysia’s legislation. It may be argued that as an alternative to a
stand-alone law, rather than a statute related to bullying, the legal response to anti-
cyberbullying in Malaysia can be found across a range of overlapping civil and criminal laws,
including civil trespass, harassment, defamation, and neglect. One of the cases of cyberbullying
is cyber-harassment, which is considered an offence under Malaysian law and subject to
penalties under the existing laws and regulations in Malaysia. The following will be a brief
evaluation of each of these laws in light of the legal response to cyberbullying.

Relevant Sections in the Penal Code

The Penal Code is a fundamental legal framework addressing offences such as malice, insults,
violence, blackmail, criminal defamation, and both verbal and physical assault. It encompasses
the prohibition of disseminating false information through various means of communication,
including digital and online platforms, thus safeguarding individuals' digital security,
specifically pertaining to cyber defamation laws. These laws do not supersede the Penal Code;
rather, they focus on prohibiting online and computer-based defamation and establishing
necessary penalties for acts of cyberbullying. This legislation plays a crucial role in addressing
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incidents of bullying that occur in digital environments and on social media. Given the
sensitivity surrounding privacy and personal safety, the Act ensures that victims can maintain
confidentiality regarding their experiences of bullying, thereby affording them necessary
protection under this legal framework.

It does not deal specifically with the facts or manifestations of cyberbullying, but part of it
relates to cyberbullying. If convicted, the guilty person may be sentenced to imprisonment for
up to 10 to 15 years with whipping. These laws overlap only with punishment, with the body
dealing with the issue unchanged. Whether the legislation in place is an effective tool to deal
with this offence, the lack of comprehensive legislation that exclusively and specifically deals
with cyberbullying will lead to the inability to precisely prescribe what amounts to
cyberbullying and the difficulties for enforcement officers to monitor and curb cyberbullying
cases effectively. This will lead to the predominant notion that cyberbullying is a minor issue
and, therefore, victims are not afforded the justice they deserve. However, the lack of
jurisdiction could be detrimental to the victims of cyberbullying as it may give people the
illusion that torturing others online is perfectly legal and not a serious crime. The laws today
are not comprehensive and specific enough to tackle the issue of cyberbullying thoroughly.
The law should be constantly evolving and adapting to technology, and this could ensure justice
for cyberbullying victims.

The Penal Code contains several sections relevant to the development of cybercrime laws in
Malaysia, particularly concerning cyberbullying. These include Section 345, which addresses
intimidation; Section 503, focusing on criminal intimidation; Section 504, which deals with
intentional insult with intent to provoke a breach of the peace; Section 505, concerning
statements conducing to public mischief; Section 506, which outlines punishment for criminal
intimidation; Section 507, addressing criminal intimidation by an anonymous person; Section
507A, dealing with punishment for the same; Section 507B, which pertains to attempts to cause
terror; and Section 509, which highlights the act of insult with intent to provoke. Collectively,
these sections provide a framework for addressing various aspects of cyberbullying and will
serve as a foundation for formulating comprehensive laws targeting cybercrime in Malaysia.

Analysis of Cyber Bullying Legislation and Implications

The existence of a legal framework to address the issue of cyberbullying is an indispensable
ingredient for protecting individuals from cyberbullying victimization. Countries all over the
world are cognizant of cyberbullying as a social ill that needs to be tackled through laws or
other means possible. Why is the existence of cyberbullying laws indispensable? Proponents
say that laws play a pivotal role in guiding the public at large on what is right to do and what
is not. Cyberbullying, disturbing antisocial behaviour perpetrated by an individual on a victim,
when enacted into laws, allows the law to discuss its necessity, its intentions, liabilities for
perpetrating them, and the consequences of complying or not complying with the existence of
the laws. These are useful means to explain and take preemptive steps to deter antisocial
behaviour from happening on the cyber platform.

There is currently no dedicated Cyberbullying Act in Malaysia. Cyberbullying, as generally
understood, refers to the act of using digital platforms and communication technologies to
intentionally harm others in a way that is aggressive, hostile, and humiliating. This behaviour
typically involves individuals targeting others, including minors, but without specific legal
provisions, there is a lack of clear accountability for such actions. Unlike other countries,
Malaysia does not have a law that specifically addresses the unique dynamics of cyberbullying,
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particularly concerning children under the age of 18. To hold someone accountable, it would
need to be demonstrated that the perpetrator had awareness of the victim's age and intended to
cause distress or harm.

Additionally, while there is the Child Act 2001 in Malaysia, aims to protect children from
neglect, abuse, and exploitation, it does not specifically encompass cyberbullying as a defined
offence. The Child Act prioritizes the welfare of children and establishes protective measures,
but the absence of a Cyberbullying Act leaves a gap in legal protection against digital
harassment. There are provisions under the Child Act for a Child Registry, which keep track
of cases of child abuse and exploitation, including details of incidents affecting children's well-
being, yet it lacks the comprehensive framework needed to tackle the issue of cyberbullying
effectively.

Communications and Multimedia Act 1998

Communications and Multimedia Act 1998 (Act 588) The main function of CMA 1998 is to
oversee, develop, correct, and control the implementation of all activities in the field of
communications and multimedia, including postings on the Internet as well as social media.
Initially, the government underscored that CMA was designed as a comprehensive legislation
that allows the posting of immoral content to be considered for a penalty. However, as the
Information Age advances, CMA has made the government wary of matters that could disrupt
harmony and stability.

The amendments made to CMA 1998 came into force on 31 August 2006. Before that, there
were many controversial provisions in the act, including Sections 233 and 263. Section 233
penalizes misuse of network facilities with a two-year jail sentence a maximum fine, or both.
The amendment to Section 233 emphasizes the right to freedom of speech, and therefore
excuses network providers from any criminal intentions of their users, thus including those
who provide network services, facilities, or content services with a stated reminder or
knowledge that a publication would contravene this section. Internet cafes contravene Section
233, and a cybercafe operator could also be made bankrupt because of the block of laws. It is
argued that honesty and technology, as well as the fact that technology is ready for use, require
the malicious use of illegally uploaded files to be addressed. According to law, the government
should take responsibility for any failure in the system. Furthermore, it shows that a good piece
of legislation is the way to protect the safety of users who are generally required on the Internet.
On the other side, the protective umbrella of the provision also protects the technology or
service provider corporate community from violations that may cause financial harm to the
party concerned.

The Personal Data Protection (Amendment) Act 2024

The Personal Data Protection (Amendment) Act 2024 (PDPA Amendment) updates and
enhances the original Personal Data Protection Act of 2010. It aims to further safeguard
individuals' personal data and to refine the regulations surrounding the processing of such data.
In Malaysia, personal data encompasses various types of information involved in commercial
transactions, including an individual's name, address, and professional interests. The term
"processing” is broadly defined and includes activities such as recording, organizing, storing,
adapting, altering, retrieving, consulting, using, disclosing, transmitting, and destroying
personal data.
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While the original PDPA focused on personal data protection, the amendments introduce
stronger measures to address sensitive information, extending protections to aspects like the
display and management of children's photographs. As the first piece of data protection
legislation in Malaysia, the PDPA Amendment reflects a comprehensive approach to privacy,
balancing both data security and access. Introduced in 2024, the amendments build on the
initial framework table outlines Malaysia’s Personal Data Protection Act 2010. It specifies
legal grounds for excluding personal data, such as exercising legal rights, compliance with
laws, emergency tracking, and research purposes. Data users have the right to access and rectify
personal information and must respond to written requests within twenty-one days. The
primary aim of PDPA 2010 is to safeguard individual personal data and regulate its processing
within Malaysia, while also addressing data handling abroad. The act does not apply to the
Federal or State Government or their agencies. Contracts involving personal data processing
can be authorized on behalf of the responsible entity, and the relevant department can provide
advice on these matters. The act is administered by a Minister, who holds the authority to enact
regulations, which are subject to parliamentary approval. The authority to publish personal
information does not apply to minors.

Challenges and Limitations of Current Laws

The absence of comprehensive cyberbullying legislation has resulted in challenges. Currently,
Malaysians are reliant on traditional laws such as the Penal Code, the Communications and
Multimedia Act, and the Child Act. When the penal laws were designed, they were intended to
tackle and address physical harm and injury-causing behaviours. In considering how to address
the challenges of cyberbullying, we should not just be utilizing the current punishments under
the penal law and administering justice behind judgment.

In Malaysia, the substantial majority of discussions surrounding cyberbullying legislation have
primarily centered on proposals rooted in advocacy put forth by various civil society
organizations and prominent academics, aiming to pass a comprehensive Anti-Stalking Law.
Furthermore, there is significant interest shown by Members of Parliament in inserting a
specific clause that would criminalize both cyberbullying and stalking within the framework
of the new Independent Police Complaints and Misconduct Commission Bill. Despite the
absence of thorough and targeted legislation that specifically addresses the issue of
cyberbullying, it is noteworthy that both civil society organizations and law enforcement are
actively taking meaningful steps to confront cyberbullying challenges in Malaysia. The rising
number of reported cases highlights the severity of the problem, as evidenced by alarming
statistics compiled by the police alongside impactful interviews conducted with community
members, respective Members of Parliament, and dedicated grassroots NGOs working
tirelessly to address this issue.

Enforcement Challenges

The lack of resources available to enforcement agencies is often cited as an enforcement
challenge. (Rasli, Manaf, & Ismail, 2018; Khan et al., 2020; Ahmad Razali et.al, 2020) Anecdotal
evidence has shown that crime reporting within police departments is compartmentalized, with
most of the resources focused on more basic cybercrime-related issues such as e-commerce
scams and fraud. (Jayabalan et al., 2014; Mohamad, Ismail, & Thani, 2023) More sophisticated
profile offences, such as cyberbullying and cyberstalking, are often given lesser priority.
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The punishment given to the individual who drove Esha to suicide is shockingly inadequate,
amounting to little more than a slap on the wrist after their role in such a tragic event. (Channel
News Asia, 2024) Victims of cyberbullying, like Esha, often face stigma and discrimination
when they attempt to report these offences to a police force that frequently underestimates the
severity of cybercrimes. This perception of minor repercussions hampers the pursuit of justice
for victims, contributing to a lack of resources and resulting in delays and backlogs while
processing digital evidence against those accused. (Ahmad Razali et al., 2022) Furthermore,
identifying the individuals behind anonymous online accounts presents a significant challenge,
especially when they are located in different jurisdictions, leading to prolonged waits for
essential data. The rapidly evolving landscape of cyber offences complicates matters further,
as crimes utilizing the latest technologies emerge before law enforcement has the chance to
adapt effectively. (Westmoreland & Kent, 2015) Consequently, the police often find
themselves struggling to keep pace. Online spaces can feel lawless, with perpetrators typically
holding the upper hand over their victims. Expanding relevant online legislation could offer
more viable solutions to combat these crimes and secure justice for victims like Esha.
Additionally, enhancing police powers and resources to address these issues will help reduce
stigmatization and underreporting, ultimately fostering a safer online environment for
everyone. (Wilson, 2020)

In Malaysia, various law enforcement agencies have been given the authority to investigate
cyberbullying complaints. (Ahmad Razali et al., 2022) The major enforcers are the Malaysian
Communications and Multimedia Commission and local police personnel. These two agencies
are the main partners who work effectively to investigate, monitor, and impose laws in this
domain. The Council of Anti Cyber-Bullying Malaysia has reiterated its difficulties with the
limited resources, understanding, and authority of the Commission and the police. The
Commission, through the enforcement division, is responsible for investigating and taking
action against any offences that may have occurred. It is empowered to initiate investigations
into any reports of a mandatory nature or on complaints from consumers or in the course of the
Commission’s investigation. The Commission may also, on its own, initiate an investigation
into any offence that comes to its attention. Reports on activities and actions taken or
enforcement and investigation can be found in the annual reports and consumer fulfilment
index reports. There is a suggestion that the Commission provides an outline of either the
investigation process or the number of cyberbullying complaints made each year.

Preliminary observations underscore a pressing need for comprehensive training programs
tailored to equip law enforcement officials with the requisite knowledge and proficiency to
navigate the ever-evolving landscape of cyber threats. Consequently, it is imperative to
advocate for a systemic overhaul of the training paradigms currently in place, thereby ensuring
that law enforcement agencies are adequately prepared to confront the unique challenges posed
by the digital age. (McKoy, 2021; De et al, 2021) Such enhancements in training and
operational capability are vital to fostering a more robust and effective response to the
intricacies of cyber-related incidents.

Resource Constraint

Quite often in real cyberbullying cases, there are several constraints of resources such as
funding, manpower, and technology to deal effectively with criminal investigations of stalkers
or bullies who do their dirty deeds while hiding behind the computer. It has been shown that
digital investigation support is required by the Royal Malaysian Police forces. (Reuters, 2024)
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Some cybercriminals have particular expertise that has surpassed the Royal Malaysian Police's
skill levels of digital capabilities when it's often day-to-day work. Thus, training is imperative
and necessary to avoid any deficit of new officers who are often recruited into the respective
police forces in charge across the country. It requires redefining the required cyber expertise,
as demanded by law enforcement agencies across many other countries, which is mirrored by
the Internet divisions arriving in large capacity without the necessary cybercrime experience
and expertise. Therefore, recruiting police officers with a specific cyber systematic strategy is
essential. Estimations can only be made by looking at the demands of experience and
professional competence in other law enforcement agencies. Throughout the process,
coordination is necessary so that cybercrime capability can adjust efficiently and effectively
according to the digital law enforcement officers against the actual numbers of criminals
committing a digital crime.

The local enforcement officers should preferably be fully equipped with the necessary
knowledge of both technology and the legal framework of such complaints. In Malaysia, local
police have established a unit to address cybercrimes, but these police personnel are not given
sufficient exposure and training in the investigation of new types of cyberbullying. Establishing
a special task force for cyberbullying may also demand more time, resources, and skills. The
reason is the fear of the nature and appearance of cyberbullying conduct, where it can conceal
and act discreetly without ever being traced. The arrest may be difficult to make due to the
limited technologies also held by these enforcers. Moreover, as technology evolves,
cyberbullying becomes very difficult to track. Once the information is posted on the internet,
it may be forever available and may appear anywhere in the world with a potentially vast
audience. Customers or victims must overlay their information within the framework of the
Communication and Multimedia Act or underlying regulations to provide a more complete
picture to the Commission before any action can be taken. A well-educated public awareness
campaign on the problem of cyberbullying may therefore also benefit the enforcers.

Proposed Changes in Legislation

The current challenges in prosecuting cyberbullying make reforms necessary. For example, the
Penal Code must be amended to prohibit cyberbullying in Malaysia in order to plug existing
loopholes. The amendments must include a section on cyberbullying, and the existing sections
related to offences, such as criminal defamation, intimidation, and harassment, should also be
amended to include threats made by way of electronic communication. Further, the penalty for
cyberbullying under the proposed act of stealing personal information must be amended in
order to increase the fine and prison term to serve as a greater deterrent. At the same time, the
new law should empower courts to impose orders or injunctions to provide for the protection
and safety of victims of cyberbullying. Moreover, the legislation should include enhanced
protective measures, such as restraining or cyber safety orders, to protect the well-being and
life of a victim.

Also, if there are increasingly greater possibilities for potential criminals to use more
sophisticated technology, the law should include flexibility that would accommodate some
advancements in technology. To gather broad views on certain areas—such as the experiences
and knowledge of the stakeholders, it is recommended that a call for feedback be issued. This
will help create a comprehensive legal landscape. Finally, to better meet the needs of victims
while addressing concerns about trivializing criminal liability and the efficiency and
proportionality of criminal responses, it is proposed that the list of specific constituent elements
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of the cyberbullying offence should be clarified. Such a proposal would create a proactive legal
framework to filter out complex or hard-to-crack cyberbullying cases.

Conclusion

In light of the pervasive and detrimental effects of cyberbullying, the need for clear, precise,
and enforceable legislation in Malaysia is paramount. The proposed changes in legislation
serve as a crucial step toward addressing online harassment by establishing a comprehensive
legal framework that ensures accountability, victim protection, and effective enforcement
mechanisms. A well-drafted law, underpinned by unambiguous language and robust
implementation strategies, will not only enhance legal clarity but also foster greater public
awareness and compliance. Moving forward, a multi-stakeholder approach involving
policymakers, law enforcement agencies, digital platforms, and civil society is essential to
strengthen regulatory measures and promote a safer online environment. By adopting a
proactive and evidence-based legal response, Malaysia can mitigate the harms of cyberbullying
and uphold the fundamental rights and well-being of its citizens in the digital age.
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