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Abstract:

Online hate speech is an escalating concern in Malaysia, particularly among
youths. Recent reports to the Malaysian Communications and Multimedia
Commission (MCMC) indicate that issues related to race, religion, and royalty
(3R) dominate complaints. The widespread use of social media, coupled with
anonymity, has accelerated the spread of such content. This study explores the
factors driving online hate speech among Malaysian youth and its broader
societal impact. Employing qualitative methods, including semi-structured
interviews with key stakeholders, alongside a doctrinal analysis of existing
legal frameworks, the research evaluates the effectiveness of current
regulations. The findings highlight the need for a multifaceted approach that
integrates legal reforms, public education, and community initiatives to curb
online hate speech. By fostering digital responsibility and ethical online
engagement, this study contributes to the discourse on combating hate speech
and promoting a safer, more inclusive digital landscape in Malaysia.
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Introduction

Since the establishment of the Multimedia Super Corridor (MSC) in 1996, Malaysia has
experienced rapid growth in its digital economy (Haron et al., 2020). Transitioning from an
agriculture-based economy, Malaysia has emerged as a leading force in the ICT industry
(Daud, 2019). The rise of digital literacy has not only boosted the economy but also
significantly changed the daily lives of Malaysians, with over 97.4% internet penetration
(Kemp, 2024). Recent studies reveal that Malaysians, particularly youth, spend an average of
8 hours and 6 minutes online daily, making them the largest group of internet users (The Malay
Mail, 2024).

While digital progress has brought numerous benefits, it has also introduced new challenges,
including the rise of online hate speech (Zamri et al., 2023). This issue threatens Malaysia’s
multi-religious, multiracial society (Wan Mohd Nor, 2023), as social media platforms fuel the
spread of hate (Kuwi Hoi & Shi Joh, 2023), potentially leading to violent extremism or non-
violent extremism, which harms individuals psychologically rather than physically (Fernandez
& Barton, 2023). Online hate speech is also exacerbating tensions related to race, religion, and
royalty. As youth represent the largest group of online users (Meltwater, 2024), they are
especially vulnerable to being radicalized through such content.

Despite efforts by internet and social media providers, as well as government agencies, to curb
hate speech, the problem persists. Existing laws, such as the Sedition Act 1948, Penal Code,
and Communications and Multimedia Act 1998, are increasingly ineffective due to the rapid
development of digital technology (Wan Mohd Nor, 2024). Additionally, these laws are
criticized for stifling free expression and are seen as outdated (Sreedharam & Ramayah, 2020).
Striking a balance between freedom of speech and the public interest, especially in preventing
divisive discourse is crucial. This research suggests that addressing the root causes of online
hate speech, including factors such as user persona, culture, religion, and generational context,
particularly among Malaysian youth, may provide a more effective approach. Therefore, this
paper aims to achieve the two following research objectives:

1. To examine the scope of guarantees and limitations, especially regarding the freedom
of speech to young Malaysian online users as stipulated under the Federal Constitution

2. To identify the factors that attract young Malaysians to participate in creating,
disseminating, or propagating online hate speech.

Literature Review

The Concept of Freedom of Expression

One might dispute the correct usage of the term’s freedom of expression and freedom of speech.
Many scholars use both terms interchangeably, and such usage's context is not clearly defined.
Digesting through definitions given by jurists and scholars; social sciences and legal experts
alike, it is generally understood that freedom of speech is a branch of freedom of expression.
Leets and Giles describe freedom of speech as a human ideal capable of exact expression (Leets
& Giles, 1997). In addition, Saeed, quoted after Paul L. Murphy further defined freedom of
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speech as "an innate instinctive desire of man for the right of self-expression and for the right
to commune freely with his fellow men. This desire is a natural one, and hence this freedom is
a natural right" (Saeed, 1997). According to Basu, freedom of speech is "the right to express
one's convictions and opinions freely, by word of mouth, writing, printing, picture, or any other
manner; where provided such expression must be addressed to the eyes and ears."(Basu, 2018).
In contrast, the concept of freedom of expression has been given a broader scope and meaning.
Unlike freedom of speech, "it should include the right to form and hold beliefs on any subject
and to communicate those beliefs to others by whatever medium one chooses whether by
traditional means, oral or press, or by other means, music, and art; Includes the right to hear
the opinions of others, the right to inquire, reasonable access to information, and the right of
assembly and association." (Emerson, 1970). Thus, according to the above definition, the
expression goes beyond mere writings, speeches, and publications; it also comprises the right
of assembly, demonstrations, and any act of expression or attitude intended to convey. Reading
through literature, the notion of freedom of speech and expression is not new. Its origin can
even be traced back to 600 BC in the glorious city-states of Athens (Scanlon, 1972).
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Nevertheless, even though the basic concept of Freedom of Speech existed at the theoretical
level, the idea of freedom itself was far more limited than we understand today (Tedford, 2009).
He further elaborated that freedom of speech at the time was only enjoyed by adult male
citizens, whereas the rest, females, juveniles, and resident aliens, were excluded from such
privileges (Tedford, 2009). Stone highlighted the trial of Socrates as an example of the finite
degree of Freedom of Speech, where the illustrious philosopher was put to death by Athenian
aristocracy because of his alleged seditious statements denouncing Athenian corrupted
democracy (Stone, 1989). The modern phrase and interpretation of "freedom of speech" did
not derive until the 17th Century, during the Anglo-American struggle to attain free debate in
the Parliament (Levy, 1986). Saeed (1997) argued that the Magna Carta had become an
instrumental influence on the framing of the American Constitution, where such a document
had revolutionized the concept of fundamental human rights, including the right to free speech.

For various reasons, scholars argue that freedom of expression is the lifeblood of democracy.
Some classical scholars contended that freedom of expression is vital as, according to him, the
truth can only be discovered by a 'collision of adverse opinions’ (Mill, 1859). In comparison,
some argue that; freedom of speech should be protected to enable citizens to participate
meaningfully in the democratic process (Meiklejohn, 1965)

The Malaysian Youth and Online Hate Speech: Radicalisation and Extremism Through
Technology

Another aspect lacking in the existing academic literature is the cohesion between the
advancement of technology, a specialized segment of users of the medium of communication,
where in this respect, youth and the diversity of legal and non-legal approaches should be
employed to combat online hate speech. There is an urgent need for this discussion due to the
proliferation of digital technology, the significance of the media as a source of information, a
medium of communication, and a companion in our everyday lives is greater than it has ever
been (Zamri et al., 2023). Accordingly, this highly mediatized society has given rise to a new
and serious problem: the dissemination of hate speech across various online social media
platforms by unscrupulous individuals (Schindler & Domabhidi, 2021).
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The high internet penetration in Malaysia may severely threaten the sanctity of free speech.
According to the Malaysian Communications and Multimedia Commission Internet Survey
2023, the country's Internet penetration rate stood at 97% of the entire population, and as of
January 2023, 79% of the Malaysian population uses social media (Meltwater, 2024). Out of
the 79%, 28.6% of social media users are persons under 25 years old, while another 20% are
between the ages of 25 to 40 years old (Meltwater, 2024). These data show that youth is the
segment in society that have the highest number of social media and internet users. The said
data is pertinent, where hate speech may lead to radicalization and further evolve toward violent
extremism (Fernandez & Barton, 2023). Their paper also argues that Countering Violent
Extremism (CVE) should move away from the framework that squarely associates Islam with
terrorism while solely associating non-Islamic forms of Western extremism with right-wing
extremism (Fernandez & Barton, 2023). In addition to that, therefore, in this aspect, according
to scholars such as Daud and Marsden, the approach to online content regulation, in general,
should be more dynamic, which is more self-regulation oriented rather than purely relying on
a legislative approach (Daud, 2019; Marsden, 2011). This is because the development of
technology that facilitates online content is more fluid and rapid, which makes the traditional
legal approach inadequate.
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It is also worth noting that this study is consistent with "Malaysia Cyber Security Strategy
2020-2024” was drafted as part of the effort to ensure a safer online environment in the country.
Pillar 2 of the strategy addresses the need to strengthen the current legislative legal framework
and enforcement, while Pillar 4 aims to enhance capacity and capability-building awareness
and education (Majlis Keselamatan Negara, 2020). Nevertheless, the strategy itself does not
explicitly mention a clear direction in addressing the issue of online hate speech holistically
and comprehensively, which further necessitates the need for a specific study to explore the
possibility of formulating a new legal framework to be conducted.

Given that youth represent the largest group at risk from online hate speech, there is a pressing
need for research tailored to this demographic. Legal and non-legal solutions, including digital
literacy programs and community-driven initiatives, should be explored to address the unique
challenges faced by youth in combating online hate speech. A multifaceted approach is
essential to safeguard against the harmful effects of hate speech and to foster a safer digital
environment.

Research Methodology

To achieve the research objectives outlined earlier, the researchers adopted a multifaceted
approach, combining both qualitative research methodology and doctrinal legal analysis. This
integrated approach was selected to provide a comprehensive understanding of the complex
issue relating to the factors of involvement of Malaysian youth with online hate speech. While
doctrinal legal research offers a structured, in-depth examination of the legal framework
surrounding hate speech, qualitative research allows for the exploration of nuanced
perspectives and a deeper understanding of the social, psychological, and cultural factors
influencing youth behaviour (Mack et al., 2005). Thus, combining these methodologies enables
the researcher to address both the legal and social dimensions of the issue more effectively than
relying solely on one approach.

479



International Journal of
Law, Government and Communication

EISSN : 0128-1763
Volume 10 Issue 40 (June 2025) PP. 476-487
DOI 10.35631/1JLGC.1040034
The qualitative research method was chosen primarily because it offers rich, detailed insights
into the lived experiences, attitudes, and perceptions of individuals, which are often not easily
captured by purely doctrinal analysis (Mack et al., 2005). Hate speech, particularly in the online
context, is a phenomenon shaped by a variety of factors such as personal beliefs, social norms,
and digital behaviours. These complexities are difficult to quantify through traditional legal
analysis alone. Qualitative methods, including interviews and case studies, provide a more
holistic view of the phenomenon and allow the researcher to gather in-depth data that enhances
understanding. As described by Mack et al (2005), qualitative research can uncover the
underlying meanings, motivations, and social constructs that influence behaviours like hate
speech, offering insights that go beyond the surface-level examination of legal texts and
statutes.

NLGC

In parallel with the qualitative approach, the researchers also utilized doctrinal legal research
methods, which involve an in-depth analysis of legal texts, statutes, case law, and other primary
legal sources. This method allows the researchers to examine the formal legal frameworks that
provide guarantees to freedom of speech, while at the same time limiting it. The researchers
specifically examined key legal instruments such as the Federal Constitution, which enshrines
fundamental rights and freedoms, including freedom of speech, while also acknowledging
restrictions related to public order, morality, and hate speech. Case law was also considered,
particularly decisions that provide insight into how courts interpret and apply these laws about
hate speech. By combining these legal sources, the researchers can critically assess the
effectiveness and limitations of the current legal framework in combating hate speech, while
also identifying potential areas for reform or improvement.

Furthermore, to enrich the study, the researchers employed secondary sources, which include
a wide range of academic literature, legal commentaries, government reports, and relevant
online resources. As outlined by Thornhill et al (2013), secondary sources are published
materials that derive from primary data and provide analyses, interpretations, and summaries
of original research or legal texts. These sources offer an additional layer of understanding,
drawing on previous studies, theoretical frameworks, and empirical data to inform the research.
For this study, the researcher consulted databases and platforms such as Lexis Nexis, CLJ Legal
Law, Lawnet, Westlaw, Sage Publications, Emerald, Springer, Google Scholar, and SSRN.
These databases provided access to scholarly articles, legal journals, reports, and other
resources that are essential for understanding both the legal and socio-political dimensions of
hate speech in Malaysia. By engaging with these secondary sources, the researcher was able to
build upon existing knowledge and situate the study within the broader academic and legal
discourse.

In addition to these research methodologies, the researchers employed interviews as a primary
method of data collection. Interviews are an effective way to gather qualitative data from
individuals who have firsthand knowledge or expertise on the subject matter, particularly those
involved in policymaking or advocacy. Semi-structured interviews were conducted with
selected respondents, which allowed the researchers to explore specific themes and issues while
also giving respondents the flexibility to share their perspectives in greater detail (Thornhill et
al., 2013). The semi-structured format facilitated an open dialogue that enabled the researchers
to probe deeper into complex topics, such as the factors of involvement of youth in online hate
speech issues. Hence, for this study, two key respondents were identified, both of whom hold
significant roles in addressing hate speech and promoting social harmony in Malaysia. Another
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factor in the selection of the respondents is due to their expertise, willingness and availability
(Patton, 1990). The first respondent is Senator Dr. Zulkifli bin Hasan, who serves as the Deputy
Minister in the Prime Minister’s Department (Religious Affairs). In his capacity as a
policymaker, Dr. Zulkifli plays a pivotal role in shaping public policy related to religious and
social issues, including the regulation of hate speech. His insights into the government’s efforts
to combat online hate speech, particularly among youth, were invaluable to the research. The
second respondent is Mr. Adli Zakuan Bin Zairakithnaini, the Vice President of ABIM
(Angkatan Belia Islam Malaysia), a prominent Islamic youth organization. ABIM has been
actively involved in advocating for greater social cohesion and promoting the responsible use
of social media. Mr. Adli’s perspective as a youth leader and advocate for peace and tolerance
provided an important counterpoint to the policymaker’s views and offered a deeper
understanding of how civil society organizations are working to address this issue at the
grassroots level.
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Through the combination of doctrinal legal research, qualitative interviews, secondary
literature, and legal case analysis, this study aims to provide a nuanced and comprehensive
exploration of the issue of hate speech among youth in Malaysia. This multifaceted approach
allows the researcher to assess not only the legal frameworks in place to address hate speech
but also the broader social, cultural, and psychological factors that contribute to its prevalence.
By examining both the legal and social dimensions of hate speech, the research seeks to offer
practical recommendations for policymakers, legal practitioners, and civil society
organizations in their efforts to combat hate speech and promote a more tolerant, inclusive, and
responsible society, especially in the context of youth engagement and online communication.

Findings

The Scope of Guarantees and Limitations on Young Malaysian Online Users under
International Law and the Federal Constitution

The right to freedom of speech is not only considered one of the most fundamental branches
of human rights but is also the only political human right that is directly linked to democracy.
At the international level, the right to freedom of speech is recognized and outlined in Article
19 of the Universal Declaration of Human Rights (UDHR) and Article 19 of the International
Covenant on Civil and Political Rights (ICCPR). These guarantees were explicitly mentioned
by Hishammudin J in the case of Muhammad Hilman bin Idham & 3 Ors v. Government of
Malaysia & 2 Ors [2011] 6 AMR 499. The court also emphasized that freedom of speech holds
a special place, as it can be found in the constitutions of many countries (Basu, 2018).

However, the guarantee of freedom of speech is not absolute; rather, it is subject to permissible
limitations, as stated under Article 29 of the UDHR. Article 29 generally allows restrictions on
the right to freedom of speech to protect the rights of others and to safeguard "morality, public
order, and general welfare in a democratic society." Similarly, Article 19(3) of the ICCPR
states that the right to freedom of expression may be restricted to protect public order and
national security. Therefore, based on the following arguments, it can be concluded that the
right to freedom of speech is fundamentally guaranteed but may be restricted for legitimate
reasons.
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In the Malaysian context, the right to freedom of expression and speech is protected under
Article 10(1)(a) of the Federal Constitution. However, it should be emphasized that this
guarantee is limited to Malaysian citizens and does not extend to foreign nationals, as explicitly
stated in the constitutional provision. Furthermore, as outlined in international treaties and
declarations, freedom of speech in Malaysia can also be restricted if it meets the specified
conditions, particularly under Articles 10(2)(a) and 10(4) of the Federal Constitution.
Additionally, freedom of speech may be limited for other reasons, such as if it is deemed
subversive or falls under emergency laws, as provided under Articles 149 and 150 of the
Federal Constitution.
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While some argue that hate speech should be considered a form of communication protected
under the right to freedom of speech, Wan Mohd Nor believes that restrictions on hate speech
are necessary, especially in a multiracial and multireligious country like Malaysia (Wan Mohd
Nor & Mohd Asraf, 2015). This is because hate speech can threaten religious and racial
harmony in the country, potentially leading to public unrest (Wan Mohd Nor & Mohd Asraf,
2015). She further asserts that the tragic events of May 13, 1969, serve as an example of how
racial tensions can escalate due to the failure to curb the spread of hate speech within society.

Factors That Attract Young Malaysians to Participate In Creating, Disseminating, Or
Propagating Online Hate Speech.

In Malaysia, the statutory definition of youth is provided under Section 2 of the Youth Societies
and Youth Development Act 2007 (Act 668). Initially, this section defined youth as "a person
who is not less than fifteen years old and not more than forty years old." However, in 2019, the
House of Representatives decided to amend this provision through the Youth Societies and
Youth Development (Amendment) Act 2019 (Act A1602). This amendment will reduce the
youth age limit from 40 years to 30 years, and the provision is scheduled to take effect on
January 1, 2026 (Awang, 2023).

Based on the latest data as of January 2024, according to Meltwater, 83.1% of Malaysia’s
population are social media users. Among them, 57.4% of meta-social platform users are
individuals aged below 34 years (Meltwater, 2024). These findings indicate that individuals
under 40 years old, categorized as youth, make up the largest segment of social media users in
Malaysia. Therefore, it can be concluded that the youth segment is statistically the most
affected by the risks present on social media. The virtual world, which is generally anonymous,
persistent, and immersive, presents significant challenges for authorities in regulating online
content, including online hate speech (Haron & Arsat, 2022).

Generally, hate speech undermines the concepts of diversity, equality, tolerance, and
fundamental human rights principles and norms (Stajnko et al., 2024). Therefore, this
phenomenon poses a significant danger to a multireligious and multiethnic society like
Malaysia. According to the first respondent in this study, Senator Dr. Zulkifli bin Hasan,
Deputy Minister in the Prime Minister’s Department (Religious Affairs), several factors
contribute to youth involvement in online hate speech (Zulkifli Hasan, 2024). He suggests that
these factors may be driven by a lack of awareness and education on hate speech sensitivity
from an early age in Malaysia. Additionally, the situation is exacerbated by social segregation,
whether intentional or not, based on ethnicity within local communities, covering various
dimensions, including politics and education. This demographic division based on ethnicity
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creates a reality of diversity that should be celebrated, but at the same time, it raises concerns
about social separation, which further limits interethnic integration.
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Therefore, according to him, as a policymaker, a new framework and approach should be
formulated and implemented urgently to foster stronger interethnic understanding within
society. He also believes that interpretations of Islam should be more moderate to prevent any
form of radical and excessive or ‘ghuluw” ideologies, which, in turn, can indirectly curb hate
speech both online and offline among the community, particularly the youth. In understanding
this phenomenon, he emphasizes the need to promote fresh discourse on Figh al-Muwatanah
or Figh of Citizenship, which can contribute to mutual understanding in a multiethnic society
(Hasan, 2021). He also stresses that Malaysians should embrace the spirit of the Medina
Charter, which symbolizes unity and the excellence of Islamic civilization. This charter
embodies the spirit of Figh al-Ta’ayush or Figh of Coexistence, which should be further
developed in Malaysia to create a more united, peaceful, and tolerant nation. He further states
that Muslims in Malaysia should adhere to the wasatiyyah (moderation) approach,
characterized by politeness and noble character.

The second respondent in this study, Mr. Adli Zakuan Bin Zairakithnaini, Vice President of
Angkatan Belia Islam Malaysia (ABIM), believes that youth involvement in hate speech is
influenced by several other factors beyond those mentioned by the first respondent. According
to Adli, another reason why youth are easily manipulated into hatred and violence is their lack
of historical awareness, particularly among the younger generation. History has shown how the
sultanates in the Malay Archipelago interacted with various external civilizations and exhibited
openness and rationality in developing maritime empires in the region. Youth should engage
with the works of scholars such as Haji Abdul Malik bin Abdul Karim Amrullah or famously
known as Buya Hamka, who advocated for cosmopolitan and universal change, rather than
being trapped in hostility and partisan political ideology. According to him, youth involvement
is also driven by their inherent desire for social acceptance among peers. The proliferation of
political, religious, and ethnic identities, skilfully exploited by influential leaders with extreme
views, also contributes to the spread of hate. This situation is further fuelled by global events
such as the conflicts in Syria, Palestine, and Afghanistan, where many Muslims have suffered
atrocities, leading to anger and hatred that can result in extremist ideologies. Adli further argues
that this issue arises due to the erosion of traditional family values that emphasize courtesy and
brotherhood. The breakdown of traditional family institutions, exacerbated by modern
globalized cultural influences dominated by liberalism, materialism, and individualism, has led
to social neglect. This, in turn, not only contributes to the problem of hate speech but also
pushes youth toward other social issues, including hedonism, radicalism, and extremism (Adli
Zakuan, 2024).

Wan Mohd Nor (2023) opines that several factors can generally contribute to the proliferation
of extremism through hate speech. In the Malaysian context, she notes that hate speech is
widely disseminated through three main mediums: (i) social media, (i1) mass media (print,
broadcast, etc.), and (iii) political communication. She further adds that the dissemination of
information containing elements of hate speech through these platforms can foster extremist
thinking among the general public including youth (Wan Mohd Nor, 2023). The accessibility
of online content, which facilitates interaction among young people today, certainly provides
an advantage to hate groups, enabling them to exploit young users in spreading their
propaganda (Harriman et al., 2020).
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In 2024, the Southeast Asia Regional Centre for Counter-Terrorism (SEARCCT), a center
under the Malaysian Ministry of Foreign Affairs, also revealed that terrorist groups are now
using online video games to recruit young people into their movements (Noh, 2024) . This
recent development is certainly alarming, considering that online gaming platforms are difficult
to regulate, while at the same time, youth and younger generations are the primary users of
these platforms. This situation undoubtedly calls for stronger and more coordinated efforts to
cultivate critical thinking among young people, who are also the main consumers of online
entertainment. It requires the development of a “mental firewall” as well as initiatives to
enhance digital literacy among the younger generation (Kuwi Hoi & Shi Joh, 2023).
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Recommendation And Conclusion

To address the issue of online hate speech in Malaysia, a comprehensive, collaborative
approach is required. Firstly, A more holistic regulatory approach is essential to address online
hate speech comprehensively. Malaysia's existing policies, such as the Malaysian Action Plan
to Prevent and Counter Violent Extremism (MyPCVE), have made some strides in tackling
extremism but do not specifically address online hate speech. A comprehensive framework
must integrate both legal and policy measures to not only counter hate speech but also to
educate and inform the public on the consequences of spreading such content. This could
include promoting media literacy, online etiquette, and the responsible use of technology,
particularly among the youth. At the same time, it must be acknowledged that legal and policy
approaches, as well as government interventions alone, are insufficient to comprehensively
curb the spread of hate speech. In this regard, more active involvement from civil society
organizations (CSOs) must be intensified in efforts to combat the proliferation of hate speech,
particularly among youth. In the researchers' view, preventing hate speech cannot rely solely
on legal measures; rather, it must be addressed holistically by incorporating education,
rehabilitation, and awareness initiatives. Simultaneously, ethical digital literacy, especially
among young people, should be enhanced. Promoting digital literacy and responsible online
behaviour can help prevent the spread of harmful content and equip youths with the tools to
resist extremist ideologies. Initiatives led by the Malaysian Muslim Youth Movement (ABIM)
to counter hate speech and extremism serve as an example of how a CSO can contribute to
tackling this challenge. ABIM has been actively engaging in strategic partnerships with the
Ministry of Youth and Sports (KBS) and the Malaysian Youth Council (MBM). Among its
initiatives are the ‘Preventing Countering Violent Extremism (PCVE)’ program and the
‘Program Literasi Bangsa Malaysia,” both of which aim to prevent extremist ideologies among
youth (Adli Zakuan, 2024). Furthermore, there is a compelling need for a dedicated, robust law
focused specifically on combating online hate speech. Nevertheless, the law must ensure that
it does not become an overreach that stifles legitimate discussion or debate but, instead, targets
harmful rhetoric that could incite violence, hatred, or discrimination.

By adopting these recommendations, Malaysia can create a more resilient and inclusive digital
environment where youth are equipped to recognize and reject hate speech, and where
responsible online behaviour is promoted at all levels of society.
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