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prominent features, especially in security and defence industries,
agriculture, logistics, surveillance and disaster management. The
versatility, deployability and cost efficiency influenced modern
technology innovation in fulfilling the needs of the society. However,
the benefits of UAVs now bestowed on the society have left a negative
impact on the society, especially on the Malaysian airspace. The
security threats posed by UAVs include disruptions to the civil and
military airspace, violations of personal rights and illegal activities
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Introduction

The technology of UAVs for the purpose of strategic and defence objectives had been
introduced long ago, in the 2000s, inter alia to secure national security through enhancing
surveillance capability, covering technology and supporting the economy and environment. In
the defence sector alone, UAVs were used for intelligence, surveillance, and reconnaissance to
secure maritime and land border security, especially within the Straits of Malacca, from illegal
activities, piracy, smuggling, and others (Marhalim Abas, 2020). In conjunction with global
threats within the Southeast Asia region, the prominent features of UAVs expanded not only
for surveillance and border security purposes but also mapping and data collection as well
(Marhalim Abas, 2021). Aligning with the geographical factors and emerging threats within
the region, which demand a robust yet enhanced capability of UAVs in monitoring West and
East Malaysia, the MQ-9 Reaper and Wing Long Il were purchased to complete the task (Linda
Kay, 2019). The need to balance and leverage technology demands the purchase and use of
UAVs for civilian purposes: agricultural monitoring, recreational mapping and environmental
conservation. The government also saw the need to enhance capability for civilian security,
such as for search and rescue, urban fire and disaster management (Wong YB, et al., 2023).
Whilst the prominent features of UAVs attract the government's intent to secure the security
and defence sector and, at the same time, give advantages bestowed to the society, the emerging
threats aligned with the technological development of UAVs are inevitable. A series of
incidents relating to the use of UAVs shows the significant danger, not only to the strategic and
defence, but personal rights as well. Increasing use of UAVs, or drones, for recreational
purposes by civilians while the COVID-19 pandemic was near airports posed a hazard to
aviation safety. Similarly, a drone was detected being used to smuggle contraband across
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Malaysia’s border along the Malaysia-Thailand border (Marion Garans & Melania Andakova,
2022). These are examples of where the government has to seek resolutions in enhancing the
use of UAVs' prominent features. Taking into consideration this article's objectives, it is to
examine and analyse the threats posed by UAVs to the Malaysian airspace and at the same time
to recommend the best solutions to mitigate such threats in a layman context.

Problem Statement

Despite the UAV’s technology expansion, which brought significant benefits to the military
and civilian sector, the growing prevalence of this technology also includes critical risk and
imminent danger to national security, especially to airspace security. Hundreds of incidents
involving the UAV's misuse, including illegal smuggling, unauthorised flights near airports and
technical areas, and potential espionage, highlight the vulnerabilities posed by this technology.
Although Malaysia has taken proactive steps in investing in UAV's capabilities, the
enforcement mechanisms and existing policies to control UAV's misusage and threats remain
status quo. It started with the insufficient legal framework, ineffective integration of anti-drone
technologies, and weaknesses in government agencies' coordination that had left weak links
and vulnerabilities to airspace security. Hence, this gap demands the urgent need for further
research to examine and analyse UAV’s potential related threats in order to recommend
strategies which can strengthen the national airspace security and sovereignty.

Significant of Research

The prominent nature of UAVs and their benefits to the national interest, especially in defence
security and civilian applications, include the potential threats that demand a specific effective
mechanism to address the issues. Based on specific cases of misuse of UAVs as mentioned
above, the research urges the government stakeholder by highlighting critical lacunae in
policies, enforcement and technological standards. The findings will recommend all
government stakeholders draft an additional formulation of comprehensive strategies which
can mitigate UAV-related risks and at the same time enhance and empower Malaysia’s national
security and regional stability.

Objectives of the Research

The research focuses its objectives on three (3) prongs. Firstly, to identify and examine the
benefits bestowed on Malaysia, especially in national security and civilian applications.
Secondly, to analyse the danger or threats that emerge from UAV misusage. Finally, this
research intends to propose practical recommendations and strategies to balance the UAVS'
technologies with effective security measures.

Scope and Limitation of the Study

This study examines the role of UAVs in Malaysia, particularly their contributions to national
security, border surveillance and civilian applications, including agriculture, disaster response
and environmental monitoring. It also considers the potential risks of UAV misuse, such as
smuggling, aviation hazards and unauthorized activities, and assesses possible policy and
regulatory measures that could be considered to mitigate such threats. This study is limited in
a number of ways. It does not delve into technical or engineering issues of UAV design and
instead focuses on policy, security and governance perspectives. It is limited in its scope to
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Malaysia and the regional security environment and does not make extensive comparisons with
the global situation. Furthermore, the study uses open sources, which may not include classified
or sensitive defence data. These scope and limitations are designed to keep the research
relevant, practical and consistent with Malaysia’s current security and governance priorities.

Research Methods

This research adopts a qualitative approach based on document analysis of academic literature,
government reports, defence white papers and credible news sources. The method focuses on
content analysis to identify key themes relating to the use, risks and governance of UAVs in
Malaysia. Regional experiences provide comparative insights and wider implications. This
approach is chosen to provide an in-depth understanding of UAV-related threats and policies
without requiring access to classified defence data.

The Security Threats Posed by UAV’s in Malaysian Airspace

The threats posed by UAVs during the COVID-19 pandemic were evidentiary proof that the
prominent features of UAVs do offer an imminent threat instead of giving their benefit to
society alone (Mohit Aurora et al., 2021). The threats by UAVs include:

Espionage and Surveillance Threats.

It is the practice of gathering information and the act of transmitting secret information without
authorisation. Espionage may include the practice of gathering information against national
security, military confidentiality or corporate secrecy (SentinelOne, 2024). Advanced
technology of UAVs permits espionage practice to be conducted with a variety of methods,
such as stealth activities and high-tech surveillance, rather than in the old days, which included
high-risk overt and covert activities (Jose Carlos Palmer, 2024). The capability to conduct
unauthorised data collection with advanced imaging and surveillance technology poses high
risks and threats to the national interest, especially to government installations (Wardatus Hayat
Adnan & Mohd Fadly Khamis, 2022). UAVs, or drones, have the capability to fly over
government buildings, military installations and restricted zones to capture high-resolution
images, record activities or intercept wireless communication, thus jeopardising government
and military operations. Data collection by UAVs in lieu may be converted through either
Signal Intelligence (SIGINT) or Imagery Intelligence (IMAGINT) to Human Intelligence
(HUMINT), which may expose the vulnerability of either government operation or military
operations (Deveraux A, 2024).

In 2015, Japan saw the emerging UAV technology as a threat and imminent danger. A drone
with radioactive sand was sent to the roof of the Japanese Prime Minister’s office in Tokyo.
Equipped with a camera with particular markings, it indicates that the drone was sent as a signal
of protest. Even though no casualties were involved, the incident signalled a significant
potential for using UAVs as espionage tools (Yamaguchi M, 2016). The incident proves that a
simple yet advanced tool in technology with its prominent features may mock the most highly
sensitive place monitoring system. The capability in a different context saw that a camera and
radioactive sand may be substituted with a weapon system, a high-resolution camera and
surveillance technology. The incident was considered a wake-up call to the Government of
Japan, demanding the installation of drone detection systems and frameworks to prevent UAV
flights near government buildings. Apart from that, the incident had triggered global awareness
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about the potential use of UAVs as a tool of espionage, whereby the legal framework upon
airspace intrusion was reviewed.

The private sector is also exposed to the UAV’s threats. It may be used as a tool of espionage
and surveillance, as it can be equipped with advanced technology to enable it to operate from
afar. The remote-control capability with specific attributes raised serious concern among
corporate giants about intellectual property theft by capturing blueprints, prototypes or
sensitive documents by using a high-definition camera or wireless information hacking
(Conventus Law, 2022). Competitors, either domestic or international, may use UAVs to
monitor Malaysian companies such as Petronas to sabotage oil and gas refineries, palm oil
industries and others through their infiltrating production processes, logistic chains and supply
systems and even trade routes (Moonyati Yatid, 2022). Some UAVs are equipped with a WiFi
system which enables them to operate cyberattack espionage through intercepting WiFi signals
and hacking devices distributing malware and computer viruses. In 2020, a corporate network
was hacked by a drone equipped with 2 hacking tools, including Raspberry Pi and WiFi
Pineapple. The drone used their payloads to perform a man-in-the-middle (MITM) attack
through intercepting WiFi communication to secure unauthorised access to the company’s
system (Ottila W & Rameez Asif, 2024). After the incident, all corporate giants had taken
imminent measures to restrict free WiFi with specific guidance to mitigate the threat posed by
UAVs (K. Ley Best et al., 2020).

Weaponization of UAV’s

UAVs are known as tools that can be modified due to their accessibility, stealth and versatility
to carry imminent threat devices such as explosives, firearms, or biological agents (Jean Paul
Yaacoub et al., 2020). These are perfect features searched by terrorists, criminals or lone
attackers. Weaponisation of UAVs includes:

Explosives. The accessibility of UAVs, or drones, due to the low cost and public offering
enables any person with malicious intention to buy and modify them. In addition, with
remote control capability to operate from afar, hard-to-detect and utmost efficient modes
of transportation turn the UAVs into perfect tools to drop explosives at any time, in any
place and at the operators' will (Calcara, A & Zaccognini, I, 2022). The 2019 drone attack
on Saudi Aramco facilities saw the damages caused by modified drones equipped with
explosives to the infrastructure, high casualties and psychological impact.

Firearm, Biological and Chemical Agent. Drones were used widely, especially in the
large agricultural industry, for surveillance and distribution or dispersing pesticides and
fertiliser. However, the same tools were used by malicious persons to disperse biological
or chemical agents to create terror in overpopulated areas. In a very recent incident,
“Family Boat” a lead vessel of the Gaza-bound humanitarian Global Sumud Flotilla
(GSF) in Tunisia was attacked by drones installed and equipped by a type of incendiary
weapon intended to intimidate and undermine the peaceful mission aimed at breaking
Israel’s blockade of Gaza (Bernama, 2025). Even though there are no such cases
involving biochemical agent yet, Kallenborn and Ackermann strongly opined that
biological agents or chemical agents such as anthrax can be dispersed to harm humans
and the environment.
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Combined Capabilities. UAV’s advanced technology normally can create collateral
damage on a huge scale through the combination of explosives, biochemical agents and
firearms. This means that UAVs or drones can be treated as weapons of mass destruction
if there is no preventive measure to control the outburst. The US Air Force had shown
their ‘predators’ capabilities in operating covert missions and, at the same time, offensive
missions in Syria and Iraq while combatting ISIS. Applying the same principles, ISIS
was observed using modified drones to drop grenades and small explosives targeting
military and civilians in Mosul and Raqqa. (Rassler D, 2018). Kunertova in 2023, on the
other hand, saw the same repercussion upon military and civilian objects when both
Russia and Ukraine used drones for reconnaissance purposes. Both belligerents equipped
their drone with a payload combination including a firearm and explosives.

Smuggling and Illicit Activities.

Jean-Paul Yaacoub and Hassan Nova Olla Salwan in 2020 opined that UAVs, or drones, unique
capabilities, which include mobility, stealth and accessibility, posed a significant threat through
smuggling and illicit activities. Smuggling and illicit activities may include:

Drug Smuggling. In the old days smugglers faced the high risk of apprehension due to
the high security measures prepared between the borders of two neighbouring countries.
Nowadays, these obstacles can be easily overcome by using drones. Drones can be the
most effective means of transportation to smuggle drugs in a better, smarter and cost-
effective way, as the human efforts have been taken over. Fences, enforcement agency
personnel, high walls, checkpoints or even large rivers can be bypassed easily
(Koslowski R & Schulke M, 2018). With a slight minimum modification, a drone can
make multiple small, undetected load deliveries. Even if the drone is captured, a
minimal cost incurred makes it the best and most popular method of drug smuggling
nowadays (Blazakis J, 2006). Javier Sutil Toledano in 2024 proves his argument by
sharing the use of drones to deliver small quantities of drugs across the US-Mexico
border.

Contraband Delivery to Prisons. Delivery of contraband to prison by using UAVs has
the same modus operandi as drug smuggling across borders (Joe Russo et al., 2024).
The contraband includes cell phones, drugs, cigarettes, and even weapons. However,
the delivery operation is usually conducted at night to prevent being apprehended by
prison guards. Comparing the delivery in the old days, the use of UAVs was smarter
and more efficient. Nevertheless, there were numbers of cases where drones were being
intercepted. In the UK, for example, attempts to deliver drugs, phones and other illegal
contraband were intercepted, demanding a drastic change for anti-drone development
measures to mitigate the problem (Ministry of Justice @ Rt Hon Damian Hinds MP,
2023).

Human Trafficking and Border Violations. Drones in this context were used to aid
smugglers in human trafficking through surveillance of border patrol movements or
operations. It is also used to identify and examine the best routes and terrain for illegal
crossing. Terrains and routes then will be analysed by smugglers in line with the border
patrol movement, pattern and strategies. In short, drones were used to scout the border
security loopholes and weaknesses to transport or traffic humans individually or in
groups (Navid Ahmadin et al., 2022).
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Smuggling High Value Goods. The old days saw smuggling high-value goods to be a
rare occasion due to the high risk of being apprehended. High-value goods include gold,
cash, cigarettes, and bootlegging of cars and alcohol. Mostly, the old days of smuggling
were conducted by human effort. The prominent features of UAVs superseded those
obstructions because they are cost-effective and on-shelf characters. For most serious
high goods smuggling operations, the smugglers do not hesitate to invest in drones to be
modified with surveillance systems and data collection features. If ever being
apprehended, the smuggler did not hesitate to start over in a very short time. (Laine JP,
2021).

Arm Trafficking. UAVs, or drones, were very popular amongst the arm traffickers using
the same modus operandi and variations of methods. The high capability in transporting
firearms, explosives or weapons into conflict areas or supplying their proxy across
borders is at their utmost will. The same methods were intercepted by Israeli authorities
in the West Bank in 2018 (Robin Kellemann, Tobias Biehle, Lilian Fischer, 2020).

Risk of Airspace Interference

The safety of the airports and restricted airspaces can be prejudiced whenever any person
conducts drones or UAVs with malicious or even bona fide intentions. Any incident, whether
intentional or accidental, may disrupt commercial or civil aviation and may lead to potential
catastrophic collisions.

Potential for Mid-air Collisions. Hu Liu, Mohd Hasrizam and Huot Low in 2021
argued that mid-air collisions may be caused by the possibility of UAVs or drones
colliding with commercial aircraft during either take-off or landing phases. The
disparity of material between UAVs and an aircraft may cause significant damage to
the aircraft. Drones or UAVs made from carbon fibre could damage the aircraft fuselage
or wings. In the event whereby the collision strikes a jet engine, an engine failure could
lead to catastrophic internal damage. Damage to vital engine systems such as sensors
or landing gear could occur as well (Marina Milos & Cokorilo et al., 2024).

Pilot Distraction and Loss Control. A sudden appearance and interference of UAVs or
drones may cause a pilot distraction, which leads to delay and technical errors. Drone
or UAV appearance: According to the Civil Aviation Agency Malaysia (CAAM), the
threat posed by drone or UAV appearance causes a cockpit distraction mostly in phases
of taxiing, taking off, landing and any operations below 10,000 feet. Causing a
diversion of pilot intention. (AAM Safety Information 13/2024, 2024). There is a
research study that shows pilot distractions by drones such as visual distractions are
safety flight risks in 11% of situations (Alyssa Ryan, Cole Fitzpatrick, Eleni Christofa,
et al., 2020).

Flight Delay and Airport Closure. In 2018, Gatwick Airport was forced to halt
operations entirely, causing hundreds of flight schedules to be cancelled and disrupted.
The incident happened because a drone was sighted within the airport area. For safety
reasons, airports are places which demand a maximum degree of safety and special
attention. Flights may be delayed, rerouted or even cancelled to ensure the safety of the
passenger and to reduce financial losses due to drone sightings (Pyrgies John, 2019).
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Restricted Airspace Violations. Drones, or UAVs, operating near restricted airspace
often violate and pose a significant threat to national security, especially the restricted
airspace which includes dual-use airports for commercial and military purposes
(Anghuwo JS, Immanuel D & Nangolo SS, 2024). The purpose of having a dual-use
airport is to enhance both military and commercial capabilities and operations,
especially for military exercises, and to secure sensitive military equipment.
Commercial purposes, on the other hand, are to increase passenger capacity and cargo
and to reduce pressure on other civil airports (Shue H & Whipman D, 2002). Hence,
any disruption caused by drones/UAVs can pose a significant threat to the dual-use
airport as to the operation of both commercial and military capabilities.

Military Airspace Violations. Yaacoub, Noura and Salma in 2020 believed that UAVs,
or drones, that have the capabilities to run overt and covert operations potentially may
disrupt military operations and compromise training exercises. A military operation is
a coordinated activitydesigned to resolve a situation in favour of a state or non-state
actor. Most of the coordinated activities include planning of movements and
manoeuvres, intelligence, firing sustainment, command and control and others. The
planning is coordinated either during conflict, peacetime or for training purposes.
According to Sei Daliyeva and Ilipbayeva (2024), prominent features of drones, even
if not weaponised, can disrupt military operations by interfering with routine operations
and pose direct threats to personnel and military assets. During a live-firing exercise or
crucial operation in a military compound or area of operation, a drone may lead to
postponement of the exercise or operation to give priority to safety, wasted resources
that had been allocated and delays. Watkin, Simon and Burry in 2019 echo the same
effect when it comes to military exercises. Military exercises such as air-to-ground
offensive training, Command Post Exercise (CPX) and Search and Rescue (SAR) were
conducted to coordinate a familiarisation process into a real incident. Even though it
does not involve real-world geography or players, they still resemble realistic
situations. Any interference by UAVs or drones with specific attributes may jeopardise
the exercise significantly through data gathering, observation, images, troop
movements, military strategies and weapon technologies. Such information shall give
vital advantages to the adversaries (Hu, Dingkun & Minner, Jenni, 2023).

Surveillance or Reconnaissance Interference. Surveillance and reconnaissance
missions or operations share the same modus operandi, which includes visual
observation or electronic observation. What differentiates the two operations is the time
and specificity of the activity. Whilst surveillance needs a prolonged length of time for
the purpose of gathering information, reconnaissance is conducted rapidly and is
targeted to retrieve specific information (Chizek, Judy, 2003). The operation of
surveillance or reconnaissance depends on or is subject to UAV or drone interference.
Drones, or UAVs, often block the collection of information or intelligence or open
disruption to force the military conducting surveillance or reconnaissance to lose focus
or shift focus to neutralising the unauthorised drone. Signal waves and frequencies may
also cause electromagnetic interference and communication system issues as well
(Abich 1V, Julian & Reinermann et al., 2016).
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Public Privacy Concerns

In 2023, research by Gargi Sarkar and Sandeep K. Shukla reveals that almost all UAVs, or
drones, are capable of being equipped with advanced technologies. With these attributes,
UAVs, or drones, are capable of conducting illegal surveillance. With imaging and recording
technologies, they can operate discreetly, accessing hard-to-reach areas, which raised serious
public concern and privacy rights. A night surveillance with a high-quality presentation with
other multitasking operations can be conducted in a safe, faraway location without fear of being
apprehended. Des Butler in 2019 furthers that illegal surveillance raised additional concerns
by arguing that drones hover outside windows, in backyards or near balconies. On the other
hand, UAVs can be used to gather business information, recording employees’ activities and
spying on industrial processes.

Challenges in Addressing UAV’s Security Threats in Malaysia

The fact that our authorities were left behind with the development of UAV technologies and
means and methods to mitigate the threats posed by them cannot be negated. As far as it is now,
CAAM as the authorised government agency to overcome security threats posed by UAVs
through enforcement, policing strong regulations and increasing stronger counter-drone
technology alone cannot be accepted. There is a need to create stronger collaboration with other
agencies to mitigate such serious concerns. However, before further steps are taken, it is utmost
rational for us to identify and be clear of the most dominant challenges in addressing UAV
security threats in Malaysia. The challenges identified are as follows:

Regulatory Gaps in Malaysia UAV’s Legal Frameworks.

It is sufficient to say that the draughting of UAV regulations is not commensurate with the
prominent features and its development in technology due to its ongoing nature. The lack of
comprehensive regulations compared to the grey area that left a lacuna is the main challenge
(Stocker et al., 2017). This is what Civil Aviation Regulation 2016 (MCAR 2016) had: limited
scope and enforcement capabilities. MCAR 2016 was draughted focusing on airspace safety
alone and none addressing privacy invasion, cyber threats or drone weaponisation (Syed
Zomael Hussain & Muhammad Azly Haziq, 2019). The lacuna involves the enforcement of
regulatory provisions and the registration of UAVs for smaller drones, which gives an
advantage to illegal operators to evade accountability (The Malaysian Lawyer, 2019). The
award of punishments provided in the same MCAR 2016 are also not commensurate to the
deterrence effect compared to the greater danger and cost to be borne in the future (Zaf Seraj,
2024).

Unclear Boundaries to No-Fly Zone.

Henry Yeo in 2020 echoes the lacuna in MCAR 2016 from a different angle. Henry argued that
the provision addressing boundaries for no-fly zones was unclear. An unclear legal framework
will leave behind inter-chain risks in the future should the question about boundaries be
addressed. This creates ambiguity which prolongs amongst jurists regarding restricted areas
such as airports and military zones being given priority. Areas such as cultural landmarks,
government buildings, technical areas, and urban populations, however, remain unclear. Keith
Davis in 2022 further commented that although MCAR 2016 offers preventive measures to
mitigate the danger or threats due to UAV usage, such as geo-fencing technology installation,
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it only covers the area of the no-fly zone and no other technical area, which leaves no option
for the enforcement to rely on manual monitoring, which is not commensurate with malicious
drones operated with undetected high-technology features (Yunus et al., 2020).

Enforcement Issues

Challenges in mitigating UAV’s threats are also borne due to a limited law enforcement
presence compared to the vast terrain area (Hua Siong W, 2022). In a restricted area, priority is
given to airports whereby the airports are equipped with PSRS and SSRS radar systems which
can detect larger aircraft. In military bases or airspace, CCTV was used to monitor unwanted
activities (Marhalim Abas, 2021). However, UAV detection often relies on and is conducted by
human effort through observation rather than advanced surveillance. This will create a delay in
detecting a rogue drone (Asif Ali Laghari et al., 2023). De Benedetto in 2018 explained that
the enforcement issue in related UAV usage is caused by the inefficiency and reluctance of
government agencies to invest in UAV technology and conduct training programmes,
especially skills regarding counter-UAV-related threats. (Rao, Bharat & Gopi et al., 2016).

Technological Limitations

Several root causes have been spotted under technological limitation. The first area to be
questioned is the difficulty in identifying rogue UAVs involved in illegal activities. The
identification of rogue UAVs is so hard to be conducted because of the registration process
under MCAR 2016 itself (Edwin Lee, 2019). The MCAR 2016 provision focuses only on larger
aircraft to register for a permit, while smaller UAVs may operate unregistered. Secondly,
challenges of distinguishing between a bona fide operator and a malicious operator due to
overlapping airspace usage. The enforcement personnel find it very difficult since the usage of
drones varies between rogue UAVs and those who operate for commercial purposes such as
agriculture, recreation, industry and others (Tan Kheng Soon et al., 2024). In addition, the
current detection systems, such as RF scanners and visual spotting, are still struggling to level
with those advanced UAV systems. Even though the government may always turn to counter-
UAV technologies such as drone-jamming devices, catching nets, and GPS spoofing
equipment, these technologies are expensive and not widely deployed in Malaysia (Aouladhadj
D, et al., 2023). Zifar, Raed & Aal Betar conquered with the additional argument that UAV
technology is not only expensive, but counter-UAVs are usually installed and used within
critical areas such as airports and military bases. For rural and border regions, the problems
and challenges still remain.

Proposed Strategy to Mitigate UAV’s Security Threats in Malaysia

The UAV’s technologies rapidly grow at a fast velocity, as do the dangers and threats posed by
it. In order to address these issues, robust strategies are paramount by combining stricter laws,
advanced technologies and assertive regional cooperation. These strategies must be draughted
and implemented promptly to ensure UAVs continuously give benefits bestowed to the society
while national interest is kept protected.

Enhance UAV’s Regulations.

There is a prompt need for the Malaysian government to enhance UAV regulations. The current
legal provisions had many lacunas that must be reviewed and amended. Legal provisions
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provided by MCAR in regulating registration of licences and permits, for example, only focus
on UAVs or drones weighing more than twenty (20) kilograms and give leniency to those
weighing less (The Malaysian Lawyer. 2019). A new set of mandatory drone registration
schemes must be introduced. It must include stricter regulations requiring all UAV operators to
register their drones with the Civil Aviation Authority of Malaysia (CAAM) and obtain
operating licences, particularly for commercial or high-capability drones. Drones with a
recreational purpose must not be excluded. Any business proprietor must also register under
the Kementerian Dalam Negeri for the sale of UAVs or drones, even if it is for recreational
purposes, so that tracking operations of rogue UAVs or drones can be executed. The definition
of No-Fly Zones under the new regulation must also be included (Edwin Lee, 2019). The
definition must include clearer and more enforceable no-fly zones around airports, military
bases, government buildings, and critical infrastructure. This would include mandatory
installation of geo-fencing measures on each piece of technical infrastructure to prevent UAV's
from entering restricted airspace (Edwin Lee, 2019). For deterrence purposes, the new
proposed legal provision should also establish heavier penalties for unauthorised drone usage
(Zaf Seraj, 2024).

Development of Counter-UAV’s Technologies

In terms of counter-UAV technologies, the government has no other option other than opting
to enhance in line with its evolving prominent features. Counter-UAV technologies can be
improved by deploying radar systems, radio frequency detectors, and optical sensors to monitor
drone activity in sensitive areas (Tinshu Sasi, Arash Habibi Lashka, et al., 2024). The
corroborations with information fed by the mandatory registration scheme system proposed
earlier would allow authorities to track and identify rogue UAVs in real time.

Anti-Drones Solutions

The aim of an anti-drone system is to detect, identify and track, and neutralise rogue UAVs or
drones. This system can be tailored to the needs of the security team, which include a mobile
detection unit, drone mitigation technology, and a software platform to tie everything together
(NQ Defence Blog, 2024). Among anti-drone solutions that can be adopted are the following:

Jamming Technologies. The aim of is to detect, intercept, and neutralize rogue drones
in restricted areas. It has the capability to disrupt radio frequency (RF) signals or GPS
communications between a drone and its operator, effectively neutralizing the UAV
(Pietro, 2019). RF jammer’s function is to block the drone's control signals, causing it
to lose communication and either return to its base or hover until its battery depletes
while GPS jammers have the capability to disrupt the UAV’s navigation by interfering
with its ability to lock onto satellite signals, making it unable to maintain its route. Both
jammers are effective against a wide range of consumer and commercial drones. It can
be deployed in both portable (handheld) and fixed systems for flexible use.

GPS Spoofing. This is the only anti-drone solution capable of redirecting new
instructions to a rogue UAV or drone to a new location or locations. It is most effective
to be applied for autonomous drones that rely heavily on GPS for navigation. However,
the use of GPS spoofing includes requiring a complex implementation whereby precise
calibration is utmost needed to ensure the spoofing signal overrides the drone’s existing
GPS data (Joeaneke, Princess & Val, et al., 2024).
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Drone Capture Systems. 1t is a specialised drone equipped with nets that can intercept
rogue UAVs by ensnaring them mid-air or from the ground. There are two (2) types of
drone capture systems, net equipped UAVs and ground based systems (NQ Defence
Blog, 2024) . Net-equipped UAVs capture rogue drones mid-air by launching a net at
the target, capturing it and bringing it to the ground safely or carrying it away. Ground-
based systems on the other hand are launchers that fire projectiles or deploy nets to
capture drones at close range. Both systems employ net guns or automated net cannons
that are positioned around restricted areas. Both capture methods are non-lethal,
reducing the risk of collateral damage in populated areas, and can hold the drone for
analysis or evidence collection. However, both systems can only be effective within a
defined radius and are unsuitable for high-altitude or long-distance interceptions
(Nooralishahi, P., Ibarra-Castanedo, C. et al., 2021).

Other Advance Systems. Zachary and Marcel in 2024 saw Laser and Kinetic Interceptor
as the finest other advanced systems a government can opt for. Laser systems offer
precision and scalability with minimal risk of affecting surrounding infrastructure, even
though they are expensive to deploy and maintain, with high power requirements. A
kinetic interceptor, on the other hand, is a specialised weapon focusing on neutralising
rogue UAVs or drones by using anti-drone missiles or high-speed projectiles which can
destroy rogue UAVs.

Establishment of Counter UAV’s Task Force. Mohsan, S.A.H., Othman et al. (2023)
highlighted the importance of Malaysia having a specialised UAV Task Force to prevent
drone threats to sensitive areas such as airports, military bases and border areas. Lykou,
Georgia and Moustakas (2020) also proposed that the task force should be responsible
not only for surveillance but also for detection and neutralisation of rogue drones,
enforcement of compliance with UAV regulations, licensing and incident response. The
task force must have specialised training in drone operations, anti-drone technologies
and UAV forensics to be effective. Training should be done through joint exercises with
the military and border security and collaborations with aviation and cyber security
agencies such as CAAM and Cyber Security Malaysia. Continued funding from federal
and state governments is essential, along with incentives for private industries to assist
in covering the costs of urban monitoring systems. Ultimately, the response to UAV
threats must be a collective effort, requiring active participation from both government
and the public (Gomez, 2020). Strengthening Malaysia’s airspace security and counter-
drone efforts should not be limited to national initiatives alone but also extended
through international cooperation and knowledge sharing. Malaysia is confronted with
similar challenges to its neighbors, Singapore, Thailand, and Indonesia, with regard to
UAUVs, especially in border control and maritime security. This proximity calls for
cooperation to tackle issues such as smuggling, piracy, espionage, or unauthorized
drone surveillance (Muhmad Kamarulzaman, A. M., Wan Mohd Jaafar, et al. 2023).
Cross-border cooperation may take the form of sharing information on illicit UAV
activities and joint operations to monitor sensitive areas such as the Strait of Malacca,
a hot spot for smuggling and piracy. Such efforts may build upon existing frameworks
such as the Indonesia-Malaysia-Thailand Cooperation to encompass coordinated UAV
surveillance and response strategies (Arifin, Bustanul & Damanik, Nur. (2020). The
adoption of globally recognized standards and protocols for UAV regulation, counter-
drone technologies, and threat mitigation would also help to reduce the risks of airspace
interference and enable smoother coordination across borders. Malaysia’s leadership in
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regional UAV governance could serve as a model for Southeast Asia in managing
drone-related security threats while strengthening regional cooperation.

Findings

The research finds that there are several major gaps in handling UAV issues. Firstly, the current
legal framework under the Malaysia Civil Aviation Regulations (MCAR 2019) left a great
lacuna by giving leniency to smaller or recreational purpose UAVs. Thus, a stronger and stricter
registration system that covers all types of drones regardless of their size and purposes must be
promptly draughted. A clearer no-fly zone and a heavier punishment for deterrence purposes
are needed as well (The Malaysian Lawyer, 2019). Secondly, threats and dangers posed by
UAV technology must also be addressed by technology as well. Assets such as radar, radio
frequency detectors, and optical sensors, which enable the authorities to track suspicious or
rogue UAVs' movement, must also be secured. Rogue UAVs can be easily detected, especially
if they are linked to a national database registration system (Sasi, Lashka, et al., 2024). Such
tools or assets would improve the security in technical areas such as airports, military bases,
and other critical areas. It must be noted that there is no single solution that can override all
UAV threats. Thus, a mix of preventive measures or tools, for example, jamming signal
apparatus, GPS spoofing, drone catching systems and advanced tools like lasers or interceptors,
will create a stronger and more reliable defence (Pietro, 2019). Mohsan and Othman in 2023
opined, in addition, that a dedicated Counter-UAV Task Force is also needed. A combination
of skills and expertise from the military, aviation experts and cybersecurity agencies ensures a
quick response to incidents with stronger, reliable and efficient enforcement. Last but not least,
an assertive cooperation between Malaysia and fellow ASEAN countries is important to tackle
cross-border crime such as smuggling contraband and illegal surveillance. Sharing intelligence
is so significant with common standard practices among the ASEAN countries. Malaysia at the
same time could take a strong stand with assertive policy in setting a stronger, reliable and
effective regional security (Kamarulzaman, Jaafar, et al., 2023).

Conclusion

UAVs are like a coin for Malaysia’s future, having both exciting opportunities and serious risks.
It supports industries such as agriculture, logistics, and surveillance, boosting economic growth
and modernisation. On the other hands, their misuse for smuggling, illegal spying or violating
restricted airspace poses growing threats to national security and public safety. Weak
enforcement, regulatory gaps and limited counter-drone technology have compounded the
risks. Malaysia must strike the right balance between innovation and security in addressing
these challenges. Stronger regulations, better enforcement and wider public awareness are the
key starting points. Meanwhile, investments in counter-UAV technologies such as detection
systems, jamming tools and capture mechanisms are essential for protecting sensitive areas and
cannot be negated. These tools, once integrated into current air traffic management systems,
will raise the effectiveness of such systems in both rural and urban areas. Just as importantly,
a dedicated UAV Task Force with specialized training and advanced equipment needs to be
established to respond promptly to threats. Regional cooperation with neighbours such as
Singapore, Indonesia and Thailand is also key for intelligence sharing and to build a stronger
collective defence. Malaysia has no other option but to secure a future with the use of UAVs.
It depends on finding the right balance between encouraging innovation and protecting its
airspace. By combining smart policies, advanced technology, and international cooperation,
Malaysia can lead the way in building a safe and responsible drone ecosystem.
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