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Abstract:

It examines the factors that affect data integrity in the Data Center of the
Ministry of Education Malaysia (KPM) and analyzes the effectiveness of
existing security measures. By ensuring data integrity, educational systems can
be strengthened, leading to more reliable and effective decision-making
processes. This, in turn, supports the overall goal of enhancing educational
outcomes. This study uses a qualitative research approach by interviewing five
civil servants related to the management of government data centers. The
findings of the study show that there are several weaknesses in the management
of cyber security in data centers, including lack of training and security
awareness, insufficient monitoring and periodic audits, as well as lack of
support and commitment from superiors. In addition, this study also found that
the existing cyber security policy is not strict and clear enough, and investment
in security technology is still low. Based on these findings, the ENSTEK Data
Center Data Security and Integrity model has been developed to overcome
these weaknesses. This model contains the components of security training and
awareness, regular monitoring and audits, investment in security technology,
strict and clear cyber security policies, and support and commitment from the
top. This model is expected to improve the security and integrity of data in
government data centers as well as provide important guidance for further
research in the field of cyber security.
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Introduction

In this highly sophisticated digital era, cyber security is a very critical aspect for any
organization, including the Malaysian Ministry of Education (KPM). KPM's ENSTEK Data
Center is an important data storage and management center to ensure the continuity of
education operations throughout the country. However, these data centers are facing a major
challenge due to the absence of a comprehensive ICT security framework.

In the rapidly developing digital era, ICT security has become an important element in ensuring
data integrity, especially in the public sector. The Malaysian Ministry of Education's (KPM)
Data Center plays a critical role in the management and protection of sensitive data. However,
there are various challenges faced, such as a lack of expertise among civil servants and a low
level of information security awareness (ISA)(Bolger et al., 2023). This can lead to weaknesses
in compliance with established security protocols, thereby increasing the risk to data integrity.
Therefore, this study aims to explore the factors that contribute to ICT security issues at the
KPM Data Center and suggest measures to strengthen security compliance and improve data
integrity.

The absence of a comprehensive ICT security framework at the KPM ENSTEK Data Center
causes efforts to protect data and ICT systems to be disorganized and less effective. This leads
to weak cyber security management and an inability to deal with increasingly sophisticated
cyber threats. Without clear and comprehensive guidance, staff may take different approaches
to safety, resulting in confusion and inconsistencies in safety practices. Safety standards and
procedures that are not clearly defined also cause the level of standardization of safety
measures to be too low. Efforts to protect data become ineffective without a comprehensive
security framework, which ultimately increases variability in security approaches(Dioubate et
al., 2023).

Based on the problems identified, this study has two specific objectives: to identify factors that
contribute to weaknesses in cyber security management at the ENSTEK Data Center of the
Ministry of Education Malaysia and to analyze the level of effectiveness of existing security
measures in protecting data and ICT systems at the ENSTEK Data Center of the Malaysian
Ministry of Education.

Cybersecurity is essential in ensuring data integrity, availability, and confidentiality in any
organization (Admass et al., 2024; Kitsios et al., 2022) These threats include hacker attacks,
malware, and DDoS (Distributed Denial of Service) attacks that can disrupt the operation of
ICT systems and affect important data (Shammugam et al., 2021).

KPM's ENSTEK Data Center is not exempt from facing these threats. However, without a
comprehensive ICT security framework, measures to address these threats become
disorganized. According to various studies, the lack of a clear framework causes staff not to
have the right guidance to implement effective security measures. This leads to inconsistencies
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in implementing security measures that can open space for cyberattacks (Mtukushe et al.,
2023).

This study is important because it aims to fill the gap in understanding the factors contributing
to cyber security vulnerabilities at the KPM ENSTEK Data Center. By identifying these
factors, we can build a more effective and organized ICT security framework. Additionally,
this study will analyze the effectiveness of existing security measures, which can aid in their
improvement. Ensuring the protection of data and ICT systems from increasingly sophisticated
cyber threats is crucial.

To produce statistical tables for ICT security problems in the Malaysian Ministry of
Education's Data Center, it requires empirical data collected through questionnaires,
interviews, or related secondary sources. Here is a hypothetical example of a statistical table
that might help outline the main issues, based on the factors identified in the ICT security study.

Table 1. ICT Security problems in the Malaysian Ministry of Education’s Data Center

Problem Factors Number of Level of Importance
Respondents (%) Consciousness

Lack of Technology 65 Low High

Expertise

Information Security 50 Medium High

Awareness (ISA)

Security Protocol 45 Low Medium

Non-compliance

Lack of Support 40 High High

Infrastructure

Cyber Attacks 35 Low High

(Phishing, Malware)

This study will use a qualitative approach by conducting in-depth interviews and document
analysis to identify factors that contribute to weaknesses in cyber security management. We
will conduct interviews with ICT security management staff at KPM's ENSTEK Data Center.
We will analyze the obtained data to identify the main themes related to cyber security
vulnerabilities. Furthermore, this study will scrutinize the implemented security measures
(Tzavara & Vassiliadis, 2024).

Through this study, we hope to identify the main factors contributing to cyber security
management weaknesses at KPM's ENSTEK Data Center. We also expect this study to provide
a clearer picture of the effectiveness of existing security measures. MOE's ENSTEK Data
Center and other data centers in the Malaysian public sector can utilize the study's results to
construct a more comprehensive and effective ICT security framework.

Cybersecurity is a critical aspect of data management and ICT systems, especially in
educational institutions such as KPM. To ensure the security of data and ICT systems, we must
address the major challenge of the absence of a comprehensive ICT security framework (Rao
et al., 2023). Ensuring data integrity is crucial for the effective functioning of educational
systems, as it supports reliable decision-making and enhances educational outcomes. By
addressing these challenges, the Ministry of Education Malaysia can significantly strengthen
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its educational infrastructure. This study also aims to identify factors that contribute to
weaknesses in cybersecurity management.

IJMOE

Literature Review
The following is an example of a table summarizing the findings of previous studies on ICT
security and data integrity in data centers, particularly in the context of Malaysia's public sector:

Table 2. Summarizing The Previous Study

Author/Year Study Topic Key Findings Proposal
(Nor Kamaliah Data Security in Lack of information | Increased security
Mohammad et al., Malaysian security awareness training and

2020)

Framework for the
Education Sector

security systems are
not comprehensive
to deal with the
latest cyber threats.

2014) Government Data (ISA) among development of
Centers government cyber awareness
employees causes among civil
data risks. servants.
(Maniam & Singh, ICT Security Existing ICT Integrating a risk-

based data security
framework in data
center management
in the education
sector.

the Malaysian Public
Sector

malware are the
main threats that
often occur in public
sector data centers.

(Lee & Ariffin, Awareness of ICT Awareness of ICT Stricter enforcement
2021) Security Policy in security policy is and improvement of
Malaysian still at a moderate information security
Government level, causing non- policies for
Agencies compliance with government
existing protocols. agencies.
(Lee etal., 2021) Cyber Security in Phishing and Use of more

sophisticated cyber
threat detection and
prevention tools in
public sector data
centers.

Based on the title of the article, problem statement, and specific objectives of the study, the
following are the things that need to be discussed in the Literature Review section.

Cyber Security and Data Integrity in Government Data Centers
This section explores into the critical relationship between cyber security and data integrity
within government data centers.
a) Examining the existing literature on the cyber security risks that government data centers

encounter.

b) Discuss the importance of data integrity in the context of government data centers and the
impact of weaknesses in cyber security management on data integrity.
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ICT Security Framework

This section explores various ICT security frameworks and their effectiveness in safeguarding

data and ICT systems.

a) Examine the different ICT security frameworks that other organizations have created and
implemented.

b) Assess the effectiveness of the framework in protecting data and ICT systems from cyber
threats.

c) This article discusses the important elements of a comprehensive ICT security framework.

Factors Contributing to Cyber Security Weaknesses

This section examines the multifaceted factors that contribute to cyber security weaknesses in

data centers.

a) This study examines the factors that contribute to weaknesses in cyber security
management, including human, technology, and process factors.

by The article discusses previous studies that have identified these weaknesses and the steps
taken to overcome them.

An Evaluation of the Efficiency of Current Security Measures

This section provides an analysis of the current security measures in place and their

effectiveness in protecting data centers.

a) Examine the research on the efficacy of the security measures used in government data
centers.

b) Assess the extent to which these measures can protect data and ICT systems from cyber
threats.

c) Discuss case studies or specific examples where security measures have succeeded or
failed.

Comprehensive Review of Cyber Attacks and Security Challenges

This section offers a comprehensive review of the types of cyber-attacks and security

challenges faced by data centers.

a) This study examines common types of cyberattacks and security challenges faced by data
centers.

by This article discusses the latest trends in cyber threats and the strategies used to counter
them.

Recent Studies in Data and Device Security
This section reviews the latest research on data and device security, focusing on emerging
technologies and trends.
a) Review the most recent research on data and device security, including IoT research
and new cyber security technologies.

The Importance of System Security Management and Cyber Risk Assessment

This section highlights the importance of system security management and cyber risk

assessment in maintaining data integrity.

a) Discuss the importance of system security management and risk assessment in ensuring
data security and integrity.

b) This study delves into the methodology of cyber risk assessment and explores its
application within the framework of government data centers.
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This literature review aims to examine and evaluate various aspects related to cyber security
and data integrity in government data centers. To understand these issues, it is important to
review previous literature that has examined cyber security, ICT security frameworks, and
factors that contribute to cyber security vulnerabilities. Ensuring data integrity is crucial for the
effective functioning of educational systems, as it supports reliable decision-making and
enhances educational outcomes. By addressing these challenges, the Ministry of Education
Malaysia can significantly strengthen its educational infrastructure.

This study begins with an introduction to the literature on cyber security and data integrity.
Cybersecurity is an area that is receiving more attention in this digital age due to the increase
in cyberattacks that can affect data integrity, availability, and confidentiality. Previous studies
have shown that government data centers are often the target of cyber-attacks because they
store critical and sensitive data(Hamdah et al., 2024). Therefore, a deep understanding of cyber
security threats and measures to deal with them is essential to ensure data security in
government data centers (Anthony Anyanwu et al., 2024)

The main themes in this literature review include cyber security threats, ICT security
frameworks, and factors that contribute to weaknesses in cyber security management. Cyber
security threats include various types of attacks such as malware, DDoS attacks, and hacking.
Previous studies also emphasize the importance of a comprehensive ICT security framework
to protect data and ICT systems from these threats. An effective ICT security framework needs
to include elements such as security policies, access control, risk management, and cyber
security training for staff.

We need to fill several research gaps to enhance our understanding of cybersecurity in
government data centers. Among them is the lack of in-depth research on the specific factors
that contribute to weaknesses in cyber security management in government data centers.
Furthermore, studies on the effectiveness of implemented security measures and their potential
for improvement are scarce. This study aims to fill these gaps by identifying factors that
contribute to cybersecurity vulnerabilities and analyzing the effectiveness of existing security
measures (Xue et al., 2023).

The formation of a conceptual framework is important to structure this study. The proposed
conceptual framework includes three main components: cyber security threats, security
vulnerability factors, and security measures. Cybersecurity threats include various types of
attacks that can affect the integrity of data (Hazmi et al., 2023). Security weakness factors
include a lack of training, access control weaknesses, and non-compliance with security
policies. Actions such as strengthening security policies, increasing cyber security training, and
implementing more sophisticated security technology are examples of security measures that
can protect data and ICT systems (Bolek et al., 2023; Rani et al., 2025).

The main findings in this study show that the lack of a comprehensive ICT security framework
is a major factor contributing to weaknesses in cyber security management in government data
centers. The study also revealed that despite implementing security measures, there is still room
for improvement in their effectiveness. There is controversy over the effectiveness of some
security measures, such as the use of antivirus software and firewalls, which may not be
sufficient to protect against increasingly sophisticated cyber threats (Dirin, 2023).
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In conclusion, this literature review emphasizes the importance of a deep understanding of
cyber security threats and the factors that contribute to weaknesses in cyber security
management in government data center (Cremer et al., 2022). This study also reveals the need
to address research gaps to enhance the efficacy of current security measures. It is important to
establish a comprehensive conceptual framework to structure this study and ensure that all
aspects related to cyber security and data integrity are considered. By enhancing data integrity,
educational institutions can ensure more reliable and effective decision-making processes.
This, in turn, supports the overall goal of improving academic outcomes and strengthening
educational systems. We hope that a deeper understanding of these issues will lead to the
implementation of more effective measures to safeguard data and ICT systems in government
data centers.

Significance and Contribution

Contribution to the Government

This study can assist the government in identifying and understanding the factors that
contribute to the weaknesses in cyber security management at the Malaysian Ministry of
Education's ENSTEK Data Center. The government can increase its ability to protect data and
ICT systems from increasingly sophisticated cyber threats by using the findings of this study
to formulate a more comprehensive and effective cyber security policy. By implementing a
stronger security framework, the government can safeguard the integrity, availability, and
confidentiality of its data, thereby fostering public trust in its administrative system. By
securing educational data, the government can enhance the quality and reliability of educational
services, ultimately benefiting students and educators.

Contribution to the Community

This study will benefit the community, particularly those in the education sector, by providing
clear guidance on necessary cyber security measures. Better awareness and understanding of
cyber security can reduce the risk of cyber threats in educational institutions. Additionally,
communities can learn about the importance of keeping personal and institutional data secure,
which in turn can improve cyber security at the individual and organizational levels. Enhanced
cyber security in educational institutions ensures a safer learning environment, protecting
students’ and educators’ sensitive information.

Contribution to Industry

The study's findings will also benefit the technology and cyber security industries will also
benefit from the results of this study. Companies in this industry can use the study's findings
to enhance and expand their cybersecurity products and services. By knowing the weaknesses
that exist in the management of cyber security in government data centers, these companies
can offer more appropriate and effective solutions. This not only improves cyber security in
Malaysia, but it also provides the cyber security industry with more business opportunities.
Developing robust cyber security solutions for educational data centers can lead to innovations
that enhance the overall educational infrastructure.

Contribution to Knowledge

This article contributes new knowledge about cyber security management in government data
centers. This study provides a clear picture of the factors that contribute to cyber security
weaknesses, as well as the effectiveness of the measures taken. Other researchers interested in
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studying cyber security in different contexts can use this finding as a reference. Furthermore,
this study serves as a foundation for future research that can aid in the development of a more
comprehensive and effective cybersecurity framework. The insights gained from this study can
inform educational policies and practices, leading to more secure and efficient management of
educational data.

Methodology
This study uses qualitative research methods and has interviewed five participants. This article
employs the 'Basic Qualitative Inquiry' research design.

Research Design
We chose the 'Basic Qualitative Inquiry' research design because it effectively addresses the
research questions concerning the experiences and perspectives of the participants.

This design allows for an in-depth exploration of the factors that contribute to cybersecurity
vulnerabilities and the effectiveness of existing security measures, as well as allows for an in-
depth exploration of the factors contributing to cyber security weaknesses in the Ministry of
Education Malaysia’s Data Center, capturing nuanced perspectives and experiences. It is also
in line with the objective of the study to identify and analyze relevant factors(Lim, 2024).

Data Collection

The data collection methods used in this study include in-depth interviews and observations.
We prepared a set of interview questions as the main instrument to obtain detailed information
from the participants. These interviews contributed to understanding the participants'
experiences and views on cyber security in the data center. We use observation to gain a
comprehensive understanding of workplace safety practices. This method was chosen in
accordance with the study's goal of obtaining deep and rich data on the topic under study.

Sampling

The sampling strategy employed is purposive sampling, specifically targeting civil servants
involved in managing government data centers. We chose this technique to select participants
with relevant knowledge and experience in the research topic. We selected a sample size of
five participants, which we considered sufficient to gather in-depth data for a qualitative study.
(Daher, 2023).

Data Analysis

Coding and thematic analysis are the two data analysis techniques used. Analysis was
conducted using Atlas.ti software. The coding process involves categorizing the data into
relevant themes, whereas thematic analysis helps identify the main patterns and themes in the
collected data. This method is suitable for this study because it allows for in-depth exploration
of qualitative data and helps to understand complex issues.

Ethical Considerations

We have taken ethical considerations such as obtaining written consent from all participants,
maintaining the confidentiality of participant information, and ensuring the use of all collected
data solely for research purposes. We also obtained ethical approval from the institutional
research ethics committee.
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Data Validity and Reliability

We have used measures like data triangulation, member checking, and audit trail to ensure the
validity and reliability of the data. Triangulation involves using multiple data sources to
confirm findings, while member checking allows participants to verify the accuracy of the data
collected. Therefore, by employing triangulation, the study enhances the credibility and depth
of the findings, providing a more comprehensive understanding of the research topic. The audit
trail ensures that all steps in the research process are carefully documented(Indriyanto, 2023).

The objectives and research questions form the basis of this study's methodology overall. The
use of qualitative methods allows for an in-depth exploration of the factors that contribute to
cyber security vulnerabilities and the effectiveness of security measures. The research design,
data collection methods, sampling strategy, data analysis techniques, and ethical considerations
all contribute to the effectiveness of this study in achieving its objectives. Figure 1 will
elucidate this method.
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Figure 1. Flow Chart For Methodology

The challenge of data management, especially in the context of data centers and large
organizations, involves several critical aspects that need attention.

Maintaining continuous availability of data is one of the major challenges. Data centers should
work 24/7 with high uptime to ensure no service interruptions. However, factors such as
technical maintenance, system failure, or cyber-attacks can cause downtime that has a major
impact on an organization's daily operations.

Cybersecurity threats related to data security, such as hacker attacks, malware, and phishing,
are on the rise. Managing data security involves protection against intrusion, data loss, and
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compliance with privacy laws and regulations. The lack of expertise and security awareness
among staff also increases the risk.

Big Data Management focuses on expanding data, where complexity poses challenges in data
storage, access, and analysis. Diverse data formats and sources require more advanced
technological capabilities to process data quickly and accurately.

To ensure effective and efficient data management, these challenges necessitate strategic
planning, technology investment, and enhanced staff skills. We adapted the questionnaire for
this study to fit its purpose and the study's context. We have adapted and modified
questionnaire instruments from other studies to make them relevant to both the respondents
and this study.

Findings

This study conducted interviews with five civil servants who are involved in government data
center operations. Several main themes emerged from the conducted interviews, reflecting the
participants' views and experiences on cyber security at the ENSTEK Data Center of the
Ministry of Education Malaysia. The following are the main themes that have been identified:

ENSTEK Data Center Data Security and Integrity Model

T ———

Periodic Monitoring & Audit

Cyber Security Training & Awareness Investment in Security Technol.ogy Cyber Security Policy

\ 4 h 4 v

Commitment of Superiors Support from Superiors ‘ Effectiveness of Security Measures

Enhancing the Security & Data Integrity of the ENSTEK Data Center of the Ministry of Education Malaysia

Figure 2: ENSTEK Cyber Security Effectiveness Model

Weaknesses in Cyber Security

Based on the interviews, there are several major weaknesses in cyber security management at
the ENSTEK Data Center. Participants underscored the absence of cyber security training for
staff. This deficiency causes staff to be less prepared to face increasingly sophisticated cyber
threats. Furthermore, irresponsible parties fail to detect system vulnerabilities through periodic
monitoring and audits (Anthony Anyanwu et al., 2024). The flowchart clearly indicates that
without adequate cyber security training and awareness, staff at ENSTEK Data Center may not
fully understand or engage with other critical aspects of the model, such as policy adherence
or technology investments.

Challenges in Addressing Cyber Threats

Participants also shared the main challenges faced in maintaining cyber security. One of the
most significant challenges is the lack of budget to invest in more sophisticated security
technology. Participants also stated that there was difficulty in getting support from superiors

in implementing the necessary security measures. In addition, increasingly sophisticated
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cyberattacks make efforts to maintain cyber security more challenging(Nadeem et al., 2023).
Participants feel that they are often unable to keep up with the latest security technology
developments. The model's interconnected nature emphasizes how budget constraints for
investment in security technology can have a chain of subsequent effects on other areas such
as periodic monitoring and auditing or policy development.

Effectiveness of Existing Security Measures

Regarding the effectiveness of existing security measures, participants' views were mixed.
Some participants feel that the measures taken are quite effective, but there is still a lot of room
for improvement. Some believe that these measures' efficacy depends on the situation and that
much work remains. Participants suggested updating security technology and increasing staff
training to improve security measures (Sharma et al., 2023). The central placement of
‘Effectiveness of Security Measures’ within the flowchart underscores its dependence on both
superior support and investment in technology, aligning with participants’ views on conditional
effectiveness.

Recommendations to Improve Cybersecurity

Participants have given several suggestions to improve cyber security at the ENSTEK Data
Center. Among the main recommendations is to increase cyber security training for staff.
Participants felt that with better training, staff would be better prepared to face cyber threats.
Participants also recommended increasing investments in advanced security technology.
Participants also emphasized the importance of periodic audits and monitoring as a crucial step
towards ensuring more effective cyber security. This visual representation highlights
participants’ recommendations by showing that improvements in training, investments, and
audits are foundational elements that support an effective cybersecurity policy.

Lack of Cyber Security Awareness

Another important theme identified is the lack of cyber security awareness among staff.
Participants felt that awareness of the importance of cyber security is still low, and this makes
it difficult to implement effective security measures. They recommended conducting cyber
security awareness campaigns more frequently to enhance staff knowledge and comprehension
of cyber threats and protective measures for data and ICT systems.

The diagram emphasizes ‘Cyber Security Training & Awareness’ as a starting point for
enhancing data integrity at ENSTEK Data Center, reinforcing participants’ concerns about
current levels of awareness among staff.

The Importance Of Cyber Security Policy

Participants also emphasized the importance of having a strict and clear cyber security policy.
All staff must adhere to this policy to ensure effective cyber security. Participants
recommended regularly renewing and updating the cyber security policy to keep it up-to-date
with the latest cyber threats. Participants suggest placing the 'Cyber Security Policy' at one end
of the model's spectrum to highlight its role as a goalpost for all other measures, thereby
stressing its importance.

The Importance Of Receiving Support From Superiors
Support from the top is critical in ensuring the effectiveness of cyber security measures.
Participants felt that without this support, efforts to implement security measures would face
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many obstacles. They suggested that the superiors be more proactive in supporting cyber
security efforts and provide a sufficient budget to implement the necessary measures.

The study's overall findings indicate several weaknesses in the cyber security management at
the ENSTEK Data Center that require attention. To improve cyber security, we must overcome
the major challenge of lack of training, awareness, and support from the top. We hope to
improve cyber security at the ENSTEK Data Center by implementing the steps suggested by
the participants, including increasing training, investing in advanced security technology, and
conducting periodic audits and monitoring. Strict policies and heightened awareness of cyber
security are crucial measures to safeguard data and ICT systems from cyber threats.
Commitment and support from superiors directly contribute to three core components, i.e.,
training and awareness, monitoring and auditing, and effectiveness. These elements illustrate
their pivotal role in strengthening cybersecurity measures at the ENSTEK Data Center.

Main Results and Observations

We obtained the main results and observations in this study through in-depth interviews with
five civil servants at the ENSTEK Data Center of the Ministry of Education Malaysia. We
analyzed the results of these interviews using coding and thematic analysis methods to identify
the main themes that emerged from the data. We have organized the main findings into coding
and themes, and provided a detailed description of the formation of these themes.

Table 3: Coding And Thematic Analysis Methods

Coding Themes

Less steady Weaknesses in Cyber Security

Needs Improvement

Monitoring

Staff Training

Budget shortage Challenges in Addressing Cyber Threats

Advanced cyber attacks
Technological developments
Superior support

Many procedures

Periodic audits Effectiveness of Existing Measures
Some are effective
Need to improve
Technology updates

Lack of awareness Lack of Cyber Security Awareness

Security policy Importance of Cyber Security Policy

Need support The need for support from superiors

Additional training

New technology investment Recommendations for Improving Cyber Security

Description of Theme and Coding

Weaknesses in Cyber Security
Coding reveals deficiencies in training, monitoring, and improving cyber security. Participants

stated that cyber security at the ENSTEK Data Center is still lacking and needs a lot of
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improvement. Adequate staff training and regular monitoring are essential to ensuring effective
cyber security. These deficiencies make cyber security in data centers weak and vulnerable to
threats. Without addressing these weaknesses, the data center remains at high risk of breaches
that could compromise sensitive educational data.

Challenges in Addressing Cyber Threats

The theme of lack of budget, increasingly sophisticated cyber-attacks, technological
advancements, and lack of support from superiors emerges from the code. Participants
emphasized that lack of budget made it difficult to invest in more sophisticated security
technologies. In addition, increasingly sophisticated cyberattacks make efforts to maintain
cyber security more challenging. Experts often overlook the crucial role of superior support in
effectively addressing cyber threats. Overcoming these challenges is crucial for maintaining
the integrity and security of educational data, which is vital for the smooth operation of
educational institutions.

Effectiveness of Existing Measures

Coding forms this theme, revealing varying perspectives on the efficacy of current security
measures. Some participants feel that these measures are effective, but some feel that there is
still a lot of room for improvement. The effectiveness of existing security measures also
depends on periodic audits and security technology updates. The effectiveness of existing
security measures also depends on periodic audits and security technology updates. This
demonstrates the need to constantly update and adapt the implemented measures to the latest
cyber threats. Ensuring the effectiveness of these measures is essential for protecting
educational data from potential cyberattacks.

Lack of Cyber Security Awareness

This theme emerges from coding, indicating a lack of awareness among staff about cyber
security. Participants felt that the level of awareness about the importance of cyber security
was still low. This makes it difficult to implement effective security measures. Therefore, cyber
security awareness campaigns should be conducted more frequently to increase staff
knowledge and understanding of cyber threats and preventive measures that can be taken.
Raising awareness is key to fostering a culture of security within educational institutions,
ensuring that all staff are vigilant and proactive in protecting data.

The Importance Of Cyber Security Policy

Coding forms this theme, emphasizing the importance of a strict and clear cyber security
policy. All staff must follow the security policy to ensure effective cyber security, according
to the participants. Following security policies is crucial for safeguarding data and ICT systems.
A robust cyber security policy is fundamental to safeguarding educational data and maintaining
the trust of stakeholders.

This theme is formed from coding that emphasizes the importance of a strict and clear cyber
security policy. Participants stated that the security policy must be followed by all staff to
ensure effective cyber security. Adherence to security policies is an important step in ensuring
data and ICT systems are protected. A robust cyber security policy is fundamental to
safeguarding educational data and maintaining the trust of stakeholders.
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The Need For Support From Superiors

This theme emerges from the code, highlighting the critical role of superior support in ensuring
the effectiveness of cyber security measures. Participants felt that without this support, efforts
to implement security measures would face many obstacles. The superiors must be more
proactive in supporting cyber security efforts and provide a sufficient budget to implement the
required measures. Support from superiors is critical for the successful implementation of
security measures, ensuring that educational data is adequately protected.

Recommendations for Improving Cyber Security

The coding reveals the participants' suggestions for enhancing cyber security at the ENSTEK
Data Center. Key recommendations include increasing cyber security training for staff and
investing in more security technology. Enhancing training and technology investments are
crucial steps to fortify the data center against evolving cyber threats.

The study identified some supporting evidence to bolster the main findings. One of the
dialogues that show weaknesses in cyber security is, "Umm, | think cyber security here, ehhh,
is still not strong. We can enhance our efforts significantly, particularly in the areas of
monitoring and staff training. These dialogues show that there are deficiencies in training and
monitoring which are important aspects of ensuring effective cyber security. Another
participant stated, "Ehhh, | think we have a good system but, umm, need regular updates and
audits to make sure everything is working properly.” This shows that even if there is a robust
cyber security system, without regular updates and audits, the system may not be able to
function optimally. Regular updates and audits are essential to maintain the effectiveness of
cyber security measures and adapt to new threats.

Several key themes emerged during the discussion of the main findings. The theme of
weaknesses in cyber security indicates that there is a lack of adequate staff training, which
leaves them less prepared to face cyber threats. Furthermore, a lack of monitoring and periodic
audits contributes to this weakness. Participants emphasized that without adequate training,
staff cannot handle cyberattacks effectively. Furthermore, the lack of top-level support adds to
the challenges in dealing with cyber threats. Participants stated that often they did not get
enough support from their superiors to implement the necessary safety measures. This can be
seen from the dialogue, "Mmm, the main challenge is the lack of trained staff and, aaa,
sometimes it's hard to get support from the superiors.” Support from superiors is critical to
ensuring that staff have the resources and backing required to implement effective security
measures.

This study also discusses the effectiveness of existing security measures. Although some
participants think the measures are effective, others think they can be improved. Participants
suggested that security technology be constantly updated, and staff training be improved.
Dialogues such as "Eh, in my opinion, mmm, the current measures are quite effective but need
improvement, aaa, especially in terms of technology,” indicate that there is a need for
continuous improvement in existing security measures. Continuous improvement and
adaptation of security measures are necessary to keep pace with the evolving nature of cyber
threats.
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In addition, the findings on the lack of awareness about cyber security show that many staff
still do not understand the importance of cyber security measures. Participants recommended
conducting cyber security awareness campaigns more frequently to enhance staff
understanding and awareness. Another significant theme is the importance of a strict and clear
cyber security policy. All staff must update and adhere to security policies for effective cyber
security, according to participants. Frequent awareness campaigns and clear policies are
essential to foster a culture of security within the organization.

While most findings support weaknesses and challenges in cybersecurity management, there
are also unexpected or contradictory findings. For example, some participants stated that the
existing cyber security system is adequate enough and only needs periodic updates and audits.
This is contrary to the views of some other participants who feel that the system is still weak
and needs a lot of improvement. Dialogues like, "Ehhh, I think we have a good system but,
umm, need periodic updates and audits to make sure everything is working properly," indicate
that there is a difference of opinion about the current state of cyber security systems.
Addressing these differing perspectives is important to develop a balanced and effective
approach to cyber security.

The study's findings reveal several weaknesses in the cyber security management at the
ENSTEK Data Center that require attention. These weaknesses include a lack of training and
monitoring, a lack of support from superiors, and a lack of awareness of the importance of
cyber security. Technological updates and increased staff training can enhance the
effectiveness of existing security measures. By taking the suggested measures, it is hoped that
cyber security at the ENSTEK Data Center can be improved, and data and ICT systems can be
protected from cyber threats. Implementing these recommendations will not only enhance the
security of the data center but also contribute to the overall resilience of the educational
infrastructure. These findings provide important guidance for the next steps in improving cyber
security in government data centers.

Conclusion

This study identified several key findings through in-depth interviews with five civil servants
at the Malaysian Ministry of Education's ENSTEK Data Center. These findings provide an in-
depth picture of the weaknesses in cyber security management, the challenges faced, as well as
the effectiveness of existing security measures.

Key findings identified include deficiencies in cyber security training, a lack of periodic
monitoring and audits, and a lack of support from superiors. Participants also noted that there
is a lack of budget to invest in more sophisticated security technology, which makes it difficult
to effectively maintain cyber security. Increasingly sophisticated cyberattacks are also a major
challenge facing data centers. Several key themes emerged from the analysis of these findings.
The theme of weaknesses in cyber security indicates that there is a lack of adequate staff
training, which leaves them less prepared to face cyber threats. Lack of monitoring and periodic
audits. In addition, the lack of support from the top adds to the challenges in dealing with cyber
threats. Participants stated that often they did not get enough support from their superiors to
implement the necessary safety measures.

This study also discusses the effectiveness of existing security measures. Although some
participants think the measures are effective, others think they can be improved. The
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effectiveness of existing security measures also depends on periodic audits and security
technology updates. This indicates that we must constantly update and adapt our measures to
the latest cyber threats.

The findings on the lack of awareness about cyber security show that many staff still do not
understand the importance of cyber security measures. Participants recommended conducting
cyber security awareness campaigns more frequently to enhance staff understanding and
awareness. Another significant theme is the importance of a strict and clear cyber security
policy. All staff must follow the security policy to ensure effective cyber security, participants
emphasized. Regular updates are necessary to keep this policy up-to-date with the latest cyber
threats. Following security policies is crucial for safeguarding data and ICT systems.

Support from the top is critical in ensuring the effectiveness of cyber security measures.
Participants felt that without this support, efforts to implement security measures would face
many obstacles. They suggested that the superiors be more proactive in supporting cyber
security efforts and provide a sufficient budget to implement the necessary measures.

In order to contribute to this field, this study provides in-depth knowledge of the challenges
and weaknesses in cyber security management in government data centers. We can use the
findings of this study as a guide to design policies and more effective security measures.
Furthermore, this study emphasizes the importance of cyber security training and awareness
among staff in order to increase their preparedness for cyber threats.

This study also contributes to the understanding of the need for support from superiors and a
sufficient budget to implement effective cyber security measures. By taking the suggested
measures, such as increasing training, investing in advanced security technology, and holding
periodic audits and monitoring, it is hoped that cyber security at the ENSTEK Data Center can
be improved, and data and ICT systems can be protected from cyber threats.

The objective of this study is to identify factors that cause a lack of expertise among civil
servants in managing and implementing ICT security protocols in the Data Center of the
Ministry of Education Malaysia, as well as analyze the level of information security awareness
(ISA) among staff. The study's findings have successfully achieved the objective by identifying
critical factors that influence the lack of expertise and the impact of awareness on safety
protocol compliance. This study successfully achieved its objective by identifying training and
technical knowledge deficiencies as key factors in ICT security management. Furthermore, the
study revealed a low level of information security awareness, which impacted adherence to
security protocols.

This study contributes to a deeper understanding of ICT security challenges in the government
sector, particularly in the Data Center of the Ministry of Education Malaysia. It offers
suggestions for enhancing training and raising staff awareness about various aspects of ICT
security. Future studies can concentrate on implementing intervention measures like
continuous ICT security training programs and examining the impact these improvements have
on the data center's overall performance.
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Overall, this study reveals the need to address several weaknesses in cyber security
management to ensure the security and integrity of data in government data centers. We hope
to implement efforts to maintain cyber security more effectively by increasing training,
awareness, and support from superiors, and investing in more sophisticated security
technology. These improvements are essential not only for protecting data but also for ensuring
the smooth operation of educational services, which rely heavily on secure and reliable data
management systems. This study provides important guidance for the next steps in improving
cyber security in government data centers and contributes to the cyber security literature in the
context of government data management. Implementing these recommendations will enhance
the resilience of educational infrastructure, ultimately benefiting students, educators, and the
broader community.
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