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The rise of digital threats in Malaysia underscores the need to integrate 

cybersecurity knowledge into higher education in STEM. However, 

contextually validated measurement tools remain scarce. This study 

adapted and validated a multidimensional instrument based on the six-

dimensional Cybersecurity Scale (CS-S) framework. Following expert 

validation (I-CVI ≥ 0.78), the instrument was administered to 115 

Malaysian STEM students. An Exploratory Factor Analysis (EFA) 

procedure using Principal Component Analysis (PCA) with Varimax 

rotation was employed to determine the factor structure. Results 

confirmed a robust six-component structure: Confidentiality, Integrity, 

Availability, Authenticity, Utility, and Possession/Control. The refined 

instrument demonstrated high internal consistency with a Cronbach’s 

Alpha of 0.80, exceeding the 0.70 threshold recommended for newly 

developed constructs. These findings provide a psychometrically sound 

foundation for subsequent Confirmatory Factor Analysis (CFA) and 

offer educators a reliable tool to assess cybersecurity preparedness. This 

research supports national digital resilience goals by providing a 

validated means to identify learning gaps among future STEM 

professionals. 
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Introduction 

 

In the evolving landscape of digital threats, cybersecurity knowledge has emerged as a critical 

competency across disciplines and sectors. As the frequency and sophistication of cyberattacks 

escalate, ensuring individuals, organisations, and nations can effectively safeguard sensitive 

information and digital infrastructures requires more than general awareness; it demands 

comprehensive, dynamic cybersecurity education. Globally, cybercrime is projected to cause 

damages totalling USD 10.5 trillion annually by 2025, making it one of the most pressing 

challenges of the decade (Vergara Cobos & Cakir, 2024).  

 

Malaysia is particularly vulnerable in this landscape, recording over 19.62 million web attacks 

in the first half of 2024 alone, making it the most targeted country in Southeast Asia during that 

period (Hidayat Mohamad, 2025). Threat intelligence reports from early 2024 indicate that 

hacktivist-oriented threat actors, including groups that publicly announced and conducted 

disruptive cyberattacks targeting Malaysian web systems and digital infrastructure, were 

active. These incidents highlight the increasing exposure of national digital assets and 

underscore the urgency of fostering a cyber-resilient population (PwC, 2024; National Cyber 

Coordination and Command Centre [NC4], 2024). Consequently, the Malaysian government 

has accelerated initiatives such as the Malaysia Cyber Security Strategy (MCSS) 2020-2024 

and the establishment of the Malaysia Cyber Security Academy (slated for full operation in 

2025) to address a critical shortage of approximately 26,430 cybersecurity professionals 

required by 2025 (Ministry of Digital, 2024). 

 

University students, particularly those in Science, Technology, Engineering, and Mathematics 

(STEM) disciplines, represent a key demographic in this endeavour. As future engineers, 

technologists, and scientists, they are the architects of future digital systems. However, 

empirical evidence suggests a significant "knowing-doing" gap: while students are prolific 

technology users, they often lack the depth of knowledge required to mitigate sophisticated 

threats such as AI-powered phishing (Alqahtani et al., 2024), deepfake social engineering 

(Alghamdi, 2025) and ethical considerations (Shalevska, 2024). Studies indicate that over 99% 

of successful cyberattacks in Malaysia remain attributable to human error, often stemming from 

insufficient knowledge of ethical and policy considerations (Hakimi et al., 2024). 

 

Cybersecurity competency extends beyond theoretical understanding to encompass the skills, 

abilities, and practical experience necessary to navigate complex digital environments 

(Alammari et al., 2022). This multidimensional requirement underscores the need for 

structured educational initiatives, especially within university environments, to cultivate a 

cyber-aware workforce. Frameworks such as the National Institute of Standards and 

Technology (NIST) Cybersecurity Framework serve as vital references in shaping effective 

cybersecurity education and awareness programs (Nair, 2023). However, the success of these 
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programs depends significantly on the use of engaging, learner-centred methodologies. Recent 

studies show that strategies such as gamification, simulations, and alignment with real-world 

scenarios improve learner engagement and knowledge retention among university students 

(Razack & Saad, 2024; Deng et al., 2022). Furthermore, experiential learning methods such as 

hands-on labs, problem-based learning, and case-based reasoning have been shown to 

strengthen both understanding and the practical application of cybersecurity principles 

(Blanchard et al., 2024; Colomé et al., 2019). 

 

Despite these advances, there remains a pressing gap in developing validated, psychometrically 

sound instruments specifically designed to measure cybersecurity knowledge among STEM 

university students in Malaysia, an essential step toward addressing the global cybersecurity 

skills shortage, which has been estimated at millions of unfilled positions (Triplett, 2023). 

Existing measurement tools are often developed in Western contexts and may not reflect 

Malaysia’s socio-cultural and educational environment, limiting their relevance and 

applicability (Mohamed et al., 2025). Without a reliable, contextually relevant instrument, it is 

challenging for educators, researchers, and policymakers to accurately assess cybersecurity 

preparedness, identify learning gaps, or evaluate the effectiveness of educational interventions. 

 

To address this gap, the present study aims to develop and validate a reliable, contextually 

relevant instrument for measuring cybersecurity knowledge among Malaysian STEM 

university students. By establishing a robust, empirically validated instrument, this research 

contributes to both academic and practical efforts to strengthen cybersecurity education and 

assessment. It provides educational institutions and policymakers with a practical tool for 

evaluating cybersecurity preparedness, informing curriculum development, and supporting 

national and global cybersecurity capacity-building initiatives. 

 

Literature Review  

 

The increasing reliance on digital technology across sectors underscores the critical importance 

of cybersecurity knowledge, particularly in the Science, Technology, Engineering, and 

Mathematics disciplines (Azzeh et al., 2022). This need extends to higher education 

institutions, where students are increasingly exposed to cyber threats due to widespread online 

interactions and their reliance on digital tools for academic purposes (Bognár & Bottyán, 2024). 

This increased digital engagement requires STEM students to have a comprehensive 

understanding of cybersecurity principles to reduce the risks stemming from human error, a 

significant factor in many cybersecurity breaches (Fatokun et al., 2019). Despite various 

initiatives to improve cybersecurity education, significant gaps persist in the supply of qualified 

cybersecurity professionals to meet current and future demands (Spencer, 2025). These gaps 

highlight the urgent need to assess and improve university students' cybersecurity knowledge, 

particularly those in STEM fields, given their future roles in technology-driven industries 

(Poulsen et al., 2021). Furthermore, understanding the current state of cybersecurity knowledge 

among this demographic is essential for developing targeted educational interventions and 

refining curricula to address specific gaps (Andria et al., 2025). 

 

Cybersecurity Knowledge 

 

The increasing reliance on digital technology across sectors underscores the critical importance 

of cybersecurity knowledge, particularly in Science, Technology, Engineering, and 

Mathematics (STEM) disciplines (Azzeh et al., 2022). This need extends to higher education 
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institutions worldwide, where students are increasingly exposed to cyber threats due to 

extensive online interactions and reliance on digital tools for academic activities (Bognár & 

Bottyán, 2024). The rapid digitalisation of educational settings, encompassing cloud platforms, 

learning management systems, and collaborative technologies, has markedly expanded the 

attack surface at universities. Consequently, STEM students must develop a comprehensive 

understanding of cybersecurity principles to reduce risks stemming from human error, which 

remains a major contributor to cybersecurity breaches (Fatokun et al., 2019). 

 

Recent international studies show that cybersecurity knowledge gaps are not limited to any 

specific geographic region but constitute a broader global challenge. For instance, research 

conducted in European and North American educational contexts indicates that university 

students often demonstrate high levels of perceived digital competence while simultaneously 

lacking practical knowledge of secure digital practices (Garba et al., 2020; Bruin & Mersinas, 

2024). Similarly, studies examining digital learning environments suggest that students’ self-

reported responses regarding technological practices may be influenced by contextual and 

social factors, including social desirability effects and survey environments (Lavidas et al., 

2022a). These findings suggest that assessments of cybersecurity knowledge must carefully 

consider both measurement reliability and behavioural realities. 

 

Cybersecurity knowledge can be broadly defined as a university student’s understanding of 

digital threats, vulnerabilities, and protective practices—both technical (e.g., passwords, 

malware, and software updates) and behavioural (e.g., phishing awareness and safe browsing 

practices). Given the widespread integration of digital technologies in contemporary society, 

cybersecurity knowledge is no longer confined to IT specialisation. However, it has become a 

fundamental competency for all digitally active individuals, particularly those in STEM fields 

(Azzeh et al., 2022). In Malaysian studies, this concept is often operationalised through items 

assessing knowledge of social media security policies, data protection practices, and 

appropriate responses to cyber threats (Fatokun et al., 2024). However, cybersecurity 

knowledge extends beyond technical competence to encompass broader cyber awareness, 

enabling individuals to effectively identify, evaluate, and mitigate digital risks (Lazarov et al., 

2025). 

 

Despite growing awareness initiatives, a recurring issue in cybersecurity education research is 

the discrepancy between perceived knowledge and actual secure behaviour. While students 

may report familiarity with cybersecurity concepts, empirical evidence suggests that this 

awareness does not consistently translate into effective protective practices (Garba et al., 2020; 

Bruin & Mersinas, 2024). This disconnect is partly due to educational frameworks that 

emphasise the acquisition of technical skills while overlooking the behavioural and 

psychological dimensions that influence cybersecurity practices (Pirta-Dreimane et al., 2022). 

Evaluating the foundational cybersecurity knowledge of university students, particularly those 

enrolled in STEM disciplines, is crucial for developing educational strategies that integrate 

both technical proficiency and behavioural competence (Hong et al., 2022). 

 

Cybersecurity Education  

 

Globally, governments and educational institutions have increasingly prioritised STEM 

education as a key driver of technological innovation and economic competitiveness (Buniel 

et al., 2025). In Malaysia, this emphasis has been institutionalised through the formal 

integration of STEM education into secondary and tertiary curricula to cultivate critical 
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thinking, analytical reasoning, and problem-solving skills required for future industries 

(Amdan et al., 2024). This policy direction embodies extensive global initiatives to equip 

students for burgeoning technical fields, such as artificial intelligence, data science, and 

cybersecurity. However, the integration of cybersecurity within STEM education remains 

uneven across countries and institutions. While some Western universities have begun 

embedding cybersecurity modules within engineering and computing curricula, many 

educational systems still treat cybersecurity as a specialised discipline rather than a transversal 

competency applicable across STEM fields (Dioubate et al., 2022). This gap highlights the 

need for more interdisciplinary approaches that integrate cybersecurity awareness into broader 

STEM learning environments. 

 

In Malaysia, the national commitment to STEM development has yet to yield sustained student 

involvement.  Recent statistics indicate that STEM enrolment among upper-secondary students 

declined from 45.20% in 2017 to 40.94% in 2022, falling short of the national target of 

achieving a 60:40 science-to-arts ratio (Chuan et al., 2023). This decline poses a significant 

challenge to Malaysia’s aspiration to develop a technologically skilled workforce capable of 

supporting digital transformation and cybersecurity resilience (Lam & Siew, 2024). Moreover, 

rapid advances in artificial intelligence, automation, and digital platforms have redefined 

STEM learning environments, necessitating pedagogical approaches that align with these 

evolving technological contexts. Emerging research suggests that advanced technologies such 

as generative AI tools can enhance STEM education by supporting personalised learning and 

improving student engagement (Granström & Oppi, 2025; Ugras, et al., 2024). Nevertheless, 

these innovations introduce new cybersecurity challenges, as students increasingly interact 

with cloud-based systems and digital infrastructures that require responsible, secure use. 

Consequently, cybersecurity education must evolve alongside technological advancements to 

ensure that STEM graduates are equipped with both technical expertise and responsible digital 

practices. Despite these developments, existing studies suggest that Malaysian universities still 

face challenges in integrating cybersecurity principles effectively within STEM curricula 

(Karpudewan et al., 2022; Ariffin et al., 2018). This highlights the importance of systematically 

assessing cybersecurity knowledge among university students to inform curriculum design and 

educational interventions to address emerging digital threats. 

 

University Students Cybersecurity Awareness 

 

At the global level, universities play a critical role in preparing students to navigate increasingly 

complex digital ecosystems. STEM education, in particular, is expected to equip students with 

both technical competence and digital responsibility (Buniel et al., 2025). However, the 

effectiveness of these educational initiatives depends largely on students’ awareness of 

cybersecurity risks and their ability to translate knowledge into secure digital behaviour. In 

Malaysia, declining enrolment in STEM-related disciplines has raised concerns regarding the 

long-term supply of skilled professionals in technologically intensive fields, including 

cybersecurity (Ismail, 2022). Historical trends indicate that participation in science streams has 

remained relatively low, with only 31.22% of students enrolled in science-based programmes 

in 2005 (Jin et al., 2023). Such patterns highlight structural challenges in sustaining interest in 

STEM education and maintaining a robust pipeline of future technology professionals 

(Terzieva et al., 2024). 
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These challenges are intensified by the growing frequency and sophistication of cyber threats 

that impact both public and private sectors. As cyber incidents continue to escalate worldwide, 

cultivating graduates with strong cybersecurity literacy has become an urgent priority. 

Consequently, strengthening cybersecurity awareness among STEM students is not only an 

educational concern but also a strategic priority for national digital resilience (Zulkifli et al., 

2024). Importantly, studies examining online survey methodologies have emphasised the need 

for reliable data collection when assessing students’ technological knowledge and behaviour, 

as response patterns can be influenced by contextual factors such as survey delivery mode and 

participant engagement (Lavidas et al., 2022b). These considerations highlight the importance 

of developing well-structured measurement instruments to evaluate cybersecurity knowledge 

among university students effectively. Against this backdrop, assessing cybersecurity 

awareness among STEM university students provides valuable insights into existing 

knowledge gaps and the effectiveness of current educational strategies.  

 

Understanding these gaps is particularly significant, as foundational competencies in 

mathematics, logic, and analytical reasoning, which constitute the core of STEM education, 

are directly linked to students’ capacity to grasp complex cybersecurity concepts and systems 

(Shim et al., 2017). Hence, investigating the current state of cybersecurity knowledge among 

Malaysian STEM students is vital, as such insights can guide the development of targeted 

educational interventions and support the integration of more effective curriculum strategies 

within higher education institutions. 

 

Methodology  

 

This study employed a quantitative research design using exploratory factor analysis (EFA) to 

develop and validate an instrument to measure cybersecurity knowledge among STEM 

university students in Malaysia. An exploratory factor analysis (EFA) was used to identify the 

underlying latent factor structure and establish the instrument’s construct validity. EFA is 

particularly appropriate at the initial stage of instrument development when theoretical 

dimensionality has not yet been empirically established (Hair et al., 2019). 

 

Sample and Sampling Procedure 

 

A total of 115 university students from STEM programs across various universities in Malaysia 

participated in this study. The participants were selected using simple random sampling to 

ensure equal representation and minimise sampling bias. The sample size was determined 

based on established rule-of-thumb recommendations for Exploratory Factor Analysis (EFA). 

According to Hair et al. (2019) and Awang et al. (2023), a minimum sample size of 100 

respondents is required to obtain stable and interpretable factor solutions. Although the 

resulting subject-to-item ratio (4.6:1) is slightly below the frequently cited 5:1 threshold, the 

sample size is considered sufficiently large for this study, as factor stability is strongly 

influenced by item loadings. As demonstrated in the Results section (see Table 5), all retained 

items achieved loadings above 0.60. According to MacCallum et al. (1999), when 

communalities and loadings are consistently high (>0.60), a sample size of 100 to 200 can 

reliably recover the population factor structure, confirming that the current sample is adequate 

to support the factor extraction employed in this study. 

 

Furthermore, this study was conducted as a pilot investigation to evaluate the clarity, feasibility, 

and preliminary psychometric properties of the proposed cybersecurity knowledge instrument 
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before proceeding to a larger-scale study. As the primary purpose of pilot studies is instrument 

refinement rather than population inference, strict adherence to proportional sampling ratios or 

representativeness was not required. Instead, the focus was placed on obtaining sufficient 

responses to examine the factor structure and internal consistency of the measurement items. 

Methodological literature suggests that pilot studies for exploratory factor analysis may employ 

relatively small samples, provided the data are adequate for assessing factorability and 

reliability (Hair et al., 2019). Therefore, the sample obtained in this pilot study was deemed 

appropriate for evaluating the instrument's preliminary validity and reliability. To further 

demonstrate the sample's representativeness, Table 1 presents a detailed breakdown of 

participants’ demographic characteristics, including gender and specific STEM discipline. 

 

Table 1: Demographic Information 

 

Items Category Frequency (n) Percentage (%) 

Gender 
Male 52 45.2% 

Female 63 54.8% 

STEM Discipline 

Engineering 40 34.8% 

Information 

Technology/CS 
35 30.4% 

Pure Sciences 

(Bio/Chem/Phy) 
25 21.7% 

Mathematics/Statistics 15 13.1% 

 

Instrument Development and Content Validation  

 

The development of the Cybersecurity Knowledge instrument followed a structured adaptation 

and validation process to ensure psychometric rigour within the Malaysian STEM context. 

 

Adaptation of the Conceptual Framework  

 

The instrument was operationalised by adapting the six-dimensional framework proposed by 

Arpaci and Sevinc (2021) in their Cybersecurity Scale (CS-S). This framework extends beyond 

the traditional "CIA triad" (Confidentiality, Integrity, and Availability) to include three 

additional critical dimensions: Authenticity, Possession/Control, and Utility. These dimensions 

collectively reflect a holistic view of cybersecurity knowledge, encompassing not only 

technical safeguards but also the legitimacy, control, and effective utilisation of digital 

resources. 

 

Contextualization and Refinement  

 

To ensure relevance for STEM university students in Malaysia, the original items were refined 

linguistically and contextually. Minor wording modifications were implemented to align the 

items with the local higher education environment and digital landscape (e.g., referencing local 

cyber threat scenarios). This adaptation process aimed to preserve the conceptual integrity of 

the original dimensions while enhancing the instrument’s face validity for the target 

demographic. 
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Ethical Considerations  

 

This study adhered to internationally accepted ethical standards for research involving human 

participants. Ethical approval was obtained from the Universiti Putra Malaysia Research Ethics 

Committee (Jawatankuasa Etika Universiti Putra Malaysia) under approval reference 

JKEUPM-2023-1477 prior to data collection. 

 

All participants were informed of the purpose of the study, the voluntary nature of their 

participation, and their right to withdraw from the study at any time without consequences. 

Informed consent was obtained from all participants prior to the administration of the 

questionnaire. Additionally, the survey was conducted anonymously, and no personally 

identifiable information was collected to ensure participant confidentiality and data protection. 

The collected data were used solely for academic research purposes. 

 

Expert Validation (CVI and CVR) 

 

Following adaptation, the preliminary instrument underwent a rigorous content validation 

process involving three subject matter experts (SMEs) specialising in cybersecurity education 

and psychometrics. The validation was conducted in two stages:  

 

1. Quantitative Evaluation: The SMEs evaluated each item using a 4-point Likert scale 

based on "Relevance," "Clarity," and "Contextual Appropriateness." To ensure 

statistical stringency, the Content Validity Index (CVI) and Content Validity Ratio 

(CVR) were calculated. Following the recommendations of Shi et al. (2012), only items 

achieving an Item-level Content Validity Index (I-CVI) ≥0.78 were retained. This 

threshold ensured the instrument remained technically accurate and linguistically 

appropriate for the Malaysian academic context. 

2. Qualitative Refinement: Experts provided qualitative feedback regarding the phrasing 

and potential ambiguity of specific items. In accordance with the scale development 

guidelines by Hair et al. (2019), redundant or ambiguous items were eliminated, and 

the remaining items were reworded to maximise clarity. This iterative refinement 

resulted in a finalised item pool prepared for Exploratory Factor Analysis (EFA). 

 

The Finalised Research Instrument  

 

Following content validation and linguistic adjustments, the original 25-item instrument was 

used in this study. To ensure the items were suitable for the Malaysian STEM context, they 

were coded and categorised according to their respective dimensions. The full list of adapted 

items and their corresponding codes is presented in Table 2 below. 

 

Table 2: Adapted Items for Cybersecurity Knowledge Instruments  

 

Dimensions Item Code Adapted Item Description 

Confidentiality CONFI1 I am cautious about the personal information I share in 

cyberspace. 

 CONFI2 I do not share information and documents in 

cyberspace that I do not want to share with third parties 

in real life. 
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 CONFI3 I ensure that the data I share in cyberspace can only be 

viewed by the necessary people. 

 CONFI4 I do not share my contact information in cyberspace. 

Control/ 

Possession 

CONTROL5 I do not share my passwords for my accounts with 

anyone. 

CONTROL6 When creating my passwords, I choose a hard-to-guess 

password that contains symbols, numbers and capital 

letters. 

CONTROL7 I use the phone verification service to protect my email 

password. 

CONTROL8 I correctly answer the security question required to 

recover my account passwords. 

Authenticity AUTHENT14 I do not trust e-mails from people I do not know. 

 AUTHENT15 I do not trust websites without a security certificate. 

 AUTHENT16 I do not open spam mails sent to my e-mail address. 

 AUTHENT17 I ignore social engineering e-mails sent to my e-mail 

address. 

 AUTHENT18 I do not open links and attachments from unknown 

sources. 

Availability AVAIL19 I use an up-to-date antivirus program on my devices. 

 AVAIL20 I regularly scan my devices with an antivirus program. 

 AVAIL21 I keep the firewall installed on my devices turned on. 

 AVAIL22 I do not open the files I downloaded from the Internet 

without scanning with an anti-virus program. 

Utility UTILITY23 I use social media applications to share information in 

cyberspace. 

 UTILITY24 I use services provided in cyberspace (such as Google 

Scholar, cloud applications, and social media) to solve 

problems. 

 UTILITY25 I use the services provided in cyberspace for 

information management (information acquisition, 

storage, sharing and application). 
Source: (Arpaci & Sevinc, 2021) 

 

Data Analysis Procedure  

 

The collected data were analysed using Exploratory Factor Analysis (EFA), with Principal 

Component Analysis (PCA) as the extraction method. PCA was selected for its effectiveness 

in data reduction and in identifying underlying component structures, particularly in the 

preliminary stages of instrument development (Hair et al., 2019). To enhance the 

interpretability of the extracted components, a varimax orthogonal rotation was applied. 

 

The suitability of the data for factor analysis was evaluated using the Kaiser–Meyer–Olkin 

(KMO) measure of sampling adequacy, with values of 0.60 or higher indicating adequate 

shared variance among items, and Bartlett’s Test of Sphericity, which was required to be 

statistically significant (p < 0.05). These tests confirm that the correlation matrix was 

appropriate for component extraction (Hair et al., 2019; Awang et al., 2023). 
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Factor retention was guided by eigenvalues greater than 1.0 and inspection of the scree plot. In 

line with Awang et al. (2023), items with factor loadings below 0.40 were considered for 

removal, while loadings of 0.60 and above were interpreted as strong. Items exhibiting 

substantial cross-loadings or low communalities were also removed to ensure a clear and 

parsimonious factor structure. The internal consistency reliability of each factor was 

subsequently assessed using Cronbach’s alpha, with values of 0.70 or higher indicating 

acceptable reliability (Hair et al., 2019). 

 

Results  

 

The Exploratory Factor Analysis (EFA) of the Cybersecurity Knowledge construct yields 

several key insights that contribute to the validation and refinement of the measurement model. 

In accordance with the data analysis procedure described in Section 3.3, the analysis employed 

principal component analysis (PCA) with varimax rotation to examine the underlying 

component structure. The results revealed a multidimensional solution comprising six distinct 

components, indicating that cybersecurity knowledge among STEM university students 

encompasses multiple interrelated dimensions. 

 

Based on established item retention criteria, three items were removed due to insufficient 

component loadings and/or substantial cross-loadings across multiple components. The refined 

component structure provides greater clarity and enhances the robustness of the measurement 

model. 

 

Sampling Adequacy and Factorability  

  

The Kaiser-Meyer-Olkin (KMO) measure of sampling adequacy was recorded at 0.730, 

indicating a middling but acceptable level for factor analysis according to Kaiser’s (1974) 

guidelines. Bartlett’s Test of Sphericity was significant (χ² = 978.180, df = 231, p < .001), 

confirming that the correlation matrix is not an identity matrix and is thus appropriate for factor 

extraction as shown in Table 3: 

 

Table 3: KMO and Barlett’s Test  

 

Kaiser-Meyer-Olkin Measure of Sampling 

Adequacy. 

.730 

Bartlett's Test of 

Sphericity 

Approx. Chi-Square 978.180 

df 231 

Sig. .000 

 

 

Factor Structure and Total Variance Explained  

 

The final EFA model retained six components, which together explained 65.083% of the total 

variance, considered satisfactory for social science research, as shown in Table 4. The rotated 

component matrix suggests a clear factor structure as follows: 
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1. Confidentiality (Component 1): Items CONFI1, CONFI2, CONFI3, CONFI4, and 

CONTROL5 loaded strongly on this component, reflecting knowledge related to 

maintaining the privacy and security of information. 

2. Authentication (Component 2): AUTHENT14, AUTHENT15, AUTHENT16, and 

AUTHENT17 grouped under this factor, indicating knowledge about verifying the 

identity of users and systems. 

3. Integrity (Component 3): INTEGRITY9, INTEGRITY10, INTEGRITY12, and 

INTEGRITY13 represented this dimension, highlighting knowledge of ensuring data 

accuracy and trustworthiness. 

4. Availability (Component 4): AVAIL19, AVAIL20, AVAIL21, and AVAIL22 loaded 

clearly, signifying awareness of maintaining system uptime and access to information. 

5. Utility (Component 5): Items UTILITY23, UTILITY24, and UTILITY25 grouped 

together, relating to the usefulness and practical application of cybersecurity measures. 

6. Control Measures (Component 6): CONTROL7 and CONTROL8 represented specific 

control mechanisms, reflecting knowledge about the enforcement of security policies 

and regulations. 

 

Table 4: Eigenvalues and Total Variance Explained  

 

Component 

Initial Eigenvalues Rotation Sums of Squared Loadings 

Total 
% of 

Variance 

Cumulative 

% 
Total 

% of 

Variance 

Cumulative 

% 

1 5.207 23.667 23.667 2.875 13.067 13.067 

2 2.903 13.197 36.865 2.637 11.986 25.054 

3 2.109 9.586 46.450 2.520 11.457 36.510 

4 1.596 7.256 53.706 2.199 9.994 46.504 

5 1.314 5.973 59.679 2.190 9.954 56.459 

6 1.189 5.404 65.083 1.897 8.624 65.083 

7 0.946 4.301 69.384    

 

Item Removal and Construct Refinement  

During the analysis, three items: CONTROL6, INTEGRITY11, and AUTHENT18 were 

identified as problematic. These items exhibited low factor loadings, inconsistent with 

theoretical expectations. Their removal improved the clarity and interpretability of the item's 

factor structure, as shown in Table 5. 

 

Table 5: Factor Loading of an Item after Rotated Component Matrix 

 

 

Component 

1 2 3 4 5 6 

CONFI1  .693     

CONFI2  .682     

CONFI3  .814     

CONFI4  .609     

CONTROL5  .559     
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CONTROL7     .851  

CONTROL8     .562  

INTEGRITY9     .814  

INTEGRITY10    .721   

INTEGRITY12    .832   

INTEGRITY13    .736   

AUTHENT14   .750    

AUTHENT15   .714    

AUTHENT16   .816    

AUTHENT17   .675    

AVAIL19 .837      

AVAIL20 .864      

AVAIL21 .863      

AVAIL22 .510      

UTILITY23      .563 

UTILITY24      .670 

UTILITY25      .806 

Extraction Method: Principal Component Analysis.  

 Rotation Method: Varimax with Kaiser Normalisation. 

a. Rotation converged in 8 iterations. 

 

 

Reliability of Cybersecurity Knowledge Construct  

 

The value of the cybersecurity knowledge construct after the EFA procedure indicates good 

reliability (Cronbach’s Alpha = 0.80). It suggests that the items retained after EFA consistently 

measure the cybersecurity knowledge construct. Reliability is within the recommended 

threshold, confirming the scale's internal consistency. Awang et al. (2023) suggest that a 

minimum Cronbach’s Alpha of 0.70 is required for newly developed constructs. 

 

Discussion  

 

The results of this study provide strong empirical support for conceptualising cybersecurity 

knowledge as a multidimensional construct, consistent with established theoretical and 

measurement frameworks in the cybersecurity literature. The six-component structure 

identified through Exploratory Factor Analysis (EFA) closely aligns with the dimensions 

proposed by Arpaci and Sevinc in developing the Cybersecurity Scale: availability, 

authenticity, confidentiality, integrity, possession/control, and utility. This convergence 

between empirical findings and prior theoretical models strengthens the construct validity of 

the present instrument. 

 

The availability dimension reflects students’ understanding of ensuring that authorised users 

can reliably access information systems and digital resources when required. This finding is 

consistent with the classical CIA triad and highlights availability as a foundational component 

of cybersecurity knowledge, particularly relevant in academic and cloud-based environments 

where service continuity is critical. 
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The authenticity dimension captures respondents’ awareness of identity verification, 

legitimacy, and trust mechanisms in cyberspace. Its emergence as a distinct component 

supports prior research emphasising authentication as a core cybersecurity competency, 

particularly in mitigating identity-based threats such as phishing, impersonation, and 

unauthorised access. This suggests that students cognitively distinguish authentication 

mechanisms from broader access control concepts. 

 

The confidentiality component concerns protecting information from unauthorised disclosure. 

Factor structure aligns with longstanding cybersecurity principles and confirms that 

confidentiality remains a salient and well-understood dimension among STEM students. This 

finding is consistent with prior studies indicating that confidentiality-related concepts are often 

the most recognised aspect of cybersecurity knowledge in educational contexts. 

 

Similarly, the integrity dimension reflects awareness of the need to maintain the accuracy, 

consistency, and trustworthiness of information systems. The separation of integrity from 

confidentiality and availability in the factor solution indicates that respondents perceive data 

manipulation and data leakage as conceptually distinct cybersecurity concerns. This distinction 

is theoretically meaningful, and mirrors established cybersecurity standards and frameworks. 

 

The possession or control dimension concerns knowledge of ownership, control, and authority 

over digital assets. Its inclusion supports Arpaci and Sevinc’s argument that cybersecurity 

extends beyond technical safeguards to include governance, access rights, and control 

mechanisms. This dimension is particularly relevant in contemporary environments that 

involve cloud services, shared infrastructure, and distributed data ownership. 

 

Finally, the utility dimension captures respondents’ understanding of the effective and 

purposeful use of information and digital services in cyberspace. The emergence of this 

component suggests that cybersecurity knowledge extends beyond protection mechanisms to 

encompass the ability to balance security with usability. This aligns with prior literature, which 

emphasises that overly restrictive security measures may undermine system effectiveness and 

user compliance. 

 

The overall reliability of the Cybersecurity Knowledge construct (Cronbach’s alpha = 0.80) 

indicates satisfactory internal consistency, exceeding the recommended threshold for newly 

developed scales. Importantly, removing items with weak or cross-loadings led to a clearer, 

more theoretically coherent component structure. This refinement process aligns with best 

practices in scale development and enhances the instrument's psychometric robustness. 

 

Taken together, the findings confirm that cybersecurity knowledge among STEM university 

students is not unidimensional but rather comprises interrelated yet distinct domains that 

collectively represent the complexity of cybersecurity competence. The alignment between the 

EFA-derived components and established dimensions in the literature provides strong 

empirical justification for the proposed six-component structure. This validated structure offers 

a solid foundation for subsequent Confirmatory Factor Analysis (CFA) and structural 

modelling, as well as for practical applications in cybersecurity education, assessment, and 

curriculum design. 
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Conclusion  

 

In conclusion, the findings indicate that cybersecurity knowledge among respondents is not a 

single entity but rather comprises various interconnected elements.  The clarity of the rotated 

component matrix confirms the theoretical foundation of cybersecurity domains, including 

confidentiality, integrity, availability, authentication, utility, and control measures. The 

removal of problematic items enhanced the construct validity and indicates the importance of 

careful item refinement in future questionnaire development. The EFA findings provide 

empirical support for a six-component structure of the cybersecurity knowledge construct. This 

structure accounts for a substantial proportion of variance and offers a reliable foundation for 

subsequent Confirmatory Factor Analysis (CFA) and structural modelling. The refinement 

process, including item removal, strengthens the instrument's psychometric properties, 

ensuring its suitability for both academic research and practical applications in cybersecurity 

competency assessment. 

 

Beyond methodological contributions, this study also provides important implications for 

cybersecurity education and policy development. By identifying the multidimensional nature 

of cybersecurity knowledge among STEM students, the findings highlight the need for more 

comprehensive integration of cybersecurity within STEM curricula at higher education 

institutions. The validated measurement instrument developed in this study can serve as a 

diagnostic tool for educators and policymakers to identify knowledge gaps and design targeted 

educational interventions to strengthen cybersecurity competencies among future technology 

professionals. Ultimately, enhancing cybersecurity literacy among STEM students contributes 

to the development of a more cyber-resilient workforce capable of addressing emerging digital 

security challenges in an increasingly interconnected world. 
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