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Cybersecurity threats become a normal phenomenal in our daily life due to the 

advancement of Internet technology and the widespread use of it. To mitigate 

the risk aside from the advantages of these technology, one of the ways is to 

educate the users. In this preliminary study   we evaluate cybersecurity 

awareness, practices, and preparedness among respondents, focusing on their 

knowledge of fundamental concepts, adherence to institutional policies, and 

incident response capabilities. There are 35 respondents who are among the 

schoolteachers who taught basic computer subject in various secondary schools 

in Kuala Muda and Yan districts of Kedah. While 77.7% of respondents are 

familiar with cybersecurity concepts and 100% demonstrate awareness of 

critical issues such as phishing and strong passwords, gaps persist in applying 

cybersecurity measures. Inconsistent password hygiene, low training 

participation (84.9%), and limited confidence in incident response are notable 

challenges. Furthermore, only 27.3% of respondents are well-versed in 

institutional cybersecurity policies. These findings emphasize the need for 

improved training programs, clearer policy communication, and enhanced 

institutional support to bolster readiness. Recommendations include expanding 

http://www.jistm.com/
mailto:andria@unipma.ac.id
mailto:ridam.dl@unipma.ac.id
mailto:kelik@unipma.ac.id
mailto:srafidah192@uitm.edu.my
mailto:mazuramd@uitm.edu.my
mailto:shaifizat@uitm.edu.my


 

 

 
Volume 10 Issue 38 (March 2025) PP. 202-210 

  DOI: 10.35631/JISTM.1038013 

203 

 

This work is licensed under CC BY 4.0 

 
educational initiatives, mandating regular password updates, and refining 

incident response protocols. Addressing these gaps can strengthen 

organizational cybersecurity defences and create a more secure digital 

environment, highlighting the urgency of proactive measures to bridge the gap 

between knowledge and practical implementation.  
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Introduction 

Cybersecurity has become a critical concern in educational institutions, as the increasing 

reliance on digital tools and online platforms (Ariffin et al., 2021) exposes schools to a 

countless of cyber threats. From phishing attempts to malware attacks, the potential risks 

underscore the need for robust cybersecurity practices among educators and staff 

(Ramakrishnan et al., 2022). This study aims to assess the current level of cybersecurity 

awareness, practical application, and incident preparedness within the surveyed population, 

focusing on five key areas: basic knowledge, practical practices, institutional policies, incident 

response, and improvement feedback. 

 

Despite the global emphasis on cybersecurity, gaps in knowledge and inconsistent practices 

remain prevalent in many institutions (Syed Ibrahim et al., 2021). Educators, often on the 

frontlines of implementing digital tools, must balance the demands of their roles with the 

imperative to maintain secure practices (Daud & Rasiah, 2023) . This study investigates these 

challenges by analysing survey responses to identify strengths, weaknesses, and opportunities 

for improvement. 

 

The findings serve as a baseline to understand the current cybersecurity landscape in 

educational settings and inform targeted interventions (Saachi, 2022). By highlighting areas 

such as password management, two-factor authentication usage, policy awareness, and training 

needs, this research provides actionable insights to enhance cybersecurity resilience. The 

subsequent sections detail the results, propose recommendations, and outline strategies for 

fostering a culture of cybersecurity within educational institutions. 

 

Literature Review 

Cybersecurity awareness and practices have become a focal point for institutions aiming to 

mitigate risks associated with increasing cyber threats (Mat et al., 2022). Studies have 

consistently highlighted the importance of foundational knowledge (Wahid et al., 2021), 

practical measures, and organizational policies in building a robust cybersecurity framework 

(Sulaiman et al., 2022). Ahmad, Maynard, and Shanks (2015) emphasized the need for 

systematic incident response strategies to address cybersecurity threats effectively. Their 

research aligns with the current study's findings, which reveal varied confidence levels in 

incident response preparedness among respondents.  

 

The implementation of basic cybersecurity knowledge is crucial, as studies show widespread 

lack of awareness about cybercrime among students and teachers, despite the rising use of the 

internet (Mat et al., 2022). This highlights the need for comprehensive cybersecurity programs 

to protect users from digital threats, particularly in educational environments (Al, 2021). The 

growing threat of cyberattacks on educational institutions is highlighted in this paper's thorough 
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review of cybersecurity awareness initiatives in schools (Srivastava et. al, 2024). It looks at 

existing programs, their difficulties, and the part administrators and instructors play in raising 

awareness. The significance of taking proactive steps to improve cybersecurity education in 

schools is emphasized in the report. This recommendation echoes the present findings, where 

84.9% of respondents reported not attending training in the past year. 

 

Password management remains a critical component of cybersecurity. Hadlington (2017) 

explored the psychological factors influencing password hygiene and found that consistent 

education on strong password practices significantly improves security behaviors. Similarly, 

this study observed inconsistencies in respondents' password update frequencies. 

 

Institutional policies play a crucial role in shaping cybersecurity practices. Ifinedo (2014) 

highlighted the impact of social and cognitive factors on policy compliance, reinforcing the 

finding that only 27.3% of respondents are thoroughly aware of their institution's policies. 

 

Practical measures such as the adoption of two-factor authentication and antivirus software are 

essential. Kayworth and Whitten (2010) argued that balancing technical solutions with human 

awareness is key to effective cybersecurity. The current study's finding that 88% of respondents 

use antivirus software reflects progress in this area but also underscores the need for broader 

adoption of best practices. 

 

Finally, Saini, Rao, and Panda (2012) emphasized the importance of awareness campaigns to 

combat threats like phishing, a topic where this study found high levels of respondent 

knowledge but varying levels of practical implementation. Shillair et. al (2022) evaluates the 

impact of cybersecurity education, awareness, and training (CEAT) on internet use across 80 

countries. It shows CEAT positively influences internet vitality, particularly in low-income 

nations, and suggests improvements in policy, practice, and future research for effective 

cybersecurity capacity building. 

 

These studies collectively underscore the importance of integrating education, policy, and 

practice to create a resilient cybersecurity culture, aligning closely with the findings and 

recommendations of this research. 

 

Methodology 

The design of a Cybersecurity Awareness Questionnaire is crucial for assessing the knowledge 

and practices of educators in relation to digital security. Jouini et al. (2021) describe a well-

structured questionnaire that covers three key areas: basic knowledge, practical practices, and 

security protocols. The basic knowledge section aims to gauge participants' understanding of 

fundamental cybersecurity concepts, such as password management, phishing threats, and data 

protection. The practical practices section focuses on how educators implement cybersecurity 

measures in their daily activities, such as using secure networks or safeguarding educational 

content. The final section assesses participants' familiarity with and adherence to established 

security protocols, such as encryption and authentication procedures. To ensure the 

comprehensive evaluation of these areas, the questionnaire incorporates various types of 

questions. Multiple-choice questions are used to assess basic knowledge and understanding of 

specific cybersecurity concepts. Likert scale questions are included to measure the extent to 

which educators engage in secure practices and their level of confidence in implementing 

cybersecurity protocols. This combination of question types provides a holistic view of 
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educators' cybersecurity awareness, helping to identify both strengths and areas that require 

further attention (Jouini et al., 2021). 

 

The sampling is a critical role in ensuring the validity and relevance of a study on cybersecurity 

awareness among educators. In this context, the study focuses on the selection of 35 computer 

science educators from various schools in Kuala Muda district of Kedah to provide a diverse 

representation of teaching experiences and institutional settings. By targeting educators with 

expertise in technology-related fields, the study aims to gather insights into the specific 

challenges and practices related to cybersecurity in educational environments. 

 

Results and Findings 

The results of the study are presented across five key sections of cybersecurity awareness and 

practices namely, Cybersecurity Knowledge, Cybersecurity Practices, Security Policies & 

Procedures, Incident Response and Feedback & Improvements. 

 

Basic Cybersecurity Knowledge 

The findings reveal that a significant majority of respondents possess a solid foundation in 

cybersecurity concepts. Notably, 77.7% are familiar with the general principles of 

cybersecurity, demonstrating a clear understanding of its primary objective: safeguarding data 

and systems from unauthorized access and attacks. Furthermore, all respondents correctly 

identified "P@ssw0rd!2024" as an example of a strong password and recognized phishing as a 

deceptive attempt to obtain sensitive information by impersonating a trustworthy entity. These 

results highlight a widespread awareness of essential cybersecurity principles among the 

participants as shown in Figure 1.  

 

 
Figure 1: Basic Cybersecurity Knowledge 

 

Practical Cybersecurity Practices 

The survey highlighted varying levels of adherence to practical cybersecurity measures. Based 

on Figure 2, nearly 90% of respondents reported using two-factor authentication (2FA) for 

important accounts, indicating widespread adoption of this critical security practice. However, 

password update habits vary significantly: around 20% update their passwords regularly (every 

3–6 months), one-third update them occasionally (once a year), over 40% rarely do so, and a 

small minority (3%) never update their passwords. 

 

When faced with unexpected emails from unknown senders requesting sensitive information, 

most respondents (85%) choose to ignore and delete such emails, while 15.2% take the 

additional step of forwarding them to IT support or relevant authorities.   
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Regarding cybersecurity education, just over half of the respondents (51.5%) regularly educate 

their students on cybersecurity practices, 42.4% do so occasionally, and 6% never address this 

topic. These findings underscore both strengths and gaps in practical cybersecurity engagement 

and awareness. 

 

 
Figure 2: Practical Cybersecurity Practices  

 

Security Policies and Procedures 

Awareness and implementation of institutional cybersecurity policies and procedures were 

evaluated, revealing notable disparities. Only 27.3% of respondents are thoroughly familiar 

with their school’s cybersecurity policies, while two-thirds have a partial understanding, and 

6.1% are entirely unaware as shown in Figure 3.   

 

 
Figure 3: Security Policies and Procedures 

 

Training participation is particularly low, with 84.9% of respondents not attending any 

cybersecurity workshops or training sessions in the past year, and only 15.2% reporting recent 

training.   

 

Despite these gaps, key cybersecurity measures are widely practiced. Nearly 88% of 

respondents use antivirus software and perform regular updates to protect against threats. 

Additionally, over 80% ensure that all devices are password-protected, and two-thirds 

implement access restrictions to safeguard sensitive information. These findings highlight both 



 

 

 
Volume 10 Issue 38 (March 2025) PP. 202-210 

  DOI: 10.35631/JISTM.1038013 

207 

 

strengths in specific practices and areas for improvement in policy awareness and training 

participation. 

 

Incident Response 

Respondents' preparedness for and experience with cybersecurity incidents show notable 

variation. Based on Figure 4, when suspecting malware, nearly 80% would immediately 

disconnect from the internet and run a malware scan. A smaller group (15.2%) would seek 

advice from a colleague without taking immediate action, while a minimal 6.1% would 

continue using the computer while attempting to address the issue.  

 

In terms of experiences with cybersecurity incidents at schools, over half (57.6%) have never 

encountered an incident. Meanwhile, nearly one-quarter (24.2%) have experienced and 

successfully resolved such incidents, while 18.2% have faced incidents that remain unresolved.   

 

Confidence in responding to cybersecurity incidents is divided, with a slight majority (57.6%) 

expressing confidence in their ability to handle such situations, while 42.4% report a lack of 

confidence. These findings highlight both proactive behaviours and areas requiring improved 

training and support. 

 

 
Figure 4: Incident Responses 

 

Feedback and Improvement 

Respondents identified key areas for improving cybersecurity practices. A majority (60%) 

expressed the need for additional training or workshops to enhance their knowledge and skills. 

Half of the respondents (50%) emphasized the importance of access to clear cybersecurity 

guidelines and best practices, while 40% indicated that regular updates and alerts about 

emerging cyber threats would be beneficial. Additionally, another 40% highlighted the need 

for greater support from their IT department to strengthen cybersecurity efforts as shown in 

Figure 5. 
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Figure 5: Feedback and Improvement Responses 

 

Recommendations 

Based on the findings, the following recommendations are proposed to enhance cybersecurity 

awareness and practices. To raise awareness, targeted campaigns or workshops should be 

launched to familiarize staff and students with basic cybersecurity concepts, particularly for 

the 22.3% who lack awareness. Additionally, clear and accessible cybersecurity guidelines and 

best practices should be shared with all stakeholders. 

 

To improve password practices, organizational policies should mandate regular password 

updates, supported by automated reminders, and provide training on the importance of 

password hygiene, including how to identify strong passwords. 

 

To expand training opportunities, mandatory, regular cybersecurity training sessions should be 

conducted for the 84.9% who have not attended any programs. These sessions should also 

incorporate scenario-based training to build confidence in handling cybersecurity incidents. 

 

To strengthen incident response, regular drills and workshops should be organized to improve 

preparedness and confidence. Clear protocols should be established, and accessible IT support 

should be provided to help staff and students manage potential threats effectively. 

 

To encourage practical measures, the adoption of two-factor authentication (Wahid et al., 2021) 

should be promoted, and the importance of securing sensitive data should be emphasized. 

Ongoing education about phishing attacks and other cyber threats is crucial for ensuring 

proactive cybersecurity practices. 

 

Finally, to provide institutional support, resources such as updated cybersecurity guidelines, 

emerging threat alerts, and increased collaboration between the IT department and staff should 

be prioritized to offer continuous support and guidance. 

 

Conclusion 

The study highlights that while respondents demonstrate a basic understanding of cybersecurity 

concepts and engage in some practical measures, significant gaps persist in awareness, training, 

and consistent application of best practices. These gaps include insufficient training 

opportunities, limited policy awareness, and inconsistent password update practices. 
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Additionally, a substantial proportion of respondents lack confidence in responding to 

cybersecurity incidents. 

 

To address these issues, institutions should focus on fostering a culture of cybersecurity 

awareness through targeted training programs, sharing clear guidelines, and improving 

password practices through regular updates and training. Strengthen incident response via 

drills, clear protocols, and accessible IT support. Promote two-factor authentication, secure 

sensitive data, and educate on phishing threats. In addition to it, institutional support should 

prioritize updated guidelines, threat alerts, and IT-staff collaboration for continuous guidance. 

These steps aim to enhance awareness, preparedness, and proactive cybersecurity practices 
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