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This study addresses the weak intention-behavior gap in dynamic threat 

environment such as the internet. Specifically, we examine the role of IT 

adaptability in enhancing the translation of cybersecurity intention to 

cybersecurity behavior across public sector employees. We build from the 

Theory of Planned Behavior (TPB), Technology Threat Avoidance Theory 

(TTAT), and Coping Model of User Adaptation to examines planned cyber 

threats avoidance behavior among 558 sampled public sector employees. A 

moderated mediation analysis evaluates how Avoidance Attitude (AA), 

Subjective Norms (SNO), and Self-efficacy (SEFF) influences Avoidance 

Intention (AI) and Avoidance Behavior (AB) with ITA as both a direct 

predictor and a moderator of AI-AB relationship. Results show that AA, SNO, 

and SEFF influences AI. Both AI and ITA directly predict AB. ITA strengthen 

the effect on AI-AB association. At higher levels of ITA, the conditional 

indirect effects were statistically significant. Our model explains 58.9% of 

variance in AB. These results extend TPB by emphasizing adaptability as a 

catalyst that translate security intentions into security behaviors. The findings 

of the study have important contribution to researchers and practitioners in the 

area of behavioral cybersecurity as empirical evidence for nurturing adaptive 

cybersecurity behaviors in an ever-changing IT environment are provided. 
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Introduction 

According to World Economic Forum (2025) and European Union Agency for Cybersecurity 

(2024) there is a growing trend in number, potency, and complexity of cyber threats that targets 

both organizations and individuals. Despite the heavy investments undertaken by organizations 

to secure their digital assets (World Economic Forum 2025), human behavior remains a critical 

weakness and oftentimes termed as “weakest link” in cybersecurity domain (Maalem Lahcen 

et al. 2020). This situation is critical in developing economies where public sector is 

characterized by insufficient resources, weak cyber security infrastructure, and low awareness 

(Ghelerter et al. 2022) and (Creese, Dutton, and Esteve-González 2021). In many 

circumstances, users hold positive intentions to avoid threats but fails to convert the intentions 

into consistent protective behaviors. This is a known challenge in the behavioral cybersecurity 

literature (Jenkins, Durcikova, and Nunamaker 2021), (Conner and Norman 2022) and 

(Mattson, Aurigemma, and Ren 2023). We posit that the inability to act even with intentions is 

attributed to individual’s IT-related inflexibility given the contemporary dynamism in cyber 

threats. 

 

The Theory of Planned Behavior (TPB) argues that attitude towards behavior, subjective 

norms, and perceived behavioral control influence intention formation which in turn predict 

actual behavior (Hagger and Hamilton 2025) and (Alanazi, Freeman, and Tootell 2022). In 

behavioral cybersecurity literature, TPB has been used extensively to evaluate positive 

behavioral cybersecurity intentions as well as security policy compliance (Sommestad, 

Karlzén, and Hallberg 2019). However, TPB alone cannot entirely explain variances in actual 

cybersecurity behavior and in particular when users are faced with changing IT environment. 

Contemporary reviews on the utilization of TPB indicate a substantial amount of variance 

unexplained in behavioral cybersecurity and thus hinging on sufficiency premise that is 

challenged in environments that are dynamic (Sommestad et al. 2019). In behavioral 

cybersecurity literature, authors have oftentimes integrate the base theory with additional 

constructs in order to extend its explainability or capture unexplained variances (Alsharida et 

al. 2023), and (Prabhu and Dell 2025). 

 

Technology Threat Avoidance Theory (TTAT) enriches the understanding of threat avoidance 

behavior through threat and coping appraisals as determinants of avoidance motivation and 

behavior. TTAT posits that users evaluate both magnitude of impact and likelihood of 

occurrence of a threat (threat appraisal) and their ability, cost, and efficacy of the safeguard 

measure (coping appraisal) before intending to avoid (Alsharida et al. 2025). Borgert et al., 

(2024), Kiran et al., (2025), and Simon et al., (2025) have confirmed that self-efficacy and 

safeguard effectiveness of the coping appraisal are strong predictors of security behaviors. 

 

Even with the strongest motivation, in real world scenarios behavior oftentimes falls short. In 

this paper, we argue that IT Adaptability serves as an important lever that bridge intention and 

action. We construe IT adaptability as individual’s willingness and ability to change own’s 

knowledge, skills, and behaviors in response to evolving IT threats (Gundu 2024). The premise 

of the Coping Model of User Adaptation (CMUA) argues that users’ response to IT events 

passes through cognitive appraisal and adaptive coping strategies (Stacey et al. 2021). 

Adaptation behaviors such as reconfiguring security features and learning new security routine 

assist users to form intentions even under changing threat landscape. 
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Previous behavioral cybersecurity literature emphasizes the importance of adaptation 

strategies. For example, Bala and Venkatesh (2016) posits that technology adaptation after 

implementation of IT is linked to users’ coping and resource evaluation. (Gößwein and 

Liebherr 2025) and (Sony and Mekoth 2022) have shown that adaptation behaviors enhances 

effective use of IT systems. In the context of behavioral cybersecurity, this suggest that higher 

levels of IT adaptability are likely to avoidance intention into actual avoidance behavior even 

when threat parameters such as tools, tactics, and risks are evolving. 

 

In this study we integrate TPB, TTAT, and CMUA to propose a moderated mediation model 

of cyber threats avoidance. Specifically, TPB provides the intention-motivation pathways that 

explain how individuals form readiness to act while TTAT compliment this by framing threat 

avoidance as an appraisal-coping process. We examine IT users’ avoidance attitudes, 

subjective norms, and self-efficacy influences avoidance intention that predicts avoidance 

behavior with IT adaptability shaping both a direct interaction to avoidance behavior and 

moderating intention-behavior relationship. We posit that under higher levels of IT 

adaptability, the indirect effects of avoidance attitude, subjective norms, and self-efficacy on 

avoidance behavior via avoidance intention will be stronger. 

 

Our contribution has three distinct dimensions. In the first place we extend the TPB and TTAT 

by including adaptability in an attempt to address the intention-behavior gap. While we agree 

the extent to which TPB/TTAT models intention, we argue that a threat-rich dynamic 

environment such as the internet requires a dynamic vigilance that translate intentions to 

behavior. ITA is built over individual-adaptation research as ability and willingness to adjust 

knowledge, behaviors, and skills in response to IT environment changes. We then empirically 

evaluate the dual role of IT adaptability in behavioral cybersecurity context; first as a direct 

driver of behavior and second as a moderator of intention-behavior gap and thus advancing the 

conditional process of cyber threats avoidance.  

 

The remaining part of the paper has five sections. Section two begin by developing the 

theoretical basis, hypothesis derivation, and model description. Section three we present brief 

methodology with measures and analysis approach. Reporting of results is presented in section 

four while section five discusses research implications and opportunities for future work. The 

last section concludes with theoretical and practical recommendations and limitations. 

   

Theoretical Framework and Hypotheses Formulation 

 

Theory of Planned Behaviour 

The Theory of Planned Behavior is firmly found on the idea that human behavior can be 

predicted through its intention. Furthermore, intention is determined by three antecedents 

namely attitude towards behavior, subjective norms, and perceived behavioral control (Ajzen 

2020). Behavioral, normative, and control beliefs shape the attitude, subjective norms, and the 

perceived behavioral control respectively. These together forms the intentions to act and in turn 

predict the actual behavior. Attitude reflect individual’s positive or negative evaluations of 

performing a required behavior, subjective norms refer to the perceived expectations from 

significant others about performing a required behavior, and lastly perceived behavioral control 

indicates to the perceived difficulty of performing a required behavior (Bosnjak, Ajzen, and 

Schmidt 2020). In behavioral cybersecurity literature, TPB has been used extensively to predict 
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individual behaviors such as secure password use, security policy compliance, and phishing 

resistance (AlGhanboosi, Ali, and Tarhini 2023) and Hong and Furnell (2021).  

 

Alsharida et al., (2023) noted that TPB is hinged on “sufficiency assumption” and this 

restrictive nature has seen the theory’s ability to account for unexplained variances in behavior 

increase. The “sufficient assumptions” asserts that only attitude, subjective norms, and 

perceived behavioral control are enough to account for behavioral intention and actual 

behaviors. In real life scenario, this premise do not account for other significant contextual, 

emotional, or situational predictors (Ajzen 2020) and (Sommestad et al. 2019). 

 

In operationalization of TPB studies, self-efficacy and perceived behavioral control (PBC) are 

often used interchangeably. PBC is construed as a higher order construct comprising of both 

self-efficacy as individual confidence in own’s ability and controllability related to external 

constraints. From the lens of (Hagger and Hamilton 2025) and (Guo et al. 2023), self-efficacy 

is the core arm of the PBC and many behavioral literature assess PBC from self-efficacy lens. 

Meta-analytic evidences have shown that PBC/self-efficacy have the ability to predict intention 

and behavior over attitude and norms (Armitage and Conner 2001). On the other hand, Fishbein 

and Ajzen (2011) highlights that in practice researchers have been emphasizing self-efficacy 

when evaluating PBC as capability often overpower external constraints in explaining 

variances in behavior. 

 

Behavioral cybersecurity literature has shown that attitude and subjective norms predict 

behavioral intentions. Individual’s positive assessment of avoidance actions and strong 

normative influence from significant others such as supervisors, professionals, and peers tends 

to coerce individuals to intend to comply with security policies. Moreover, individuals with 

higher levels of self-efficacy have strong positive intentions and actual behaviors as they 

believe on their ability to carry out a required security behavior (Ajzen 2020), (Borgert et al. 

2024), and (Haag, Siponen, and Liu 2021). It is from this perspective we hypothesize that: 

 

H1: Avoidance attitude has a positive effect on avoidance intention 

H2: Subjective norms have positive effect on avoidance intention 

 

Technology Threat Avoidance Theory 

Proposed by Liang and Xue (2009), the Technology Threat Avoidance Theory (TTAT) explain 

how individuals respond to information technology-related threat through their cognitive 

appraisal of the threat and their coping capacity. At the beginning individuals assess the 

magnitude of the impact and the likelihood of threat occurrence and then evaluate their ability 

to effectively respond in order to eliminate or minimize the threat, the efficacy of the safeguard 

measure, and the related cost of executing the required behavior. These two are namely threat 

and coping appraisal respectively. Consequently, appraisals influence avoidance motivation 

which in turn predict the performance of the required protective behavior given availability of 

needed resources. TTAT underscores the significance of perceived severity, susceptibility, 

response efficacy, self-efficacy, and cost as determinants of avoidance intention (Carpenter et 

al. 2019). 

 

In behavioral cybersecurity research, TTAT supplement TPB through emphasizing coping 

beliefs. In particular self-efficacy and perceived response efficacy as significant predictors of 

protective behavior. Review of recent studies has demonstrated that individuals with higher 
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levels of own’s confidence in their ability to execute a protective measure as well as a strong 

belief on the efficacy of the safeguard measure to be executed are more likely to avoid 

information technology-related threats (Kiran et al. 2025), (Borgert et al. 2024), and (Wang et 

al. 2023). It is from this convergent thinking we hypothesize that: 

 

H3a:  Self-efficacy has a positive effect on avoidance intention 

H3b: Self-efficacy has a positive effect on avoidance behavior 

H4: Avoidance intention has a positive effect on avoidance behavior 

 

Coping Model of User Adaptation 

The Coping Model of User Adaptation (CMUA) enables us to understand cognitive, relational, 

and process approach through which an individual go through during IT adaptation. Proposed 

by Beaudry and Pinsonneault (2001) the theory asserts that individual adaptation is a mental 

and behavioral effort exerted by user to manage consequences of IT event. We deduce therefore 

that during adaptation individuals can either invoke emotional focused coping or problem 

focused coping. Similarly, what an individual do during adaptation is a function of how much 

they are in control of the situation. The approach coping unlike the avoidance coping focuses 

on solving the problem and behaviors such as modifying IT, personalizing IT, learning new 

skill, or seeking social support can be manifested. 

 

We construe IT adaptability to include cognitive, behavioral, and emotional adjustments that 

allow individuals to align their knowledge, skills, behaviors, and work practices with the 

evolving cyber risks. Recent literature has shown the extent to which adaptation enhances 

effective use and resilience in changing IT environments (Salo, Makkonen, and Hekkala 2020). 

Individuals who are more adaptable can easily enact protective behaviors and to comfortably 

surpasses the limitations that may hinder the execution of the required behavior. Thus, IT 

adaptability is expected to have direct positive influence on avoidance behavior as well as 

strengthening the relationship between avoidance intention and avoidance behavior. 

Accordingly, we postulate that: 

 

H5: IT adaptability has a positive effect on avoidance behavior 

H6: IT adaptability positively moderates the relationship between avoidance intention and 

avoidance behavior. 

 

In this study, all the predictors namely avoidance attitude, subjective norms, and self-efficacy 

influences avoidance behavior indirectly via avoidance intention. However, the effect of these 

indirect influences is conditioned on IT adaptability. The proposed antecedents shape intention 

while at the same time IT adaptability modifies to what extent avoidance intentions translate 

to avoidance behavior. This conditional process model reflects the complexity of behavioral 

cybersecurity particularly on cyber threats avoidance where not all individuals with enough 

intentions will take actions unless they possess adaptive capacity (Hayes 2018). See Figure 1 

for theoretical framework. 

 

We therefore posit that the indirect influences of avoidance attitude, subjective norms, and self-

efficacy on avoidance behavior through avoidance intention will be stronger when IT 

adaptability is higher. Specifically, we postulate that: 
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H7a: The indirect effect of avoidance attitude on avoidance behavior via avoidance intention 

is stronger when IT adaptability is higher 

H7b: The indirect effect of subjective norms on avoidance behavior via avoidance intention is 

stronger when IT adaptability is higher 

H7c: The indirect effect of self-efficacy on avoidance behavior via avoidance intention is 

stronger when IT adaptability is higher 

 

 
Figure 1: Theoretical Framework 

Source: Authors 

Note(s): AA – Avoidance Attitude; SNO – Subjective Norms; AI – Avoidance Intention; SEFF – Self-efficacy; 

ITA – IT adaptability; AB – Avoidance behavior 

Source: Authors 
 

Methodology 

 

Survey Development, Sampling and Participants 

This study used quantitative cross section survey approach to assess the hypothesized 

moderated mediation model. Research data were collected from public sector employees. The 

approach selected is consistent with the contemporary behavioural cybersecurity literature such 

as Hong and Furnell (2021) and Alsharida et al., (2023) that make use of large scale survey 

data to evaluate structural models. The public sector is comprised of Ministries, Departments, 

and Agencies (MDAs) where sample was drawn and thus supporting generalizability within 

the public sector. Proportional stratified sampling approach was adopted to draw respondents 

as research participants. We targeted respondents with over two years of job experience and 

who uses computing devices connected to the internet for their official day to day activities.  

 

Measurements 

A structured validated questionnaire that was adapted from past behavioral cybersecurity 

research was employed as a survey instrument. All measurement items were adapted and 

adopted to suit the core tenets of this study. Avoidance attitude was operationalized from 

Venkatesh et al., (2003) while self-efficacy and subjective norms were adapted from Wang et 

al., (2023) and Tsai et al., (2016) respectively. Measurement items for avoidance intention and 

avoidance behavior were adapted from the same source (Liang and Xue 2010). Lastly, IT 

adaptability measurement instrument were operationalized from Heijde and Van Der Heijden, 

(2006). The survey instrument was made up of all research constructs measured on a 7-point 

Likert scale ranging from 1 = strongly disagree to 7 = strongly agree. The instrument further 

incorporated demographic data such as gender, age group, education level, possession of 

formal ICT training, job experience, and MDA Type. We established content validity for the 
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revised questionnaire as per Polit et al., (2007) through computation of content validity index 

(CVI) across six subject matter experts. The adapted research tool achieved an S-CVI/Ave 

value of 0.95 above the 0.83 cut-off point. 

 

Partial Least Square Structural Equation Modeling (PLS-SEM) analyzed the proposed 

associations among constructs of interest. PLS-SEM was preferred due to its ability to evaluate 

models with mediation and moderation paths, its ability to handle small sample size, as well as 

its suitability in non-normality data circumstances (Hair and Alamer 2022). The analysis was 

performed using SMARTPLS v 4. Confirmatory Factor Analysis (CFA) verified the content 

validity cut off value of >=.50 (Hair and Alamer 2022). Discriminant validity was evaluated 

using the HTMT ratio of correlation and Fornell Larcker benchmarks (Fornell and Larcker 

1981). Furthermore, we assessed convergent validity using composite reliability and average 

variance extracted aiming for 0.70 and 0.50 respectively (Hair and Alamer 2022). Reliability 

was assessed with Cronbach’s Alpha value of 0.70 (Hair et al. 2017). 

 

Data Analysis and Results 

Among the 650 questionnaires sent to respondents across all MDAs, this study managed to 

collect back a total of 558 completed and valid responses. This is equivalent to a response rate 

of 85.4%. Regarding gender, this researcher managed to collect data from 324 males that 

accounts for 58.1% and 234 females that accounts for 41.9% of respondents indicating a fairly 

well distribution of all gender across the entire sample given the sampling technique used. In 

terms of age group, respondents were distributed as follows: 51 (9.1%) were the youngest 

group aged between 18 and 25 years, 126 (22.6%) of respondents were aged between 26 and 

33 years, 156 (28.0%) of respondents were between 34 and 41 years old, 155 (27.8%) of 

respondents aged between 42 and 49 years, and the last group that accounted for respondents 

with 50 years and above were 70 equivalent to 12.5%. 

 

Most of the respondents had an educational level of diploma or equivalent qualification 

accounting for 144 (25.8%) followed by masters’ degree holder who were 135 (24.2%). 

Graduates who possess first degree as their highest education level were 133 (23.8%), those 

with third degree as highest education level accounted for 48 (8.6%) of all respondents while 

for advanced secondary education and ordinary secondary education were 57 (10.2%) and 41 

(7.3%) respectively. The distribution of responses from across all major educational level 

reflect the representation of the Tanzania public sector employees. 

 

Data showed that respondents with formal ICT training were 270 equivalents to 48.4% of all 

respondents while those without formal ICT training were 288 equivalents to 51.6%. It was 

important that the profile of respondents to contain both categories in order to reflect different 

characteristics of the respondents. Of all respondents, those with between 8 and 10 years of 

experience in the public sector were 167 (29.9%), followed by respondents with experience of 

10 years and above 157 (28.1%). Those with experience between 5 and 7 years were 138 

(24.7%) and lastly between 2 and 4 years were 96 (17.2%). This kind of distribution of 

respondents showed that first all respondents had enough experienced to participate in the 

research, and second that public sector employees of varying age groups have been well 

represented in the sample. 
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The researcher collected data from all MDAs to ensure representation of the profile of the 

public sector. Data indicated that majority of respondents emanated from authorities, ministries 

and independent departments represented by 77 (13.8%),76 (13.6%), and 71 (12.7%) 

respectively. Further, agencies had 57 (10.2%) respondents, funds had 28 (5.0%) respondents, 

institutes had 46 (8.2%) respondents, boards had 59 (10.6%) of respondents, council had 42 

(7.5%) of respondents, commissions had 55 (9.9%) of respondents, government companies 

were represented by 19 respondents equivalent to 3.4% and finally corporations had 28 

respondents equivalent to 5.0%. See Table 1 for descriptive statistics 

 

Table 1: Summary of Demographic Characteristics of the Respondents 

Category f % Category f % 

Gender   Job Experience   

Male 324 58.1 Between 2 and 4 years 96 17.2 

Female 234 41.9 Between 5 and 7 years 138 24.7 

Age Group   Between 8 and 10 years 167 29.9 

18 – 25 years 51 9.1 Over 10 years 157 28.1 

26 – 33 years 126 22.6 MDA Type   

34 – 41 years 156 28.0 Ministries 76 13.6 

42 – 49 years 155 27.8 Independent 

departments 

71 12.7 

50 years and above 70 12.5 Authorities 77 13.8 

Education Level   Agencies 57 10.2 

O’ Level 41 7.3 Funds 28 5.0 

A’ Level 57 10.2 Institutes 46 8.2 

Diploma or equivalent 144 25.8 Boards 59 10.6 

Degree or equivalent 108 24.1 Councils 42 7.5 

Masters’ degree 135 24.2 Commissions 55 9.9 

Doctorate degree 48 8.6 Government companies 19 3.4 

Possession of ICT Certification   Corporations 28 5.0 

Yes 270 48.4    

No 288 51.6    
Source: Authors 
 

We followed the descriptive analysis of demographic data with research constructs. During 

measurement model assessment, only SNO1 loaded low at 0.206 and it was eliminated. Final 

outer loadings are presented in Table 2. This assessment included reliability and validity tests 

and examination of common method bias. We concluded the analysis with structural model 

evaluation and hypothesis testing and verification. 

 

Table 2: Descriptive Statistics, Factor Analysis and Reliability Test 

Construct Items Factor 

Loading 

Mean SD 𝜶 CR AVE 

Avoidance Attitude 

(AA) 

AITA1 0.899 4.409 1.596 0.929 0.949 0.823 

AITA2 0.919 

AITA3 0.902 

AITA4 0.908 

IT Adaptability (ITA) ITA1 0.850 3.599 1.548 0.937 0.948 0.694 

ITA2 0.875 
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ITA3 0.835 

ITA4 0.859 

ITA5 0.839 

ITA6 0.792 

ITA7 0.807 

ITA8 0.803 

Avoidance Behavior 

(AB) 

ITAB1 0.917 3.769 1.296 0.773 0.898 0.814 

ITAB2 0.888 

Avoidance Intention 

(AI) 

ITAI1 0.883 4.586 1.388 0.792 0.880 0.711 

ITAI2 0.898 

ITAI3 0.739 

Self-efficacy (SEFF) SEFF1 0.784 4.215 1.268 0.930 0.943 0.702 

SEFF2 0.754 

SEFF3 0.778 

SEFF4 0.896 

SEFF5 0.894 

SEFF6 0.875 

SEFF7 0.871 

Subjective Norms 

(SNO) 

SNO2 0.941 4.336 1.049 0.861 0.935 0.878 

SNO3 0.933 
Source: Authors 

Note(s): Scale 1 – Strongly Disagree; 2 – Strongly Agree 
 

To assess global model fit, we took into consideration several indices. We present both 

standardized root mean square residual (SRMR), unweighted least squares discrepancy 

(d_ULS), geodesic discrepancy (d_G), Chi-square, and normed fit index (NFI) each serving as 

a complimentary purpose. The SRMR (0.075) was below 0.08 threshold, indicating acceptable 

fit (Henseler, Hubona, and Ray 2016). Both d_ULS (1.973) and d_G (0.966) statistical values 

were small indicating limited differences between empirical and model implied covariance 

matrices. The result of Chi-square statistic were significant (2 = 3139.988), a common 

occurrence with large sample sizes (Hair and Alamer 2022). The NFI recorded 0.763 below 

the required threshold of 0.90. While this result showed that the proposed model has not 

achieved acceptable comparative fit specifically with the NFI, our study prioritized prediction 

nature of PLS-SEM thus positioning SRMR and predictive statistic such as Q2 and PLSpredict 

over the CB-SEM comparative indices as more appropriate criteria (Henseler 2017), (Ogbeibu 

et al. 2021), (Hu and Bentler 1999) and (Sarstedt et al. 2016). 

 

Internal consistency was evaluated using Cronbach’s alpha and it reflects instrument’s 

reliability. The reliability test revealed that all Cronbach’s alpha were above the threshold of 

0.7 which demonstrate reliable internal consistency. These values are shown in Table 2. All 

Composite Reliability (CR) values exceeded 0.880 further demonstrating strong internal 

consistency. As it can be seen from Table 2, the measurement items’ convergent validity was 

assessed through the item’s outer loading threshold of 0.7 or 0.4 (Hair and Alamer 2022). Our 

results’ lowest factor loading was 0.739. The square root of the Average Variance Extracted 

(AVE) values reported higher than its correlation with another factor (Fornell and Larcker 

1981). Discriminant validity was confirmed through the results of HTMT ratios that are below 

0.90 (Henseler et al. 2016). We summarize the results of HTMT ratios in Table 3. 
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Table 3: Descriptive Heterotrait-Monotrait (HTMT) Ratio 

Construct AA ITA AB AI SEFF SNO 

AA -      

ITA 0.504 -     

AB 0.687 0.850 -    

AI 0.596 0.622 0.729 -   

SEFF 0.156 0.159 0.192 0.558 -  

SNO 0.772 0.552 0.672 0.627 0.169 - 
Source: Authors 
  

Structural model was assessed through bootstrapping procedure with 10000 samples 

(Streukens and Leroi-Werelds 2016), (Kline 2016). The results of the structural paths exhibited 

substantial support to the hypothesized relationships. Avoidance attitude H1 (AA) significantly 

influenced avoidance intention ( = 0.278, t = 6.498, p < 0.001). We noted the same positive 

influence with subjective norms H2 towards avoidance intention ( = 0.263, t = 6.137, p < 

0.001). Self-efficacy H3a showed strongly predictive positive influence on avoidance intention 

( = 0.415, t = 14.106, p  0.001) but exhibited partial significant negative effect on avoidance 

behavior H3b ( = -0.051, t = 1.470, p  0.1) suggesting a weak negative effect. On the other 

hand, avoidance intention H4 positively influences avoidance behavior with  = 0.322, t = 

8.618, p  0.001. IT adaptability strongly and positively predicted avoidance behavior H5 ( = 

0.552, t = 15.468, p  0.001) positioning itself as a strong determinant of avoidance behavior. 

We examined the moderating effect of IT adaptability and results indicated that the interaction 

path was positive and partial significant H6 ( = 0.066, t = 1.545, p  0.1) hence supporting 

the partial moderation at the 10% confidence level (Jr et al. 2017). These results are 

summarized in Table 4. 

 

 
Figure 2: Bootstrapping Results (Path Coefficient and P Values) 

Source: Authors 

 

Our moderated mediation assessment show that indices value for IT adaptability mediation 

effect is positive. For the path avoidance attitude through avoidance intention towards 

avoidance behavior the values were [index = 0.019, SE = 0.012, 95%CI = (-0.000, 0.040)]. At 

higher levels of IT adaptability, the indirect effect of AA on AB through AI ( = 0.108, t = 

4.068, p < 0.001) was stronger than at mean ( = 0.090, t = 4.861, p < 0.001) and at lower 
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levels ( = 0.071, t = 4.242, p < 0.001). The same pattern is reported in the path subjective 

norms through avoidance intention towards avoidance behavior [index = 0.018, SE = 0.011, 

95%CI = (-0.000, 0.038]. At higher levels of IT adaptability, the indirect effect of SN on AB 

through AI ( = 0.102, t = 4.070, p < 0.001) was stronger than at mean ( = 0.085, t = 4.916, p 

< 0.001) and at low IT adaptability ( = 0.067, t = 4.287, p < 0.001). Lastly, effect of self-

efficacy on avoidance behavior via avoidance intention [index = 0.028, SE = 0.017, 95%CI = 

(-0.000, 0.057)] was stronger ( = 0.161, t = 5.251, p < 0.001) than both at mean levels of IT 

adaptability ( = 0.133, t = 6.889, p < 0.001) and lower levels ( = 0.106, t = 5.118, p < 0.001). 

Thus, hypothesis 7a-c are supported and corresponding conditional indirect effects and index 

of moderation are summarized in Table 5 and 6 respectively. 

 

Table 4: Hypothesis Testing Results and Effect Sizes 

Hypothesis Path  T-

value 

p-

value 

Supported Effect size 

H1 AA → AI 0.278 6.498 *** Yes Small 

H2 SNO → AI 0.263 6.137 *** Yes Small 

H3a SEFF → AI 0.415 14.106 *** Yes Large 

H3b SEFF → AB -0.051 1.470 * No Trivial 

H4 AI → AB 0.322 8.618 *** Yes Medium 

H5 ITA → AB 0.552 15.468 *** Yes Large 

H6 ITA * AI → AB 0.066 1.545 * Yes Small 
Source: Authors 

Note(s): *** p < 0.001; ** p < 0.05; * p<0.1 
 

We rely on the works of Beaudry and Pinsonneault (2001) to provide a classification of “small”, 

“medium”, and “large” effect size to correspond to f2 values of 0.02, 0.15, and 0.35 respectively 

for direct effects while for moderation effect Hair et al., (2022) classify “small”, “medium”, 

and “large” effect size to correspond to f2 values of 0.005, 0.010, and 0.025 respectively. 

Results showed that effect size for ITA → AB (0.439) and SEFF → AI (0.326) were large 

followed by medium effect size for AI → AB (0.135) while AA → AI and SNO → AI exhibited 

small effect sizes of 0.079 and 0.071 respectively. Result for SEFF → AB was insignificant 

and trivial (0.004). For the moderation effect, even though significant the effect size was small 

(0.006). Consistent with behavioral cybersecurity literature, effect sizes observed were small 

yet significant as intentions and behaviours are determined by multiple concurrent cognitive, 

emotional, social, and contextual influences (Mou et al. 2022), (de Bruin and Mersinas 2024). 

See Table 4 above for hypothesis testing result summary. 

 

Table 5: Conditional Indirect Effects Under IT Adaptability Moderation 

Path Level Effect BootSE BootLLCI BootULCI 

AA→AI→AB -1SD 0.071 0.017 0.045 0.100 

Mean 0.090 0.018 0.061 0.122 

+1SD 0.108 0.026 0.068 0.155 

SNO → AI → AB -1SD 0.067 0.016 0.043 0.095 

Mean 0.085 0.017 0.059 0.115 

+1SD 0.102 0.025 0.065 0.148 

SEFF → AI → AB -1SD 0.106 0.021 0.074 0.142 

Mean 0.133 0.019 0.105 0.168 

+1SD 0.161 0.031 0.113 0.215 
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Source: Authors 

Note(s): AA – Avoidance Attitude, AI – Avoidance Intention, AB – Avoidance Behavior, SNO – Subjective 

Norms, SEFF – Self-efficacy; SD – Standard Deviation, LLCI – Lower Limit Confidence Interval, and ULCI – 

Upper Limit Confidence Interval 
 

Table 6: Index of Moderated Mediation 

Moderator Path Index BootSE BootLLCI BootULCI 

IT Adaptability AA → AI → AB 0.019 0.012 -0.000 0.040 

SNO → AI → AB 0.018 0.011 -0.000 0.038 

SEFF → AI → AB 0.028 0.017 -0.000 0.057 
Source: Authors 

Note(s): AA – Avoidance Attitude, AI – Avoidance Intention, AB – Avoidance Behavior, SNO – Subjective 

Norms, SEFF – Self-efficacy; SE – Standard Error, LLCI – Lower Limit Confidence Interval, and ULCI – Upper 

Limit Confidence Interval 
 

 
Figure 3: Moderating Effect of IT Adaptability on Avoidance Intention Towards 

Avoidance Behaviour 
Source: Authors 

Note(s): AB – Avoidance Behaviour; AI – Avoidance Intention; SD – Standard Deviation 

 

We further examined the explanatory capability of the proposed model. The proposed model’s 

explanatory capability recorded significant coefficient of determination for avoidance intention 

(R2 = 0.488, p < 0.001) and avoidance behaviour recorded (R2 = 0.589, p < 0.001) indicating 

variance explanation of 48.8% and 58.9% respectively. Interpreting from the lens of Hair et 

al., (2019) this is a moderate explanatory power. See Table 7 for model’s explanatory power. 

 

Table 7: Model Explanatory Power 

Endogenous Construct R2 Adjusted R2 p value 

Avoidance Intention 0.488 0.485 *** 

Avoidance Behavior 0.589 0.586 *** 
Source: Authors 

Note(s): *** p < 0.001 
 

Discussion 

We examined how avoidance attitude, subjective norms, and self-efficacy influences cyber 

threats avoidance intention and behavior with IT adaptability as a moderator. Our findings have 

managed to demonstrate both hypothesized and nuanced results in explaining public sector 

employees’ cybersecurity behavior. 
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Consistent with TPB, attitude, subjective norms, and self-efficacy meaningfully influence 

avoidance intention. Of all predictors of intention, self-efficacy was the strongest in congruence 

with Alsharida et al., (2023), Almansoori et al., (2023), and Chaudhary, (2024). Avoidance 

attitude and subjective norms likewise made notable contribution in line with the premise that 

both personal assessment and social pressures influence cybersecurity intentions (Gan, Lee, 

and Liew 2024) and (Stylianou et al. 2025). Avoidance intention remained a significant 

predictor of avoidance behavior (Ajzen 2020). 

 

The role of IT adaptability is evidently highlighted influencing significantly avoidance 

behavior as a direct predictor. This finding concurs with CMUA’s perspective that individual 

adaptive capacities permit problem-focused coping with dynamic information technology 

environment through development of adaptive behaviors, flexible skills, and knowledge 

(Nguyen and Ha 2021) and thus enabling effective threat avoidance. Within the boundaries of 

cyber threats, IT adaptability appears to function as a resource empowering employees not only 

to identify risks but also perform required avoidance behavior effectively. This suggests that 

adaptive competencies serve as critical enablers of behavior over and above the personal and 

social predictors identified in the TPB. 

 

Notably, the conditional indirect effects of avoidance attitude, subjective norms, and self-

efficacy on avoidance behavior through avoidance intention exhibited stronger characteristics 

at higher levels of IT adaptability. The moderation result revealed a more nuanced insight. The 

interaction role of IT adaptability on the relationship between avoidance intention and 

avoidance behavior appeared significant. Although modest, the interaction indicates partial 

moderation. However, the moderating influence of IT adaptability is likely partial in the public 

sector where hierarchical decision making, limited behavioural autonomy, and organizational 

rigidity limits employee’s ability to convert intentions into actual behaviour even when 

adaptive capabilities are high denoting the superior role of structural controls over technology 

use and security practices. At higher levels of IT adaptability public sector employees’ 

conversion of intention to behavior exhibit consistent characteristics. Recalling from Borgert 

et al., (2024) & Klein and Zwilling, (2024a), both contextual or resource-based predictors have 

been documented to modify the strength of the intention-behavior relationship. This 

emphasizes the subtle but relevant and consistent role of IT adaptability in positively enhancing 

the intention-behavior relationship. 

 

Self-efficacy exhibited negative partial significant influence on avoidance behavior. Prior 

literature has demonstrated how self-efficacy is able to directly shapes protective behavior 

(Borgert et al. 2024). Our results suggest that in the public sector context, self-efficacy 

functions positively through intentions and negatively through actual behavior. This can be 

attributed to structural constraints common in the public sector context in such a way that even 

though employees may feel confident in their abilities to carry out required cybersecurity 

behavior, they remain tied to organizational constraints such as organizational rigidity and 

centralized decision-making to defend their digital resources (Klein and Zwilling 2024b) and 

thus limiting their direct execution of behavior. Furthermore, Hagger et al., (2022) & Hagger 

and Hamilton, (2024) indicates that belief in own’s ability fuels intention more than actual 

behavior and in situations where frictions may emanate between employee and organization 

due to fatigue, workload (Kim and Kim 2024) or time pressure (Chowdhury, Adam, and 

Teubner 2020), self-confidence may stagnate and occasionally drift to overconfidence/inaction 
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(Fatoki, Shen, and Mora-Monge 2024), and (Ma and Chen 2023). This finding enriches 

behavioral cybersecurity literature by demonstrating that organizational settings can channel 

individual resources into intentions but not direct outcomes. 

 

Finally, the modest coefficient of determination values for intention and behavior are common 

in social-behavioral models (Hair and Alamer 2022), (Hedayati et al. 2023), and (McEachan et 

al. 2016). Human behavior is influenced by multiple personal and contextual factors that may 

be difficult to model comprehensively. This means that the proposed model’s explained 

variance is satisfactorily and consistent with the existing behavioral studies. 

 

Conclusion, Implications, and Limitations 

 

Conclusion 

Our study advances the understanding of cyber threats avoidance behavior in the public sector 

by integrating IT adaptability into the Theory of Planned Behavior in tandem with Technology 

Threat Avoidance Theory and Coping Model of User Adaptation. Our results demonstrate that 

avoidance attitude, subjective norms, and self-efficacy significantly influence avoidance 

intentions. On the other hand, avoidance intentions and IT adaptability directly shapes 

avoidance behavior. Equally important is the moderating role of IT adaptability on the 

intention-behavior relationship. This moderation is further supported by robust conditional 

indirect effects. Together, these results demonstrate that while motivational levers are critical, 

IT adaptability functions as an important resource that empowers public sector employees to 

invoke cyber threats avoidance behavior in changing IT threat environments. 

 

Implications 

Theoretically, this study extends TPB by showing that in the context of cybersecurity behavior 

IT adaptability explains some intentions will likely be converted to actual behavior. This 

enrichment to TPB a provide coping and adaptation perspectives. Our results demonstrate that 

static cognitive behavioral models can be further extended through the additional of dynamic 

individual resources such as IT adaptability. Practically, our study emphasizes on the need to 

inculcate adaptability among public sector employees as their environment is characterized by 

structural constraints that may limit the direct effect of self-efficacy. Public sector entities can 

operationalize this by deploying adaptive security training modules that incorporate phishing 

simulations, role-based scenarios, and real-time feedback to empower employees’ adaptive 

responses. In parallel decentralizing selected security-related decisions rights such as 

verification procedure, incident reporting, and access escalation may further enhance 

employees’ intentions into concrete behavioral security actions. 

 

Limitations 

First our study utilized self-reported measures that may introduce bias and its reliance on 

Tanzania public sector employees may limit generalizability to other occupational or cultural 

dimensions. From theoretical point of view, the integration of TTAT and TPB inherits the 

rationality and deliberate decision-making assumptions potentially diminishing habitual or 

affective processes that may influence cybersecurity behavior. Furthermore, the moderating 

effect of IT adaptability exhibited marginal characteristic and hence its applicability in 

environment where employees have greater autonomy is unknown. These limitations provide 

plausible future endeavors through longitudinal, experimental, or intervention-based studies to 



 

 

 
Volume 10 Issue 41 (December 2025) PP. 440-459 

  DOI: 10.35631/JISTM.1041028 

454 

 

further enhance the theoretical mechanisms and improve predictive validity of behavioral 

cybersecurity. 
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