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Detecting malicious traffic in Internet of Things (IoT) networks remains 

challenging because flow distributions are highly skewed, attack 

behaviours evolve quickly, and practical deployments must balance 

accuracy with computational cost. This study evaluates five classical 

machine learning models on IoT-23 and CICIoT2023 under multiple 

sample sizes and preprocessing settings. The experimental design 

includes 1,000, 5,000, 10,000, and 50,000-record subsets, median 

imputation, five-fold stratified cross-validation, explicit hyperparameter 

tuning, SMOTE-based imbalance analysis, and training and inference 

cost measurement. In addition to the five baseline models, the study 

introduces a benign-aware histogram gradient boosting variant (BA-

HGB) that applies tuned cost- sensitive weighting to the minority 

benign class without synthetic data generation. On CICIoT2023, BA-

HGB achieved the best five-fold macro- F1 score relative to the baseline 

models on the 10,000-sample benchmark (0.8898 +/- 0.0153), the best 

macro-F1 at 50,000 samples (0.8996 +/- 0.0038), and the highest ROC-

AUC (0.9971 +/- 0.0003). An ablation in- side the HGB family further 

showed that all HGB variants outperformed the RF and GB baselines, 

whereas SMOTE consistently reduced both macro-F1 and benign-class 

F1. These results support the generalizability of the findings and show 

that histogram-based boosting is a strong practical direction for IoT 

intrusion detection, while imbalance handling mainly changes the 

accuracy-stability trade-off within that family. 
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Introduction  

 

The rapid growth of Internet of Things (IoT) deployments has expanded the attack surface 

of modern networks and increased the operational importance of detecting malicious traffic 

accurately and efficiently (Shafiq et al., 2022; Zhang & Lazaro, 2024; Abdullah et al., 2024; 

Inuwa & Das, 2024). Classical machine learning remains attractive in this setting because it 

can be trained on tabular flow features, deployed with limited hardware, and interpreted more 

easily than many deep models (Alzaabi and Mehmood, 2024; Kruschel et al., 2025; Wigerthale 

and Reich, 2024). At the same time, recent deep and privacy-preserving IoT security systems 

show that stronger detection performance often comes with greater implementation complexity 

and deployment cost (Kamal and Mashaly, 2025; Khan, 2024). However, practical conclusions 

are only trustworthy when they are tested under multiple data conditions, validated on more than 

one dataset, and discussed in terms of both effectiveness and computational cost. 

 

Comparative studies on IoT malicious-traffic detection often report strong performance for 

ensemble methods, yet many remain limited to a single dataset, narrow sample-size set- tings, 

under-justified preprocessing, and little discussion of imbalance handling or deployment cost. 

These limitations make it difficult to judge whether observed model rankings are robust, 

generalizable, and practically useful for deployment. 

 

This study therefore combines the IoT-23 benchmark with a second dataset, CI- CIoT2023, to 

test whether the same ordering of models remains valid under a broader IoT attack space. We 

use the public CICIoT2023 release because it contains diverse attacks collected from real 

devices and therefore provides a stronger basis for cross-dataset validation (Neto et al., 2023). 

To keep the detection task aligned across datasets, all non-benign CICIoT2023 labels are 

mapped to a single malicious class, while the full attack diversity is preserved in the source 

data. In addition, the study introduces a benign-aware histogram gradient boosting variant 

designed specifically for the asymmetric benign-versus-malicious balance observed in the 

CICIoT2023 subset used in this study. 

 

This study makes four contributions. First, it evaluates 1,000, 5,000, 10,000, and 50,000 samples 

on CICIoT2023 to provide a broader view of scale sensitivity. Second, it strengthens 

methodological credibility through median imputation, stratified five-fold cross-validation, 

explicit hyperparameter tuning, and SMOTE-based imbalance handling. Third, it proposes 

a benign-aware histogram gradient boosting variant (BA-HGB) that uses tuned class weighting 
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to improve minority benign-class recovery without synthetic traffic generation. Fourth, it 

discusses practical deployment trade-offs by reporting training time and inference latency in 

addition to predictive quality. 

 

Literature Review 

 

Classical Machine Learning for IoT Traffic Detection 

 

Machine learning has become a standard approach for malicious traffic detection because 

manually crafted signatures struggle to keep pace with evolving attack behaviors (Shafi et al., 

2022; Zhang & Lazaro, 2024; Abdullah et al., 2024; Ness et al., 2025). Logistic Regression and 

linear Support Vector Machines are often used as interpretable baselines; K-Nearest Neighbors 

provides a non-parametric alternative for local pattern matching; and tree-based ensembles 

such as Random Forest and Gradient Boosting are regularly reported as strong per- formers on 

structured security data (Jabardi, 2025; Açıkkar and Tokgöz, 2025; Malalha et al., 2024; Rimal 

et al., 2025; Abolmaali et al., 2024; Inuwa & Das, 2024; Imani et al., 2025). The common pattern 

across these studies is that ensemble models can capture non-linear feature interactions more 

effectively than linear baselines, but they may impose higher training cost and reduced 

interpretability (Kruschel et al., 2025; Mohale and Obagbuwa, 2025; Wiggerthale and Reich, 

2024). 

 

Remaining Research Gaps  

 

Despite the maturity of classical algorithms, three gaps remain common in comparative studies. 

First, results are often reported on a single dataset, which makes it difficult to assess whether 

findings are dataset specific. Second, preprocessing choices such as feature scaling, missing-

value imputation, feature construction, and class balancing are sometimes under-justified even 

though they strongly affect distance-based and margin-based models (Su- jon et al., 2024; Imani 

et al., 2025; Bala and Behal, 2024; AlSalehy and Bailey, 2025; Zhang et al., 2024). Third, many 

papers emphasize predictive accuracy while giving limited attention to hyperparameter 

sensitivity, validation stability, runtime cost, and the evaluation of minority classes under 

imbalance (Rimal et al., 2024; Diallo et al., 2024; Li, 2024; Zhu et al., 2024). The methodology 

adopted in this paper is designed to address those gaps directly. 

 

Methodology 

 

Datasets and Problem Definition 

 

The first dataset used in this paper is IoT-23, a labelled IoT network-traffic dataset collected 

from real devices and malware scenarios by the Stratosphere Laboratory (Garcia et al., 2020). 

To improve generalizability, we additionally evaluate the same five models on CI- CIoT2023 

(Neto et al., 2023). The public CICIoT2023 subset used in this study contains 712,311 labelled 

records, 39 numeric features, 33 attack labels, and 16,577 benign samples. Table 1 summarizes 

its composition. 

 

Both datasets are used for binary malicious-traffic detection. For CICIoT2023, the original 

labels are converted into a binary target where BENIGN is mapped to the benign class and all 

attack labels are mapped to the malicious class. This choice keeps the task definition consistent 

across datasets while still testing the models on a more diverse set of underlying attacks. 
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Table 1: Summary Of the CICIoT2023 Subset Used in This Study 

 
Statistic Value 
Total records 712,311 

Feature count 39 
Missing values 22 
Attack labels 33 
Malicious samples 695,734 
Benign samples 16,577 

Benign ratio 2.33% 

 

 
Figure 1: Scale And Binary Class-Composition Comparison Between IoT-23 And 

CICIoT2023 

 

Figure 1 complements Table 1 by contrasting the two datasets directly. IoT-23 contains 

1,008,748 labeled flows and is relatively balanced, with 46.52% benign traffic and 53.48% 

malicious traffic. By contrast, the CICIoT2023 subset used in this study contains 712,311 

records but only 2.33% of benign traffic after collapsing the 33 attack labels into a single 

malicious class. This much stronger skew explains why the experiments place greater emphasis 

on macro- F1, stratified validation, and explicit imbalance handling. 

 

Preprocessing and Experimental Design 

 

The preprocessing pipeline is designed to improve methodological rigor and reduce avoidable 

bias. Missing values are handled with median imputation rather than zero-filling. This decision 

preserves the empirical distribution of numeric flow features more faithfully and reduces the 

risk of injecting artificial low-activity patterns into the data, which is consistent with broader 

preprocessing and data-quality guidance in recent machine learning studies (Bala and Behal, 

2024; AlSalehy and Bailey, 2025; Zhang et al., 2024). Standardization is applied to Logistic 

Regression, KNN, and SVM because these models are sensitive to feature scale, while tree-based 
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models are trained without scaling, in line with common practice (Sujon et al., 2024). The IoT-23 

benchmark uses four conditions: 1,000 and 5,000 samples, each with and without 

standardization. The CICIoT2023 experiments extend the scale analysis to 1,000, 5,000, 

10,000, and 50,000 samples. For each sample size, a stratified three-fold validation is 

performed to reduce the variance associated with any single train-test split. In addition, a five-

fold stratified cross-validation is performed on a 10,000-sample subset to provide a direct 

estimate of validation stability. 

 

Cross-dataset context is summarized in Figure 1, while exploratory analysis of the IoT- 23 

benchmark is retained in Table 3 and Figure 2. These descriptive summaries highlight sparse 

flows, strong class-imbalance differences across datasets, and correlated numeric features, 

which motivated the preprocessing and validation choices. 

 

Models, Hyperparameter Tuning, and Evaluation Metrics 

 

The benchmark comparison considers five classical baseline models: Logistic Regression (LR), 

K-Nearest Neighbors (KNN), Support Vector Machine (SVM), Random Forest (RF), and 

Gradient Boosting (GB). To move beyond a pure benchmarking paper, we additionally 

introduce a benign-aware histogram gradient boosting variant (BA-HGB). BA-HGB uses 

histogram-based gradient boosting and assigns a tuned training weight to the minority benign 

class so that benign-flow recall can improve without generating synthetic samples. 

Hyperparameters are tuned with grid search on a 10,000-sample stratified subset of 

CICIoT2023 using macro-F1 as the selection criterion. For BA-HGB, the search covers 

learning rate, tree depth, boosting iterations, minimum leaf size, and the benign-class weight. 

This design follows the broader literature showing that careful hyperparameter search and task-

specific evaluation choices materially affect model ranking under class imbalance (Rimal et al., 

2024; Diallo et al., 2024; Zhu et al., 2024). Macro-F1 is emphasized because it treats the benign 

and malicious classes equally and therefore provides a more meaningful measure under class 

imbalance than accuracy alone. 

 

The tuned settings are shown in Table 2. These values are then reused in the sample- size, 

cross-validation, imbalance, timing, and focused BA-HGB comparison experiments to keep 

the comparisons consistent. Accuracy and ROC-AUC are also reported to support com- parison 

with prior intrusion-detection studies (Li, 2024; Rimal et al., 2025). 
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Table 2: Selected Hyperparameters After Grid Search on CICIoT2023 

 

Class Imbalance and Computational Cost 

 

Class imbalance is handled explicitly in experiments. Because benign traffic is the minority 

class in the CICIoT2023 subset used in this study, SMOTE is applied inside the training folds 

only, so that synthetic sampling does not leak information into validation data. The effect of 

SMOTE is evaluated by comparing macro-F1 and benign-class F1 with and without 

oversampling. The proposed BA-HGB variant addresses the same imbalance from a 

complementary angle by using cost-sensitive weighting rather than synthetic resampling, and 

an ablation study later compares no weighting, moderate weighting, stronger weighting, and 

SMOTE within the same HGB family. This framing is consistent with recent comparative work 

showing that resampling and cost-sensitive strategies can behave very differently across model 

families and imbalance regimes (Imani et al., 2025; Zhu et al., 2024; Diallo et al., 2024). To 

make the   paper more useful for deployment decisions, we also record training time and average 

inference time per sample on a 50,000-sample subset. 

 

Results and Discussion 

 

IoT-23 Benchmark 

 

The IoT-23 benchmark supports the conclusion that ensemble models remain the most reliable 

classical options for malicious traffic detection. Figure 3 shows that RF and GB consistently 

match or exceed the baselines across the four experimental conditions. Figure 4 leads to the 

same interpretation from a threshold-independent perspective, with the ensemble models 

providing the most favorable ROC curves and the highest AUC values. 
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These results remain important because they isolate the effects of sample size and 

standardization on a widely used malware-traffic benchmark. They are complemented by the 

CI- CIoT2023 analysis, which tests whether the same conclusions hold under broader attack 

diversity and more rigorous validation. 

 

Table 3 shows that IoT-23 is dominated by sparse and short flows: the median duration is zero, 

the median number of original packets is only one, and both response-packet measures have 

medians of zero. At the same time, the large gap between the median and the maxi- mum 

values confirm a long-tailed distribution in traffic volume, so a small fraction of flows is much 

heavier than the typical observation. Figure 2 complements this pattern by showing clear 

positive associations among packet and byte variables, especially between orig_pkts, orig_ip 
bytes, resp_pkts, and resp_ip bytes. These dependencies help explain why tree-based 

ensembles remain strong in this setting: they can model correlated and non-linear traffic signals 

without requiring the stronger linearity assumptions imposed by simpler baselines. 

Table 3: Summary Statistics of Selected IoT-23 Numeric Features Used in The IoT-23 

Benchmark 

 

Statistic duration 
orig 

pkts 

orig ip 

bytes 

resp 

pkts 

resp ip 

bytes 

Count 1,008,749 1,008,749 1,008,749 1,008,749 1,008,749 

Mean 0.6748 1.4962 81.1455 0.1425 9.0492 

Std 2.3356 1.7412 94.7309 1.8504 119.6775 

Min 0 0 0 0 0 

25% 0 1 40 0 0 

50% 0 1 60 0 0 

75% 0 1 60 0 0 

Max 293.0102 60 2,990 75 9,415 
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Figure 2: Correlation Heatmap of The IoT-23 Numeric Features 

 

Figure 3: Model Comparison on IoT-23 Under Four Experimental Conditions 
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Figure 4: ROC Curves for The IoT-23 Benchmark 

 

Cross-Dataset Validation on CICIoT2023 

 

The new CICIoT2023 experiments confirm the main ranking observed on IoT-23 while adding 

a stronger test of generalizability. Tables 4 and 5, together with Figure 5, show that RF and GB 

remain the most competitive models across all four sample sizes. At 50,000 samples, RF 

achieves the best macro-F1 score, 0.8923 +/- 0.0097, followed by GB at 0.8843 +/- 0.0096. The 

stronger performance of the ensemble models is therefore not confined to a single dataset. 

 

The expanded scale analysis addresses the limitation of evaluating only two sample sizes. The 

results are not strictly monotonic for every model because larger subsets expose more 

heterogeneous traffic patterns and therefore constitute a harder prediction task. However, the 

ranking is stable: RF and GB remain the top-performing models, while LR, SVM, and KNN 

form a second tier with lower macro-F1 values. This stability is more informative than a simple 

monotonic increase because it suggests that the conclusion is robust to dataset size and attack 

diversity.  
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Table 4: CICIoT2023 Performance For 1,000 And 5,000 Samples 

 

  

Table 5: CICIoT2023 Performance For 10,000 And 50,000 Samples 
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Figure 5: Macro-F1 Across Four CICIoT2023 Sample Sizes (Three-Fold Means with 

Standard-Deviation Error Bars) 
 

Validation Stability, Imbalance Handling, and Practical Implications 

 

The five-fold stratified cross-validation results in Table 6 further supporting the same 

conclusion. GB attains the best mean macro-F1, 0.8772 +/- 0.0173, while RF records the 

highest ROC-AUC, 0.9965 +/- 0.0012. The low standard deviations of the ensemble models 

indicate that their advantage is not caused by a favorable split. In contrast, the non-ensemble 

models show both lower macro-F1 and larger variance, especially KNN. 

 

The imbalance analysis reveals a more nuanced finding. Table 7 shows that SMOTE improves 

both macro-F1 and benign-class F1 for RF and GB, but reduces performance for LR, SVM, and 

KNN. This means that handling imbalance is necessary, but the treatment should be matched to 

the learning algorithm rather than applied blindly. For the best-performing models in this study, 

oversampling is beneficial; for the weaker baselines, it introduces noise that outweighs the 

benefit of rebalancing. 

 

Table 8 adds an explicit deployment perspective. KNN has the lowest apparent training cost 

because it mainly stores the training data, but it has the slowest inference among the five 

models. GB delivers the strongest average validation quality, yet it also requires the longest 

training time, 7.269 seconds, on the 50,000-sample benchmark. RF therefore offers a practical 

compromise in this study: it is substantially faster to train than GB while maintaining the best 

large-sample macro-F1 and the strongest ROC-AUC. 
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Table 6: Five-Fold Stratified Cross-Validation Results on A 10,000-Sample CICIoT2023 

Subset 

 

Table 7: Effect Of SMOTE On CICIoT2023 

 

Table 8: Training And Inference Cost on A 50,000-Sample CICIoT2023 Subset 

Model 
Training 

time 
(s) 

Inference time 
(ms/sample) 

KNN 0.136 0.0597 

SVM 0.676 0.0023 
Random Forest 0.844 0.0521 
Logistic 
Regression 1.351 0.0029 
Gradient 
Boosting 7.269 0.0027 

 

Proposed Benign-Aware Histogram Gradient Boosting 

 

The baseline comparison above establishes the strongest existing classical baselines, but a 

practical contribution also requires a task-adapted improvement rather than another ranking 

exercise. To address that need, we designed a benign-aware histogram gradient boosting variant 

(BA-HGB) that keeps the same tabular intrusion-detection setting but modifies the training 
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objective with a tuned 2.0x benign-class weight. This small change is important in practice 

because the CICIoT2023 subset used in this study is heavily dominated by malicious samples, 

so a standard loss function tends to favor the majority class too strongly. 

 

Table 9: Focused Comparison Between the Proposed BA-HGB Variant and The 

Strongest Baseline Ensembles 
 

Model 10k macro-F1 10k benign F1 50k macro-F1 50k ROC-AUC 

Random Forest 

0.8750 

± 0.0118 

0.7558 

± 0.0230 

0.8923 

± 0.0097 

0.9969 

± 0.0005 

Gradient 0.8772 0.7602 0.8843 0.9967 

Boosting ± 0.0173 ± 0.0336 ± 0.0096 ± 0.0004 

BA-HGB 0.8898 0.7850 0.8996 0.9971 

(proposed) ± 0.0153 ± 0.0297 ± 0.0038 ± 0.0003 

 

Table 9 shows that BA-HGB achieves the best performance at both scales. On the 10,000-

sample five-fold benchmark, it reaches a macro-F1 score of 0.8898 +/- 0.0153 and a benign-

class F1 score of 0.7850 +/- 0.0297, exceeding RF by 1.48 and 2.93 percentage points, 

respectively. On the 50,000-sample three-fold benchmark, BA-HGB reaches a macro- F1 score 

of 0.8996 +/- 0.0038 and an ROC-AUC of 0.9971 +/- 0.0003, again outperforming both RF 

and GB. The gain is therefore not merely a marginal reordering of existing baselines; it shows 

that the histogram-boosting family is especially competitive in this IoT intrusion- detection 

setting. 

 

The proposed method also scales well as more data become available. Across 1,000, 5,000, 

10,000, and 50,000 samples, BA-HGB increases macro-F1 from 0.8363 to 0.8996 and benign-

class F1 from 0.6802 to 0.8043. On the 50,000-sample focused comparison benchmark, BA-

HGB trains in 0.606 seconds while maintaining an inference latency of 0.0040 milliseconds per 

sample. A permutation-importance analysis further shows that Number is the dominant feature 

for BA-HGB (importance 0.3930), followed by IAT (0.0781), HTTPS (0.0679), and Max 

(0.0656). This ranking suggests that packet-count regularity, inter-arrival timing, protocol 

context, and burst size are the main signals exploited by the proposed model, which adds a 

more interpretable explanation of why the method improves benign-traffic recovery. 

 

Table 10: BA-HGB Ablation Across Four Imbalance-Handling Strategies 
 

Variant 10k macro-F1 10k benign F1 50k macro-F1 50k benign F1 

No weighting 
0.8949 

± 0.0112 
0.7949 

± 0.0218 
0.9003 

± 0.0080 
0.8053 

± 0.0158 

 0.8930 0.7911 0.8992 0.8034 

Weight = 1.5 ± 0.0163 ± 0.0317 ± 0.0060 ± 0.0117 

 0.8898 0.7850 0.8996 0.8043 

Weight = 2.0 ± 0.0153 ± 0.0297 ± 0.0038 ± 0.0075 

 0.8835 0.7731 0.8864 0.7785 

SMOTE ± 0.0186 ± 0.0360 ± 0.0054 ± 0.0106 

 

Table 10 separates the contribution of the histogram-boosting backbone from the choice of 

imbalance treatment. The strongest mean performance is obtained by the unweighted HGB 

variant, which reaches 0.8949 macro-F1 at 10,000 samples and 0.9003 macro-F1 at 50,000 

samples. The tuned 2.0x benign-weight configuration used in the focused comparison remains 

highly competitive and yields the lowest large-sample variance (0.0038), making it the most 

stable of the weighted settings on the 50,000-sample benchmark. In contrast, SMOTE is 

consistently the weakest HGB variant, reducing both macro-F1 and benign-class F1 at both 
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scales. This ablation suggests that the main gain comes from the histogram-based boosting 

architecture itself, while weighting acts as a secondary stability-oriented adjustment and 

synthetic oversampling is not beneficial for this model family. 

 

Limitations 

 

This study still has several limitations that should be acknowledged clearly. First, the 

CICIoT2023 analysis uses a public subset rather than the full release, so the new results should 

be interpreted as strong cross-dataset evidence rather than a complete dataset-wide benchmark. 

Second, the task is framed as binary malicious-traffic detection; a full multi-class analysis of 

the 33 attack labels would be a useful extension but would answer a slightly different research 

question. Third, BA-HGB is a task-specific adaptation of histogram boosting rather than a 

wholly new learning family, so its contribution is practical rather than theoretical. Fourth, the 

paper remains focused on classical machine learning, so it does not claim superiority over 

recent deep, privacy-preserving, or robustness-oriented alternatives (Kamal and Mashaly, 

2025; Khan, 2024; Eleftheriadis et al., 2024). 

 

Conclusion 

 

This study strengthens the evidence for classical IoT malicious-traffic detection by combining 

IoT-23 and CICIoT2023, broader sample-size analysis, explicit hyperparameter tuning, five-

fold stratified cross-validation, median imputation, SMOTE-based imbalance handling, 

runtime reporting, and a new benign-aware histogram gradient boosting variant. Across both 

datasets, the main conclusion remains consistent: tree-based ensembles are the strongest 

classical family for malicious IoT traffic detection. More importantly, the proposed BA-HGB 

variant improves on the strongest baseline ensembles by combining higher macro-F1, stronger 

benign-class recovery, fast training, slightly better ROC-AUC on CICIoT2023, and a clearer 

feature-level interpretation of the decision process. The experiments therefore provide a more 

defensible, task-adapted basis for model selection. 
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