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Face recognition technology helps Malaysia’s Royal Military Police 

(RMP) identify criminals faster. Manual identification at roadblocks 

makes errors and wastes time. Criminal activities are getting worse, but 

current identification systems do not work well enough. Better criminal 

identification systems have become necessary for police work. This 

research presents a Criminal Face Recognition System that identifies 
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criminal faces using accurate image matching. The study improves 

public safety and supports RMP operations. Deep learning methods 

power the system, combining Support Vector Machine (SVM) with 

Visual Geometry Group (VGG) architecture. Test results show 93.50% 

accuracy, proving the system works well for recognizing known 

criminals and its strength when processing new faces. These 

technological advancement puts the RMP ahead in using new 

technology, showing their commitment to public safety and security. 

Installing such systems fixes current identification problems while 

giving police reliable tools for catching criminals. Police need modern 

solutions that work against changing criminal methods and this system 

provides those tools. 
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Introduction 

 

Malaysia’s Royal Military Police (RMP) oversee keeping the people safe, stopping crime, and 

making sure the safety of its citizens. The RMP’s task has made it even more important to have 

good ways to find crimes and investigate them as crime rates keep increasing (Kumar et al., 

2022). For instance, the RMP faced significant difficulties in tracking a perpetrator involved in 

a serious case of child sexual assault in Section 19 (Kawi, 2021). 

 

These technological advancement puts the RMP ahead in using new technology, showing their 

commitment to public safety and security. Installing such systems fixes current identification 

problems while giving police reliable tools for catching criminals. Police need modern 

solutions that work against changing criminal methods, and this system provides those tools 

(Kumar et al., 2022). Conventional techniques, such as fingerprint analysis, possess inherent 

limitations, especially when offenders intentionally refrain from leaving fingerprints at crime 

scenes (Muley et al., 2022). To tackle these problems, the RMP use different strategies like 

CCTV monitoring and witness sketches (Kuan, 2022). Roadblocks and partnerships with other 

police agencies are key parts of catching suspects (Alzubaidi et al., 2021; Joseph, 2018). 

Malaysia’s big and varied geography make finding suspects harder, which often causes 

identification problems and mistakes (Dang & Sharma, 2017). Media report (Mutlag et al., 

2020) shows police are still trying to fight rising crime through roadblocks and other methods. 

But relying on manual identification still creates big problems since these methods do not have 



 
Volume 11 Issue 42 (March 2026) PP. 409-422 

411 
 

the tech needed for good face recognition. The Gombak Toll Plaza robbery shows how old 

approaches can hurt innocent people and slow down investigations (Abdullah et al., 2017). 

 

The former Inspector General of Police, Tan Sri Acryl Sani Abdullah emphasized how 

important roadblocks are for public safety, but missing advanced face recognition tech during 

operations hurt their effectiveness (Kuan, 2022). Criminal identification needs to be accurate 

for public safety and justice since mistakes cause wrongful arrests and damage police work. 

 

Literature Review 

 

Deep Learning 

 

Deep Learning (DL) represents a sophisticated machine learning subset that uses artificial 

intelligence for analyzing complex datasets through interconnected node layers, which mirror 

human brain neural networks. DL techniques include Convolutional Neural Networks (CNNs) 

and Recurrent Neural Networks (RNNs). CNNs demonstrates effectiveness in extracting 

features from images which highly suitable for image recognition tasks. RNNs excellent in 

sequential data analysis. Generative Adversarial Networks (GANs) gets employed for 

generating new data samples that resembles input data, which enhance DL model robustness 

(Alzubaidi et al., 2021). The ability of DL to process unstructured data and derive valuable 

insights have led to breakthroughs across image recognition, natural language processing, and 

various fields. This positions it as an innovation driving force and advancement across multiple 

industries. 

 

Image Processing 

 

Image processing covers techniques that manipulate and analyze digital images by improving 

image quality, extracting information, making analysis easier (Joseph, 2018). The field 

employs methods like restoration, enhancement, compression, segmentation, registration and 

recognition for specific goals. Analog and digital are two broad categories. Analog image 

processing manipulates physical images through analog circuits and devices, which proves 

effective in real-time applications like video processing. Digital image processing relies on 

computer algorithms handling digital images. Key advantages of digital approaches include 

greater flexibility, managing complex operations on large datasets, compatibility with various 

digital formats. Medicine, criminal investigations, video surveillance are areas where this 

approach finds wide application and demonstrates its versatility and importance. 

 

Face Detection 

 

Face detection is critical computer vision technique focused on identifying and locating human 

faces in digital images and videos. The process involves algorithms using methods like edge 

detection and pattern recognition for identifying potential facial regions. Once areas are found, 

further evaluation determine whether they correspond to actual faces. Face detection is subset 

of object detection, involving identifying and locating objects within images or videos. This 

technique proves vital for applications in security, image analysis, many other fields (Dang & 

Sharma, 2017). Figure 1 shows a four-stage process for recognizing people in video or images.  
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Figure 1: The General Process of Face Detection 

 

Input starts with either still pictures or a series of frames. At first, this visual data goes through 

face segmentation, which is important because it locates and separates the face area itself from 

all the background clutter. The isolated face then moves to feature extraction. This part applies 

algorithms to get distinct, measurable biometric templates from the face, for instance, eye 

distances or facial outlines. Next, those extracted features become utilize in the 

tracking/identification stage. For positive identification, the features compared against a pre-

existing database of facial data. That leads to the last part which confirms or denies who the 

individual is. This entire process moves sequential from grabbing raw video or images to 

figuring out identity, forming the main flow for most modern systems in facial recognition. 

 

Haar Cascades is a widely adopted machine-learning method for object detection, specifically 

tailored for face detection in images and videos. This technique utilizes Haar-like features to 

identify key facial attributes such as the eyes, nose, and mouth. The classifier is trained with 

both positive and negative image sets to distinguish between target objects and non-targets, 

enabling real-time detection of multiple instances. However, Haar Cascades is limited by its 

reliance on frontal face detection and rectangular box scans, which reduces its effectiveness for 

recognizing faces from non-frontal angles. 

 

Feature Extraction 

 

Feature extraction is a fundamental process in image analysis, aiming to extract meaningful 

information from images for classification purposes (Mutlag et al., 2020). Techniques such as 

Visual Geometry Group 16-layer (VGG-16), MobileNet and Residual Network (ResNet) are 

commonly used to address the challenges of high-dimensional data. 

 

MobileNet 

 

MobileNet is a family of convolutional neural network (CNN) architectures designed for 

efficient inference on mobile and edge devices. It provides with goals of low latency, small 

model size, and reasonable accuracy. 

Identification of a person  

Tracking/Identification 

Feature extraction 

Face segmentation 

Still images/image sequence 
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ResNet 

ResNet is a family of deep convolutional neural network architectures that introduce residual 

(or skip) connections to allow very deep networks to be trained effectively. ResNet made it 

practical to train networks with tens or hundreds of layers, pushing performance on large-scale 

image recognition tasks (e.g., ImageNet) and downstream tasks (detection, segmentation). 

 

VGG-16 

 

The VGG-16 model, developed by Visual Geometry Group at University of Oxford, is 

convolutional neural network known for its straightforward and deep architecture. It features 

13 convolutional layers and 3 fully connected layers, uses small convolutional filters and max-

pooling layers for effective hierarchical feature extraction. VGG-16 excels in image 

classification and are widely used for transfer learning due to its ability learning diverse and 

complex features (Ichsan et al., 2024). Figure 2 shows the architecture of VGG-16.  

 

 
Figure 2: The Architecture of the VGG-16 Model 

Source: (Pei et al., 2019) 

 

Comparison 

 

Table 1 summarizes the comparison between VGG-16, ResNet and MobileNet in terms of their 

strength and weakness. 

 

Table 1: Feature Extraction Model Comparison 

 

Model Strengths Weaknesses 

VGG-16 Simple, easy to use for transfer 

learning and feature-map inspection 

(Pardede et al., 2021) 

Very large model size and FLOPs 

which leads to slow inference and 

high memory (Hsia et al., 2021) 

ResNet Residual connections enable much 

deeper nets with stable training (He 

et al., 2016) 

Heavier than mobile nets, higher 

latency (Zhang et al., 2021) 

MobileNet MobileNet delivers very good 

performance given efficiency 

constraints (Qin et al., 2025) 

The lighter architecture may 

struggle more on very challenging 

tasks (Qin et al., 2025) 
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Deeper models like ResNet can offer higher performance, they need more resources and are 

harder to manage MobileNet is lightweight and fast but may lose some accuracy. The VGG-

SVM approach was chosen for its balance of accuracy and simplicity. VGG-16, combined with 

SVM, gives strong feature extraction and reliable classification, making it a practical choice. 

 

Face Recognition 

 

Facial recognition technologies leverage various classifiers to enhance identification accuracy. 

The primary classifiers include Support Vector Machines (SVM), Convolutional Neural 

Networks (CNN), and K-Nearest Neighbors (KNN). Each classifier has its strengths: 

 

SVM 

 

Effective in binary classification and known for robust performance with complex data, SVM 

offers interpretable models and memory efficiency. However, it is sensitive to noisy data and 

may struggle with scalability to large datasets (Krebs et al., 2024). 

 

CNN 

 

Convolutional Neural Networks are highly accurate and efficient in facial recognition, 

benefiting from hierarchical feature representation and automatic feature extraction. CNNs, 

however, can be computationally intensive and challenging to interpret (Abdulrazzaq & Radhi, 

2025). 

 

KNN 

 

K-Nearest Neighbors is simple and intuitive, offering robustness to noisy data. Its main 

drawbacks include computational complexity and sensitivity to feature scaling (Halder et al., 

2024). Table 2 shows the differences between SVM, KNN and CNN. 

 

Table 2: Face Recognition Classifier Comparison 

 

Method Advantages Disadvantages 

SVM Effective classification, interpretable 

models, memory efficiency, flexibility 

with complex data 

Sensitivity to noisy data, parameter 

sensitivity, scalability to large datasets 

KNN No training phase, Robust to noisy data, 

Simple and intuitive. 

Computational complexity, sensitivity 

to feature scaling, memory-intensive 

CNN Highly accurate, efficient facial 

recognition, 

Hierarchical representation, and 

automatic feature extraction. 

Computational complexity and 

datasets can be time-consuming, and 

interpretability challenges. 

 

The proposed approach implements Haar Cascade for face detection, integrates a pre-trained 

VGG Face model for feature extraction, PCA for dimensionality reduction, and SVM for 

classification. This comprehensive framework aims to deliver high-performance face 

recognition tailored for criminal identification. 
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Methodology 

 

In a criminal identification system, face detection is first used to locate and isolate the face in 

an image, followed by face extraction, where features such as the facial structure and key points 

are extracted. Finally, face recognition compares these extracted features against a database of 

known individuals using an SVM classifier, producing a result that identifies whether the 

individual in the image is a criminal or an innocent person. 

 

In this section, the face recognition process is carried out with five stages: user input/data 

collection, face detection, feature extraction, classification and face recognition result. The 

system provides feedback indicating whether the individual is classified as "criminal" or 

"innocent" as shown in Figure 3.  

 

 
Figure 3: Facial Recognition System 

 

The system process initiates by accepting a user input for analysis. The image subsequently 

proceeds into the Face Detection module, whose primary role is locating and isolating any 

human faces present within the visual data. Once a face is successfully detected, the extracted 

facial region is fed into the Feature Extraction component. This signature then becomes the 

input for Image Classification. During classification, the system attempts to determine if a 

match exists between the input signature and profiles within a repository of known identities. 
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Data Collection 

 

Dataset including 1200 images from UiTM Jasin students were employed, encompassing six 

different classes. This approach allows the system to be tested and evaluated without infringing 

upon the privacy of real criminals. 

Pre-Processing 

 

In this study, each facial image was first pre-processed before being used for recognition. The 

VGG-Face model was modified to extract features from its second-last layer, producing 

numerical face descriptors instead of classification outputs. The dataset of face images was 

loaded from a saved file, and each image was normalized by dividing pixel values by 255 to 

scale them between 0 and 1. All images were then resized to 224×224 pixels to match the input 

requirement of the VGG architecture. Using the modified model, each image was passed 

through the network to generate a 2622-dimensional embedding vector that represents the 

unique facial features. These feature vectors were later used as inputs to the SVM classifier for 

criminal identification. 

 

Face Detection 

 

The goal of face detection is to locate and identify the presence of faces within an image or 

video. This step involves finding the coordinates or bounding boxes around faces. The Haar 

Cascade algorithm scans the entire image to find regions that contain faces. By installing 

TensorFlow and Keras, access to optimized methods and efficient implementations is obtained, 

enabling effective and rapid data training. The output is usually a rectangular box (bounding 

box) around the detected face(s) as shown in Figure 4. 

 

 
Figure 4: Detection Flow 

 

Face Extraction 

 

Face extraction sometimes referred to as face cropping or face alignment involves isolating and 

preparing the detected face(s) for further processing, such as recognition, analysis, or feature 

extraction. After face detection, the face region is cropped out of the image, removing 

unnecessary background. Face extraction often also involves converting the face into a feature 

vector. 

 

Classification 

 

After reducing the feature vectors with PCA, SVM trained on these reduced feature vectors to 

classify images into different categories, like identifying different individuals in facial 

recognition. During the classification process, the data is divided into 90% training data and 
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10% test data. Classification performance will be evaluated using confusion matrix. It evaluates 

how well the model classifies instances into different categories (e.g., “criminal” vs. 

“innocent”). The hyperparameters used are regularization parameter, C which is set to 5.0 and 

the kernel coefficient, γ set to 0.001. 

 

Cross-Validation 

The training dataset consists of 1200 images, with 200 images per individual captured from 

various angles. Our evaluation is grounded in a comparative analysis of expected and actual 

outcomes, bolstered by visual aids. The unequivocal success of this test highlights the model’s 

proficiency in recognizing familiar faces, especially those of identified criminals. 

 

Testing 

 

A confusion matrix is a table that assesses the performance of an SVM model by offering a 

detailed comparison between its predictions and the actual labels. It displays the counts of true 

positives, true negatives, false positives, and false negatives. The confusion matrix evaluates 

how well SVM model distinguishes between classes, allowing the calculation of metrics like 

sensitivity and specificity. High sensitivity means the SVM accurately identifies positive cases, 

while high specificity indicates it correctly identifies negative cases. The F-Score (F-Measure), 

combining precision and sensitivity, provides an overall measure of classification 

effectiveness. 

 

Results and Discussions  

 

A dataset comprising 1,200 images was utilized for training and testing purposes. The training 

set consisted of 1,067 images, which accounts for 90% of the total dataset, while the testing set 

comprised 133 images, making up the remaining 10%. The choice of a 90-10 split for training 

and testing was driven by the constraint of limited dataset availability. 

 

Table 3 displays the results of testing a criminal identification system using a confusion matrix. 

Each row represents a different test case (Test 1 to Test 6), and each column represents a 

different criminal type (C1 to C6). The values in each cell indicate the number of correct 

(diagonal values) and incorrect (off-diagonal values) classifications for each criminal type 

across 22 test instances. 

 

Table 3: Testing of Confusion Matrix 

 

Test C1 C2 C3 C4 C5 C6 

1 21    1  

2  22     

3 1  21    

4 1   20  1 

5 1    21  

6   3   19 

 

Table 4 provides a summary of the performance of a criminal identification system based on 

the confusion matrix data. It shows the number of True Positives (TP) and False Negatives 

(FN) for each criminal type. For each criminal type, the TP value represents the number of 



 
Volume 11 Issue 42 (March 2026) PP. 409-422 

418 
 

correct identifications made by the system, while the FN value indicates the number of times 

the system failed to correctly identify that criminal type. For example, for Criminal 1, the 

system correctly identified the criminal 21 times but missed it once. Similarly, Criminal 2 was 

accurately identified in all 22 cases with no missed instances. The table highlights the system's 

overall accuracy and areas where it may need improvement, with a range of TP values from 19 

to 22 and FN values from 0 to 3 across different criminal types. 

 

Table 4: Result of Confusion Matrix 

 

Criminal TP FN 

1 21 1 

2 22 0 

3 21 1 

4 20 2 

5 21 1 

6 19 3 

 

Accuracy for each criminal is calculated by dividing the number of correct identifications (True 

Positives) by the total number of tests for that criminal and then multiplying by 100 to express 

it as a percentage as formula: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = (
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑐𝑜𝑟𝑟𝑒𝑐𝑡 𝑇𝑒𝑠𝑡𝑠

𝑇𝑜𝑡𝑎𝑙 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑇𝑒𝑠𝑡𝑠
) 

Table 5 displays the accuracy for each criminal type. 

 

Table 5: Accuracy 

 

Criminal Accuracy (%) 

1 95 

2 100 

3 95 

4 90 

5 95 

6 86 

 

To determine the overall accuracy of the system, the individual accuracy percentages are 

summed and then divided by the number of criminal types. This calculation is shown as 

follows: 

 

∑ Individual Accuracy=95+100+95+90+9+86  

=561%  

The calculation for overall accuracy by using the following formula: 

 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
∑ 𝐼𝑛𝑑𝑖𝑣𝑖𝑑𝑢𝑎𝑙 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 𝑃𝑒𝑟𝑐𝑒𝑛𝑡𝑎𝑔𝑒𝑠

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐼𝑛𝑑𝑖𝑣𝑖𝑑𝑢𝑎𝑙
 

Overall Accuracy = 561% / 6 = 93.5% 

1 

1 

2 
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Although only the VGG-16 + SVM configuration was implemented in this study, the model’s 

93.5% accuracy is consistent with findings in related works using other classifiers. For 

example, CNN-based systems often achieve 94 – 96% accuracy but require higher training time 

and GPU resources (Abdulrazzaq & Radhi, 2025), while MobileNet-based systems typically 

achieve around 88 – 90% due to their lightweight design (Alzubaidi et al., 2021). The present 

work therefore demonstrates that VGG-SVM offers a practical compromise. High accuracy 

with moderate computational complexity which is suitable for deployment in real-time or 

resource-limited criminal identification systems. 

 

This overall accuracy indicates that the system performs quite well, achieving an average 

accuracy rate of 93.5% across different criminal categories. However, Criminal 6 has the lowest 

accuracy at 86%, suggesting an area that may need further improvement. Figure 6 and 7 show 

the samples interface of the system developed. 

 

 
Figure 5: Main Page 

 
Figure 6: Result of Criminal 

 

Conclusion 

In conclusion, the criminal identification system employing VGG-16 for feature extraction and 

SVM for classification shows impressive performance with overall accuracy of 93.5%. This 

high accuracy reflects the system’s effectiveness in correctly identifying and classifying 

criminals across various categories. The system achieves notable accuracy rates for most 

criminal types, with Criminal 2 achieving perfect 100%. However, slightly lower accuracy at 

86% of Criminal 6 shows that further refinement may be needed for enhancing performance in 

this category. Overall, integration of VGG-16 and SVM has proven robust approach for 

criminal identification, achieving impressive results and highlighting areas for potential 

improvement. 

 

Despite high accuracy achieved by proposed face recognition system, several limitations and 

ethical considerations must be acknowledged. The system's performance can be significantly 

affected by variations in lighting, facial angles, image resolution, and occlusions such as glasses 

or masks, which may lead to false positives or negatives. The system works best when the 

subject is looking directly at the camera (frontal view). As the angle of the face rotates away 

from the camera, the recognition rate may drop. Common items like sunglasses, medical masks, 

scarves, hats, beards, and even hands covering the face hide the key feature points used for 

biometric measurement. 
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Future work will extend this study by empirically comparing the proposed model with other 

deep learning architectures such as ResNet and MobileNet, and with different classifiers 

including CNN and KNN. Such comparative testing will provide deeper insights into the trade-

offs between accuracy, speed, and computational requirements for criminal face recognition. 

To enhance the performance of the Criminal Face Recognition System, cameras with high 

resolution is recommended for better image capture, regularly update the criminal image 

database, and fine-tune the system for various environmental conditions. Implementing a 

confidence threshold can reduce false positives, and proper user training will maximize the 

system’s utility. Also, in the future, using larger datasets may increase the accuracy. Lastly, 

conducting real-world tests may help find areas for further refinement before full scale 

deployment. 
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