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This study investigates the extraction and analysis of metadata 

embedded in image and video files, focusing on the differences between 

iOS and Android platforms across various file formats. Metadata was 

extracted using three specialized tools: Metadata2go, ExifMeta, and 

ExifInfo. The research involved systematically retrieving files from 

both platforms, organizing them by format and operating system and 

conducting a comparative evaluation. Eight key metadata attributes 

were analyzed: device make, model, software version, timestamp, 

geographic coordinates (longitude and latitude), color space and lens 

model. Results indicate that iOS devices consistently retain more 

detailed and structured metadata than Android devices, reflecting 

architectural differences in metadata handling. This study underscores 

the critical role of metadata in digital forensics and information 

management. 
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Introduction  

 

Metadata plays a fundamental role in the management, organization and analysis of digital 

media. Embedded within image and video files, metadata provides essential context such as 

creation date, device specifications, geolocation and software details. These attributes not only 

enhance user experiences but also hold significant value in digital forensics, legal 

investigations, content verification and archival processes. 

 

In the mobile ecosystem, devices running on iOS and Android dominate the global market, 

each with unique system architectures and proprietary approaches to data handling. While both 

platforms embed metadata within captured media, the extent and consistency of metadata 

retention can vary depending on the operating system, file type and subsequent actions such as 

cloud storage or file transfers (Dai et al. 2022; Oh and Hwang, 2022). 

 

Despite the wide use of smartphones for content creation, there is limited comparative analysis 

done by Steinböck et al. (2024), focusing on the richness and reliability of metadata preserved 

across iOS and Android environments. Moreover, the effectiveness of metadata extraction tools 

which are essential for forensic investigations and data verification has remains underexplored 

in the context of mobile media files and cloud storage platforms (Arizona et al. 2024). 

 

This study addresses these gaps by performing a detailed comparative analysis of metadata in 

image and video files captured using iOS and Android devices. It evaluates the retention and 

consistency of metadata across different cloud services using three specialized tools: 

Metadata2go, ExifMeta, and ExifInfo. The study aims to determine which platform preserves 

metadata more comprehensively and to assess how extraction tools differ in performance. By 

identifying strengths and limitations in both platforms and tools, this research contributes 

practical insights to the fields of digital forensics, mobile computing and data integrity 

management. 

 

Literature Review  

 

The analysis of metadata in digital media has gained increasing attention due to its relevance 

in data authenticity, digital forensics and content management. Previous studies by Fakiha 

(2024); Gupta et al. (2023) have explored how metadata can support file provenance, facilitate 

forensic investigations and reveal device-specific behaviors. This section provides a review of 

literature related to cloud storage services, metadata classification frameworks, image metadata 
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standards and the functionality of metadata extraction tools, which collectively inform the 

context and significance of the present study. 

 

Cloud Storage 

 

Cloud storage refers to a service model that allows data to be stored remotely and accessed via 

the internet. It provides users with scalable storage solutions and convenient access from any 

compatible device. Examples of widely used cloud storage services include Google Drive, 

Microsoft OneDrive, and Apple iCloud. 

 

Google Drive is a popular platform offered by Google, accessible through a Google account. 

It enables users to upload, download, edit and sync files across devices (Shreedhar et al., 2022). 

Similarly, Microsoft OneDrive offered by Microsoft and SharePoint used to supports cross-

platform synchronization and includes powerful search functionalities and offline syncing via 

desktop applications (Riki et al., 2025). 

 

Apple's iCloud service, introduced in 2011, succeeded earlier cloud services like iTools, Mac 

and MobileMe. The iCloud Drive feature allows Apple users to store and access multimedia 

and documents across devices with internet access. Apple provides 5 GB of free storage space 

and facilitates features such as data backup and location sharing (Mühlbacher, 2024).  

 

Recent studies by Aneja et al., (2021); Mishra et al., (2022) have explored the capabilities of 

cloud storage platforms for managing files embedded with metadata, focusing on how these 

systems handle data integrity and information retrieval.  

 

Metadata 

 

Metadata refers to data that provides information about other data and is typically classified 

into six categories: structural, descriptive, preservation, administrative, provenance and 

definitional metadata (Mosha & Ngulube, 2023; Pacheco et al., 2023; Ulrich et al., 2022). 

Structural metadata organizes content relationships such as chapters and sections. Descriptive 

metadata helps identify resources and includes information such as title, subject and creation 

date (Gerhard, 2022). 

 

Preservation metadata supports long-term data management, while administrative metadata 

covers governance, access rights and licensing. Attribution metadata records the origin and 

history of a resource and definitional metadata outlines the design and schema of databases, 

including tables and column attributes (Vayyala, 2025). 

 

Image Metadata 

 

Digital images often include embedded metadata that describes both technical and descriptive 

properties. Common standards include EXIF (Exchangeable Image File Format), XMP 

(Extensible Metadata Platform) and IPTC (Shaliyar & Mustafa, 2022). EXIF metadata is 

embedded in file types such as JPEG, HEIC and PNG and may contain information such as 

camera settings, GPS coordinates and timestamps (Soni, 2025; Kalaimagal et al., 2024). 
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Image metadata can be grouped into technical, descriptiveand administrative categories. 

Technical metadata includes camera specifications like ISO, shutter speed and location data. 

GPS coordinates are commonly embedded in images captured by smartphones and are 

considered vital for contextual analysis (Bikash, 2024). 

 

Few research (Dang-Nguyen et al., 2023; Menahil et al., 2021; Faraz et al, 2024) conducted a 

comparative study on how iOS and Android applications handle image metadata on social 

media platforms. Their findings revealed that while some platforms preserve metadata, others 

strip most of it during upload. They proposed a Python-based EXIF extractor system capable 

of retrieving metadata from images using custom libraries. 

 

Similarly, Bennabhaktula et al., (2022) proposed a forensic analysis framework that uses 

mobile camera sensor patterns to trace the origin of images. Their method could also establish 

connections between digital content and social media accounts using mobile camera 

fingerprinting (MCF), highlighting the forensic potential of image metadata. 

 

Metadata Extraction Tools 

 

Metadata extraction tools retrieve embedded data from images, videos and documents. While 

default mobile apps typically display only limited metadata such as image format, device model 

and dimensions have specialized tools which are required to extract detailed EXIF data. 

 

Metadata2go is an online tool capable of extracting metadata from various file types, including 

GPS coordinates, copyright information and orientation data. However, it does not support 

exporting data to structured formats like Excel. Other tools, such as ExifMeta and ExifInfo, 

provide browser-based interfaces for uploading images via drag-and-drop or URL. These tools 

display metadata and may include glossaries or editing features, although they typically impose 

file size limits (Zheng et al., 2023).  

 

Methodology 

 

The iOS image captured by an iPhone 6s retained detailed metadata including file name, make, 

model, software version, date and time, GPS coordinates (latitude and longitude), color space 

and lens model. In contrast, the Android counterpart (vivo 1906) provided comparable 

metadata with slight variations in the GPS coordinates and lacked lens model information. The 

sample image used in this analysis is depicted in Figure 1.  
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Figure 1: Sample Of Image Captured for Extraction and Analysis 

 

This study followed a structured four-step methodology to extract and analyze metadata from 

image and video files captured using iOS and Android devices. Figure 2 depicted the process 

of the research. 

 

Figure 2: The Extraction and Analysis Flow 

 

 

ANDROID_1.jpg                                          iOS_1.jpg                         
 

 

Step 1: All the digital files will be extracted from the internal 

storage phone to laptop. 

 

Step 2: Extracted digital files saved into folder based on mobile 

operating system. Folders created based on digital files format 

which are images and videos. 

Step 3: Original image and video files uploaded to three online 

metadata extractor tools which are Metadata2go, ExifMeta and 

ExifInfo. This step is to retrieve all possible metadata can be 

extracted from the original files. 

 

 

 

Step 4: After the metadata have been retrieved, the original files 

metadata from iOS and Android device. It is to determine 

whether any metadata have been wiped off during the file 

uploading to cloud storage. 



 
Volume 11 Issue 42 (March 2026) PP. 423-436 

428 
 

Step 1: Digital image and video files were first extracted directly from the internal storage of 

both iOS and Android smartphones to ensure that the original metadata remained intact. The 

files were then transferred to a laptop, creating a controlled environment for subsequent 

analysis. This step minimized the risk of metadata alteration that could occur if files were 

shared through messaging apps, cloud services, or social media platforms. 

 

Step 2: Once transferred, the files were systematically organized into folders based on two 

criteria: the mobile operating system (iOS or Android) and the file format (image or video). 

This categorization was essential to enable structured comparison and to highlight differences 

in metadata attributes between platforms and media types. It also simplified the tracking of 

files and reduced the possibility of misclassification during analysis. 

 

Step 3: The original files were then uploaded individually to three online metadata extraction 

tools namely Metadata2go, ExifMeta and ExifInfo. These tools were selected because they are 

accessible, widely used in digital forensic and research contexts and capable of retrieving a 

broad spectrum of metadata attributes. Using multiple tools helped mitigate tool-specific 

limitations and increased the reliability of the metadata extraction process. 

 

Step 4: The retrieved metadata was carefully analyzed to evaluate its completeness, consistency 

and accuracy. Key attention was given to detecting whether metadata loss occurred during file 

transfer, particularly attributes like device details, capture date and time, GPS coordinates, and 

technical camera settings. The comparison also aimed to identify variations in how iOS and 

Android devices embed metadata in both images and videos. By cross-checking outputs across 

the three tools, inconsistencies or omissions could be identified, ensuring a more robust 

interpretation of the results. This methodology enabled a detailed comparative analysis of 

metadata integrity and richness across the two major mobile operating systems and ensured 

consistency using multiple extraction tools. 

 

This structured approach ensured a systematic comparative analysis of metadata integrity and 

richness across iOS and Android platforms. By organizing files by platform and type, 

employing multiple metadata extraction tools and emphasizing cross-validation, the study 

minimized bias and provided reliable insights into platform-specific metadata practices. 

 

Results and Discussions 

 

The analysis of original image metadata from iOS and Android devices revealed notable 

differences in metadata availability and completeness.  

 

Original Image Metadata Comparison (iOS vs Android)  

 

These results suggest that iOS devices may preserve richer metadata natively compared to 

certain Android models, particularly in relation to hardware-specific attributes such as lens 

models and software build versions. The standardized ecosystem of iOS ensures that metadata 

fields are consistently embedded across devices, reducing variability and enhancing 

completeness. This uniformity contrasts with the fragmented Android environment, where 

differences among manufacturers and device tiers often result in missing or inconsistent 

metadata. 
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The consistent structure and detailed metadata observed in iOS files provide significant 

advantages for digital forensic applications, as they enable more accurate device attribution, 

improved traceability of media files and stronger support for verifying authenticity. For 

example, reliable timestamps, geolocation data and detailed camera parameters strengthen 

evidentiary value by allowing investigators to reconstruct events with greater confidence. Table 

1 illustrates these comparative differences, highlighting how the robustness of iOS metadata 

contributes to forensic reliability, whereas Android devices may present challenges due to 

omissions or inconsistencies in metadata fields. 

 

Table 1: Original Image Metadata Comparison (iOS vs Android) 

 

Metadata iOS Camera Android Camera 

File Name IOS_1.JPG ANDROID_1.jpg 

Make Apple vivo 

Model iPhone 6s vivo 1906 

Software 15.7.7 1906-user 11... 

Date & Time 2023:08:11 17:31:16 2023:08:11 17:37:25 

Longitude 102° 22' 2.95" E 102° 22' 3.3" E 

Latitude 2° 8' 49.08" N 2° 8' 48.82" N 

Color Space sRGB sRGB 

Lens Model 4.15mm f/2.2 Not Available 

 

Original Video Metadata Comparison (iOS vs Android)  

 

When comparing the original video metadata, the iOS video (MOV format) demonstrated a 

higher level of metadata completeness compared to the Android video (MP4 format), as 

presented in Table 2. The iOS file contained detailed attributes such as device make and model, 

software version, creation date, GPS coordinates, frame rate, bitrate and codec information. In 

contrast, the Android file retained only basic technical attributes such as frame rate and codec, 

while omitting critical fields including device identification, software version, creation date 

and geolocation data. 

 

This inconsistency highlights fundamental differences in how the two platforms handle 

metadata. iOS devices benefit from a closed and standardized ecosystem, ensuring uniform 

embedding of metadata across all devices and formats. Conversely, the Android ecosystem is 

fragmented, with device-specific firmware and varied encoding processes often discarding or 

failing to embed non-essential metadata during video recording. Such omissions can 

significantly reduce the evidentiary value of Android video files in forensic contexts, as the 

absence of timestamps, device identifiers, and location data limits traceability and authenticity 

verification. 

 

The comparison of bitrates further reinforces this distinction. The iOS video exhibited a higher 

bitrate (47.9 Mbps compared to 14.5 Mbps on Android), suggesting that Apple prioritizes 

quality retention and richer encoding standards, even at the expense of larger file sizes. This 

not only enhances playback quality but may also contribute to the preservation of more detailed 

metadata during encoding. By contrast, Android devices particularly for mid-range or budget 

models that may prioritize storage efficiency and compatibility, leading to lower bitrates and 

metadata reduction. 
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Together, these findings emphasize that while both platforms provide essential technical 

information, iOS devices generally preserve a broader and more detailed set of metadata 

attributes in video files, making them more reliable for forensic analysis and digital evidence 

validation. 

Table 2: Original Video Metadata Comparison (iOS vs Android) 

Metadata iOS Camera Android Camera 

File Name IOS_6.MOV ANDROID_6.mp4 

Make Apple Not Available 

Model iPhone 6s Not Available 

Software 15.7.7 Not Available 

Creation Date 2023:08:11 17:48:40 Not Available 

Longitude 102° 22' 3.36" E Not Available 

Latitude 2° 8' 48.84" N Not Available 

Frame Rate 30 fps 30 fps 

Avg. Bitrate 47.9 Mbps 14.5 Mbps 

Codec H.264 H.264 

 

iOS Image Metadata Consistency Across Cloud Storage Platforms  

 

The metadata consistency across cloud storage platforms was evaluated using three extraction 

tools used in this research which are Metadata2go, ExifMeta and ExifInfo to assess whether 

metadata integrity was preserved after uploading and retrieving files from Google Drive, 

iCloud Drive and OneDrive. As shown in Tables 3 to 5, both Metadata2go and ExifInfo 

consistently extracted complete metadata across all tested platforms. Key attributes, including 

device make and model, software version, capture date and time, GPS coordinates, color space 

and lens model, were retained without alteration. This suggests that major cloud services do 

not inherently strip or alter embedded metadata during upload, storage, or download. From a 

forensic perspective, this finding is significant as it reinforces the evidentiary reliability of files 

transmitted through mainstream cloud environments, provided that the metadata was intact at 

the point of upload. 

 

In contrast, ExifMeta exhibited persistent limitations. Although it was able to capture common 

metadata attributes such as make, model, software version, color space and lens model, it 

consistently failed to extract critical tags such as capture date/time and GPS coordinates. These 

omissions are more likely attributable to tool-level parsing errors or limited tag support rather 

than actual metadata loss during storage. Nonetheless, the inability to retrieve these essential 

attributes reduces the forensic utility of ExifMeta when used as a standalone tool. In practical 

scenarios, where timestamps and geolocation data are critical for establishing provenance, 

chronology and spatial context, reliance on ExifMeta alone could result in incomplete or 

misleading conclusions. 

 

A cross-platform analysis further revealed notable differences between iOS and Android 

devices. iOS files demonstrated richer metadata preservation across cloud platforms, 

maintaining uniform access to attributes such as make, model, software version, capture date 

and GPS coordinates. This reflects Apple’s closed and standardized ecosystem, where uniform 

encoding and consistent metadata embedding practices are enforced across devices. By 

contrast, Android files, particularly video formats, displayed systemic gaps in descriptive 

metadata, with missing fields persisting regardless of the cloud service or extraction tool used. 
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These gaps likely stem from Android’s fragmented ecosystem, variations in manufacturer 

firmware and encoding processes that often prioritize file size or playback compatibility over 

metadata richness. 

 

For digital forensic practitioners, these findings highlight two key insights. First, the cloud 

storage environment itself does not compromise metadata integrity and therefore cloud-hosted 

media can generally be considered reliable in terms of metadata preservation. Second, the 

reliability of metadata extraction is heavily dependent on both the mobile platform as in iOS 

vs. Android and the chosen extraction tool. The limitations of certain tools, particularly 

ExifMeta, emphasize the need for multi-tool validation strategies to avoid overlooking critical 

metadata. Moreover, the systemic discrepancies between iOS and Android devices underscore 

the importance of platform awareness, as the evidentiary completeness of metadata can vary 

significantly depending on the device of origin. 

 

Table 3: iOS Image Metadata Consistency Across Cloud Storage (Metadata2go) 

 

Metadata Camera Google Drive iCloud Drive OneDrive 

Make Apple Apple Apple Apple 

Model iPhone 6s iPhone 6s iPhone 6s iPhone 6s 

Software 15.7.7 15.7.7 15.7.7 15.7.7 

Date & Time 2023:08:11 

17:31:16 

Same Same Same 

GPS (Lat, 

Long) 

Present Present Present Present 

Color Space sRGB sRGB sRGB sRGB 

Lens Model Present Present Present Present 

 

Table 4: iOS Image Metadata Consistency Across Cloud Storage (ExifInfo) 

 

Metadata Camera Google Drive iCloud Drive OneDrive 

Make Apple Apple Apple Apple 

Model iPhone 6s iPhone 6s iPhone 6s iPhone 6s 

Software 15.7.7 15.7.7 15.7.7 15.7.7 

Date & Time 2023:08:11 

17:31:16 

Same Same Same 

Longitude 102° 22' 2.95" 

E 

Same Same Same 

Latitude 2° 8' 29.08" N Same Same Same 

Color Space sRGB sRGB sRGB sRGB 

Lens Model Present Present Present Present 

 

Table 5: iOS Image Metadata Consistency Across Cloud Storage (ExifMeta) 

 

Metadata Camera Google Drive iCloud Drive OneDrive 

Make Apple Apple Apple Apple 

Model iPhone 6s iPhone 6s iPhone 6s iPhone 6s 

Software 15.7.7 15.7.7 15.7.7 15.7.7 

Date & Time [object Object] [object Object] [object Object] [object Object] 

Longitude Not Available Not Available Not Available Not Available 
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Latitude Not Available Not Available Not Available Not Available 

Color Space sRGB sRGB sRGB sRGB 

Lens Model Present Present Present Present 

 

These findings highlight the variability in performance across metadata extraction tools. 

Metadata2go and ExifInfo are more reliable in capturing a comprehensive metadata set, 

especially for forensic purposes that require timestamp and geolocation data. ExifMeta 

deficiencies could hinder certain analyses and should be noted when selecting tools for forensic 

investigations. 

 

Android Video Metadata Consistency Across Cloud Storage 

 

Android video metadata remained consistent across all tested cloud platforms with respect to 

core technical parameters such as frame rate, bitrate and codec. This indicates that basic 

playback information is preserved reliably regardless of the storage or transfer medium. 

However, essential descriptive metadata including device make, model, software version, 

creation date and GPS coordinates were consistently absent across all storage locations and 

extraction tools. This absence suggests that the limitation is systemic, originating from the way 

Android devices embed or fail to embed metadata at the point of recording, rather than being 

caused by subsequent file handling or cloud storage processes. 

 

As shown in Table 6, the lack of descriptive metadata in Android videos presents significant 

challenges in digital forensic investigations. Without attributes such as device identifiers or 

timestamps, it becomes more difficult to establish the provenance of a file, authenticate its 

source, or reconstruct a precise chronological sequence of events. Furthermore, the absence of 

GPS data eliminates the possibility of geospatial validation, which is often critical in 

correlating video evidence with real-world locations. 

 

In contrast, iOS video metadata demonstrated greater resilience across cloud platforms. 

Attributes such as make, model, software version, creation date and GPS coordinates were 

consistently preserved alongside technical parameters, even after uploading and re-

downloading from cloud services. This consistency reflects Apple’s standardized approach to 

metadata embedding, which ensures uniformity and reduces the likelihood of information loss 

during storage or transfer. For forensic purposes, this preservation enhances the evidentiary 

value of iOS videos, as investigators can rely on metadata to verify authenticity, establish 

device provenance and reconstruct timelines with higher accuracy. 

 

These findings underscore a key distinction between the two platforms: while both preserve 

technical playback metadata, iOS devices maintain a richer and more consistent set of 

descriptive attributes across environments, whereas Android devices exhibit systemic 

omissions that limit forensic reliability. Practitioners must therefore adapt their investigative 

strategies, accordingly, using supplementary evidence to compensate for Android metadata 

gaps while leveraging the richer metadata available in iOS files. 
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Table 6: Android Video Metadata Consistency Across Cloud Storage (All Extractors) 

 

Metadata Camera Google Drive iCloud Drive OneDrive 

Make/Model/Software Not Available Not Available Not Available Not Available 

Creation Date Not Available Not Available Not Available Not Available 

Frame Rate 30 fps 30 fps 30 fps 30 fps 

Avg. Bitrate 14.5 Mbps 14.5 Mbps 14.5 Mbps 14.5 Mbps 

Codec H.264 H.264 H.264 H.264 

 

Overall, iOS devices demonstrated superior metadata retention and consistency across formats 

and platforms. The choice of extraction tool also significantly impacted the results, where 

Metadata2go and ExifInfo outperformed ExifMeta. Android content, particularly video, 

showed limited metadata, which may affect its utility in forensic workflows. These findings 

underscore the importance of selecting both appropriate devices and robust tools when 

metadata integrity is critical. 

 

Conclusion and Future Work  

 

This study conducted a comparative evaluation of metadata completeness in image and video 

files generated by iOS and Android devices, with additional analysis of their behavior after 

uploading to cloud storage. The findings revealed that iOS devices consistently retained a 

richer set of metadata attributes, including timestamps, GPS coordinates and lens model 

information, thereby supporting stronger traceability and authenticity in digital forensics. In 

contrast, Android devices, particularly in video files, exhibited significant omissions in 

descriptive metadata such as device make, model, creation date and geolocation. These 

systemic gaps reduce the evidentiary value of Android media files and pose challenges for 

forensic practitioners tasked with source authentication and event reconstruction. 

 

The study also evaluated three metadata extraction tools, identifying Metadata2go and ExifInfo 

as more reliable compared to ExifMeta, which demonstrated limited support for certain EXIF 

tag groups and struggled with extracting date and location information. These results underline 

the importance of tool diversity, cross-validation and platform-specific awareness in digital 

forensic workflows, as reliance on a single extraction tool or platform may lead to incomplete 

or misleading interpretations. 

 

For future research, the dataset should be broadened to cover a wider range of smartphone 

models, operating system versions and recording conditions to strengthen the generalizability 

of the findings. Additionally, investigating how metadata degrades through processes such as 

file editing, compression and sharing via social media platforms would provide valuable 

insights into real-world challenges. Such work could inform the development of standardized 

forensic guidelines and best practices for preserving metadata integrity, ensuring that digital 

evidence remains accurate, reliable and admissible in investigative and legal contexts. 
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