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Introduction

The study of Information Science has always been concerned with individual information
seeking, evaluation, and use (Bawden & Robinson, 2022). In the past two decades, information
literacy models have evolved in response to the digital world, web search engines, and social
media sites. In the contemporary period of Generative Al, there is a need for a change in the
educational paradigm that is called Al literacy (Long & Magerko, 2020). The national efforts
of Malaysia to ensure the development of an Al-ready workforce include the MyDIGITAL
Blueprint, the National AI Roadmap, and the MOHE Guidelines on Generative Al (Yusnilzahri
et al., 2025). The institutions of higher education in Malaysia are actively integrating Al into
their work. Nevertheless, contemporary Al-based solutions represent something entirely
different from conventional search engines. Not only does an Al-based assistant generate the
links; it interacts, persuades, apologizes, and even shows empathy. As per the Computers Are
Social Actors (CASA) theory, people unconsciously perceive computers as social actors
whenever they detect socially humanlike cues (Gambino et al., 2020; Reeves & Nass, 1996).
While the Al literacy program teaches the students that Al can hallucinate and exhibit bias,
students still succumb to the "anthropomorphic halo" effect in practice (Lee, 2024; Ngo, 2026).
Once an Al tutor communicates respectfully and empathically, students tend to drop their
cognitive guards and accept any misinformation without double-checking it (Ngo, 2026).
Consequently, there is a need for a novel metric in Information Science to evaluate not only the
knowledge of students about Al code but also their ability to resist socio-algorithmic
manipulation.

Socio-Algorithmic Vulnerability

Socio-Algorithmic Vulnerability is defined as the enhanced propensity of an individual to be
subjected to mental manipulation, blind faith, and accidental privacy breaches that emerge due
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to the interplay between the social reactivity of humans and the characteristics of persuasive
algorithms (Gambino et al., 2020; Keleher et al., 2026; Lee, 2024; OECD, 2026b). In this
research, Socio-Algorithmic Vulnerability is considered the initial vulnerability of a user before
socio-algorithmic literacy skills become engaged. The concept is understood in three
dimensions, which are interconnected:

1. Interpersonal Social Scripting Heuristic: The unconscious application of
interpersonal social scripts, such as courtesy, empathy, and reciprocity, to
conversations with social Al systems that exhibit human-like linguistic signals,
which is rooted in the CASA framework (Gambino et al., 2020; Nass et al., 1994).

2. Algorithmic Obscuration and Bias Heuristic: The unthinking acceptance of the
“machine heuristic,” which refers to a mental shortcut that makes us automatically
believe that any output generated by computers is unbiased, objective, and accurate
(Lee, 2024; Shin et al., 2022).

3. Simple Ontology Heuristic: The mistaken cognitive classification of an Al system
purely as a benign social agent as opposed to an obscure corporate conduit for
collecting data or a mere tool, as per the Privacy Triad framework (Keleher et al.,
2026).

In terms of the SAILS-HE model, the degree of socio-algorithmic vulnerability of a person is
determined by his/her initial characteristics, namely low Need for Cognition (NFC), high
Interpersonal Susceptibility to Social Influence (ISSI), and the presence of a social agent-
oriented conception of STIC. This increased vulnerability raises the likelihood of unintentional
data leaks, cognitive offloading, and susceptibility to synthetic hallucinations, which increased
SAILS can moderate and nullify (Lee, 2024; OECD, 2026b; Sotero et al., 2026).

Research Gaps

Despite the growing literature on Al literacy scales, three major research gaps exist in current
Information Science and educational technology scholarship:

Gap 1: Construct Deficit in Existing AI Literacy Scales
Most validated scales, such as the Meta Al Literacy Scale (MAILS) (Koch et al., 2023), the

Generative Al Literacy Scale (GAIL) (Liu et al., 2025), and general student competency tests
(Do et al., 2026; Zhou et al., 2025), focus heavily on:

1. Technical/Conceptual Knowledge (e.g., understanding machine learning concepts),
2. Practical Tool Usage (e.g., prompt engineering),
3. General Ethical Awareness (e.g., knowing about copyright and privacy policies).

However, none of these scales measure Socio-Algorithmic Literacy, a student's psychological
capacity to recognize, resist, and audit CASA-driven social cues (anthropomorphism, social
presence, paralanguage, and conversational warmth).

Gap 2: The Knowledge-Behavior Disconnect in Information Evaluation

Information evaluation models assume that users critically assess source credibility using
conscious, analytical thinking (System 2 processing) (Kahneman, 2011; Lee, 2024). However,
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CASA research proves that social cues trigger automatic, mindless social scripts (System 1
processing) (Xu et al., 2022). Though students can achieve good scores in terms of their
understanding of Al knowledge, they may still have too much faith in generated content or
share their university’s confidential data due to the perception of the conversation as warm and
intelligent (Keleher et al., 2026; Lee, 2024).

Gap 3: Lack of Contextual Validation in Malaysian Higher Education

The majority of scales developed for Al measurement were done in Western or East Asian
cultures (Almatrafi et al., 2024; Do et al., 2026). The socio-cultural environment within which
higher education exists in Malaysia is distinct in that it has the following features:

e High power-distance academic relationships,
e Dual institutional structures (Public /PTA vs. Private IPTS),
e Code-switched (Bahasa Malaysia and English) communication habits.

There is no psychometrically validated scale tailored to evaluate socio-algorithmic
vulnerability among university students in Malaysia.

Research Questions

What are the key construct dimensions of Socio-Algorithmic Al Literacy (SAIL) in higher
education?

e What is the validity and reliability of the newly constructed Socio-Algorithmic Al
Literacy Scale (SAILS) when measured among students from Malaysian HEIs?

e Does the SAILS measure exhibit measurement invariance between IPTA and IPTS
university student groups in Malaysia?

e To what extent does SAILS predict information evaluation behavior and protect from
Al over-trust?

Research Objectives

J To develop the multi-dimensional construct of Socio-Algorithmic Al Literacy.

J To develop and validate the SAILS measure psychometrically through robust scale
development procedures (EFA, CFA, PLS-SEM).

o To test the measurement invariance of SAILS among university students in
Malaysia who study in both IPTA and IPTS.

J To examine the predictive validity of SAILS towards over-trust to Al, critical

verification behavior, and unintentional disclosure of personal information.
Literature Review

The Computers Are Social Actors (CASA) paradigm serves as the primary psychological
foundation for the Socio-Algorithmic Al Literacy Scale (SAILS). It explains how human-like
interface cues, such as conversational warmth, politeness, first-person phrasing, and perceived
empathy, automatically trigger social scripts and mindless heuristic processing in human users
(Gambino et al., 2020; Lee, 2024; Reeves & Nass, 1996; Xu et al., 2022). Rather than
evaluating basic technical knowledge or prompting mechanics, SAILS operationalizes these
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underlying CASA mechanisms into four psychometrically distinct competency dimensions
designed to measure a student's capacity to audit and regulate social Al interactions.

Anthropomorphic De-biasing measures user resistance to CASA-triggered relational cues by
assessing how effectively a student decouples interface warmth, politeness, and conversational
rapport from factual accuracy and underlying technical capability (Lee, 2024; Ngo, 2026). This
dimension evaluates a user's capacity to neutralize the "anthropomorphic halo" that often lulls
individuals into suspending critical scrutiny during natural language exchanges (Carolus et al.,
2018; Gambino et al., 2020). Meanwhile, Privacy Triad Calibration addresses the CASA-
driven privacy paradox wherein perceiving an Al device as a "social agent", rather than a non-
human conduit or tool, fundamentally relaxes user boundary management and heightens
disclosure risks (Ghosh & Eastin, 2020; Keleher et al., 2026). This dimension evaluates a
student's ability to maintain strict data privacy controls and resist inadvertent personal or
institutional data sharing when interacting with conversational interfaces. Algorithmic
Auditing evaluates the machine heuristic model of human-machine communication, which
states that fluent conversation and instantaneous responses generate unwarranted epistemic
trust and cognitive dependence (Kahneman, 2011; Lee, 2024). This sub-factor assesses the
student's capacity to counteract their System 1 processing and perform System 2 thinking and
evaluation to audit algorithmic authority created (Association of College & Research Libraries
(ACRL), 2016; Kahneman, 2011). The Epistemic Vigilance responds to the CASA-induced
cognitive mindlessness phenomenon, whereby students accept the plausible output of
algorithms without verification (Xu et al., 2022), through the assessment of the behavioral
tendency of the student to verify, triangulate, and authenticate the outputs generated by the
generative Al using authoritative external sources (ACRL, 2016). Below is a summary of
important literature on the relationship between the CASA approach, information science, Al
literacy, and scale development.

Table 1: Comparative Analysis of Existing AI Literacy Scales, CASA Frameworks, and
Identified Research Gaps

Information
CASA Science & | Sample & | Key Findings &
Study Construct /| . .
Mechanism Ll‘terac).f Context Identified Gap
Dimension
Gambino | Human- Human- Theoretical Replaced mindless
et al. | Media Social | Machine Conceptualization | human-human  scripts
(2020) Scripts, Communication, | (HCI/ HMC). with human-media

Perceived Interaction social scripts.

Agency. Schemas. Gap: Did not create a
scale to  measure
individual differences
in script resistance.

Koch et | N/A (General | Meta Al | N = 612 German | Validated a  meta-
al. (2023) | Competency). | Literacy Scale | University competency scale.
(MAILS), Self- | Students. Gap: Ignored socio-
Reflection. emotional interface
cues and CASA
mechanisms.
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Xu et al. | Mindlessness | Information N =834 Adult | Proved that
(2022) Vs. Perception, Participants. mindlessness explains
Mindfulness, | Trust social presence better
Social Attribution. than mindfulness. Gap:
Presence. Focused on media
psychology, not student
information evaluation
literacy.
Lee Machine Source Theoretical Integrated
(2024) Heuristic vs. | Evaluation, Synthesis (HCR). | mindlessness and
Mindlessness | Credibility machine heuristics into
Account. Attribution. HMC.
Gap: Lacked an
empirical  scale to
measure user Ssocio-
algorithmic  auditing
capacity.
Keleher | Privacy Triad | Information N = 400 Survey, | Showed that treating
et al. | (Social Agent | Privacy, N =12 devices as social agents
(2026) vs.  Conduit | Security Grounded Theory. | alters privacy
vs. Tool). Behavior. expectations. Gap: Did
not operationalize the
Privacy Triad into a
student Al literacy
scale.
Ngo Perceived Technology N =491 Showed that social
(2026) Social Adoption, Experimental presence builds trust,
Presence, Uncertainty Participants. but excessive
Transparency. | Reduction. transparency  triggers
cognitive scrutiny.
Gap: Did not measure
student literacy traits
that regulate this trust.
Do et al. | N/A (General | University University Developed a 26-item
(2026) Skill Test). Student Al | Students in | student Al scale.
Literacy Scale. | Vietnam. Gap: Focused on basic
technical  application
and general ethics;
missed socio-
algorithmic cues.
Liu et al. | N/A  (Task | Generative Al | N =500 + Created a 5-dimension
(2025) Performance). | Literacy  Scale | Workplace GAIL scale for job
(GAIL). Knowledge performance. Gap:
Workers. Designed for enterprise
productivity, not

information evaluation
in education.
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Theoretical Framework

The Socio-Algorithmic AI Literacy (SAILS) framework combines three theoretical
foundations:

Y |. FOUNDATIONAL THEORETICAL PILLARS —
1. CASA PARADIGM 2. DUAL-PROCESS THEORY 3. ACRL FRAMEWORK

(Reeves & Nass, 1996; Gambino et al., 2020) (Kahneman, 2011; Lee, 2024) (Information Evaluation & Authority)
Social cues trigger automatic social System 1 (Mindless) vs. Critical evaluation of constructed
scripts (System 1mindlessness) System 2 (Deliberate audit) authority and information quality

L )

1l. CORE CONSTRUCT: Socio-Algorithmic Al Literacy (SAILS)
Validated Measurement Construct (EFA, CFA & PLS-SEM)

+ Anthropomorphic De-biasing ‘% « Algorithmic Authority Auditing
(Decoupling warmth from accuracy) ‘ (Overriding Machine Heuristics)

a * Privacy Triad Calibration « Epistemic Vigilance (Active
(Recognizing agent disclosure risks) verification of generative outputs)

Jll

I Ill. PREDICTED BEHAVIORAL OUTCOMES 1

[ Calibrated Trust % Reduced Inadvertent @ Active Source [:'H High Critical
a=_8 (Reduced Over-Trust) Data Disclosure - Cross-Checking =M Information Quality

== < ~

Figure 1: Theoretical Framework for the Development and Validation of the Socio-
Algorithmic Al Literacy Scale (SAILS)

The SAILS framework is divided into three phases that are based on three theories, namely the
CASA framework theory (Gambino et al., 2020; Reeves & Nass, 1996), Dual Process Theory
(Kahneman, 2011; Lee, 2024) and ACRL Framework for Information Literacy (ACRL, 2016).
These theories define the process through which social cues of an interface trigger automatic
System 1 mindlessness and the cognitive shift to System 2 auditing. SAILS can be described
as the main multi-dimensional measurement construct located right at the heart of the
framework and consists of four separate dimensions, namely, Anthropomorphic De-biasing
(disconnecting interface warmth from facts), Privacy Triad Calibration (being aware of
disclosure dangers by assuming that Al is a social being), Algorithmic Authority Auditing
(reversing default algorithms), and Epistemic Vigilance (verifying output of the generation
process). Lastly, the framework of Information Literacy by the ACRL (2016) provides the
foundation for information science in terms of standards to assess constructed authority,
question the information construction process, and preserve data privacy ethics.

Methodology

Scale Development & Validation Protocol

In order to meet the need for clarity and specification of procedures, the scale development
process is broken down into four operationally specific phases (Figure 2) based on

psychometric scale development paradigms (DeVellis & Thorpe, 2021; MacKenzie et al.,
2011).
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Phase 1: Domain Specification and Item Generation

Phase 1 will commence with construct specification, whereby the four dimensions targeted by
the Socio-Algorithmic Al Literacy Scale (SAILS) will be specified: Anthropomorphic De-
biasing, Privacy Triad Calibration, Algorithmic Authority Auditing, and Epistemic Vigilance
(Gambino et al., 2020; Keleher et al., 2026; Lee, 2024). The item pool will comprise a seven-
point Likert-scale items ranging from 1=Strongly Disagree to 7=Strongly Agree, which will be
derived following a thorough review of the literature and adherence to standardized scale
construction procedures (DeVellis & Thorpe, 2021; MacKenzie et al., 2011). In order to
determine content validity, the item pool will be subjected to review by a panel of eight experts
in Malaysia who have expertise in Information Science, Al Ethics, and Psychometrics (Lynn,
1986). Content Validity Indexes will subsequently be computed to determine high performers,
in line with strict psychometric guidelines, where ["-CVI">0.80 and S"-CVI/Ave">0.90 (Polit
& Beck, 2006; Polit & Beck, 2007)

Phase 2: Pilot Testing and Exploratory Factor Analysis (EFA)

Phase 2 will involve pilot testing of the initial scale among a sample of 200 university students
at two Malaysian HEIs through convenience sampling (Hair et al., 2019; Memon et al., 2020).
The statistical analysis performed using IBM SPSS Statistics 29.0 will initially confirm the
data factorability and sampling adequacy through the Kaiser-Meyer-Olkin measure
("KMO">0.80) and Bartlett's Test of Sphericity (p<0.001) (Field, 2018; Kaiser, 1974). The next
step will include performing Exploratory Factor Analysis (EFA) by employing Principal Axis
Factoring with Promax rotation to check for factor structure (Howard, 2016; Tabachnick &
Fidell, 2019). Those items that meet psychometric requirements for item retention of primary
factor loadings >0.60 and cross-loadings <0.30 will be included, followed by checking the
internal consistency by using Cronbach's Alpha (¢>0.80) (Nunnally & Bernstein, 1994).

Phase 3: Main Survey and Confirmatory Factor Analysis (CFA/ PLS-SEM)

Phase 3 will focus on a more general population that includes undergraduate and postgraduate
students at the Malaysian Higher Education Institutions. The use of multistage stratified
random sampling techniques (Cochran, 1977; Sekaran & Bougie, 2016) will involve
stratification of the sample according to the two institutional groups (IPTA and IPTS) and two
academic disciplines (STEM and Social Sciences and Humanities). With SmartPLS 4.0 (Ringle
et al., 2022) and R (lavaan package) (Rosseel, 2012) being the main analysis tools, the outer
measurement model will be thoroughly evaluated. Construct reliability and validity will be
confirmed using indicator reliability (outer loadings > 0.708) (Hair et al., 2022), internal
consistency (Composite Reliability p. = 0.70) (Joreskog, 1971), convergent validity (AVE >
0.50) (Fornell & Larcker, 1981), and discriminant validity evaluated via the Heterotrait-
Monotrait ratio (HTMT < 0.85) (Henseler et al., 2015).

Phase 4: Structural Validation and Measurement Invariance

Phase 4 completes the validation protocol by evaluating structural relationships and
measurement invariance across target demographics (MacKenzie et al., 2011). The three-step
Measurement Invariance of Composite Models (MICOM) procedure will be executed in
SmartPLS 4 to verify that student cohorts in public (IPTA) and private (IPTS) universities
interpret the scale items identically (Henseler et al., 2016). Finally, predictive validity testing
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will evaluate the structural model's explanatory and predictive metrics (R?, f?2, Q;redict) in
predicting key downstream information behaviors (Hair et al., 2022; Shmueli et al., 2019),
specifically reducing Al over-trust, increasing information verification frequency, and
preventing inadvertent privacy disclosure.

PHASE 1: DOMAIN SPECIFICATION & ITEM GENERATION

« Construct Domain Specification g:“
« Drafting Initial 50-Item Pool * Item-CV1 = 0.80 i ’
« Expert Content Validation (Panel of 8)  * Scale-CVI/Ave = 0.90

¥

PHASE 2: PILOT TESTING & EXPLORATORY FACTOR ANALYSIS (EFA)

* Pilot Testing (N = 200 Students) * Principal Axis Factoring (Promax) [*
« Sampling Adequacy: KMO > 0.80 « Factor Loadings = 0.60
» Bartlett's Test: p < 0.001 * Internal Consistency: x 0.80

¥

PHASE 3: MAIN SURVEY & CONFIRMATORY MEASUREMENT MODEL (PLS-SEM)

» Stratified Random Sampling (N 2 600) « Indicator Loadings = 0.708

* Public (IPTA) vs. Private (IPTS) Cohorts « Composite Reliability (pc,20.70

* STEM vs. Humanities Disciglines « HTMT Ratio < 0.85

¥

PHASE 4: STRUCTURAL VALIDATION & MEASUREMENT INVARIANCE

« 3-Step MICOM Measurement Invariance

» Equivalence Across IPTA & IPTS Cohorts

Figure 2: 4-Phase Psychometric Scale Development Protocol
Construct Definition and Measurement Scope
In scale construction of new technologies, construct validity can be established by defining
skills that transcend mere mechanical operations and programming knowledge. SAILS is

conceived as a multidimensional, second-order latent construct that gauges a person’s ability
to critically maneuver, assess, and interact with conversational Al and algorithmic
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recommendation systems (Lee, 2024; Shin et al., 2022; Sotero et al., 2026). Instead of gauging
technical competency, SAILS evaluates the metacognitive, evaluative, and socio-cognitive
skills of the user to detect and control two separate cognitive weaknesses inherent in Al-assisted
environments:

1. Automated Social Heuristics: Activation of pre-programmed social scripts in response
to conversational prompts that seem human (Gambino et al., 2020; Nass & Moon, 2000;
Nass et al., 1994).

2. Machine Heuristic: The tendency to always assume that the results generated through
computational processes are always objective and accurate (Kahneman, 2011; Lee,
2024; Sundar, 2008).

By assessing these dual mechanisms, SAILS evaluates the psychological and behavioral
competencies required to prevent uncritical over-trust, inadvertent data exposure, and cognitive
over-reliance (Keleher et al., 2026; OECD, 2026; Sotero et al., 2026).

Core Competency Dimensions Measured by SAILS

The SAILS instrument operationalizes socio-algorithmic literacy across four core first-order
dimensions:

Anthropomorphic de-biasing (social-cue awareness) is the user’s capacity to recognize
conversational social cues (e.g., politeness, empathetic phrasing, natural dialogue) and actively
decouple conversational "warmth" or linguistic fluency from factual accuracy and system
reliability (Gambino et al., 2020; Lee, 2024). Grounded in the Extended Computers Are Social
Actors (CASA) paradigm (Gambino et al., 2020; Nass & Moon, 2000; Nass et al., 1994), this
dimension measures the extent to which a user refrains from mindlessly applying human-to-
human social scripts to interactive media agents. It evaluates social-cue awareness by assessing
whether a user maintains analytical scrutiny despite flattering, highly polite, or
anthropomorphic interface design (Heyselaar, 2023; Lee, 2024).

Privacy triad calibration (privacy awareness) is the user's metacognitive ability to classify an
interactive Al along the Privacy Triad continuum, distinguishing whether the device or agent
is functioning as a benevolent Social Agent, a corporate Conduit harvesting personal data, or a
controllable Tool (Keleher et al., 2026). Based on the Privacy Triad framework (Keleher et al.,
2026) and Communication Privacy Management theory (Ghosh & Eastin, 2020; Petronio,
2002), the present dimension gauges privacy awareness in relation to conversational Al. The
measure determines whether the individual is aware of the dangers related to structural data
disclosure and observes conscious boundaries relating to personal identifiers, financial data,
and disclosures.

Algorithmic authority auditing (critical evaluation and mitigation of Al over-reliance) refers to
the deliberate use of cognitive resources to think hard about and challenge automated outputs,
decision-making, and recommendations (Kahneman, 2011; Lee, 2024; Shin et al., 2022). This
dimension is based on the theories of Dual-Process Theory (Kahneman, 2011) and human-
computer communication (Lee, 2024; Sundar, 2008), and it provides a direct measure of critical
evaluation and Al over-reliance. It captures the extent to which users are able to overcome
"machine heuristics," defined as the tendency to consider any automated output as inherently
objective and neutral (Shin et al., 2022; Sotero et al., 2026).
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Epistemic vigilance (epistemic trust & active verification) is a metacognitive attitude and
behavior of being skeptical about generative Al claims through checking them out with external
and reliable sources (ACRL, 2015; Doyle et al., 2019; OECD, 2026). Being based on the ACRL
Information Literacy Framework (ACRL, 2015) and on international testing standards (OECD,
2026; OECD & European Union, 2026), this dimension tests the level of epistemic vigilance.
This dimension tests whether the user sees the output of generative Al as an open question,
which requires further lateral reading and truth-checking rather than the acceptance of
hallucinations and biases provided by algorithms as ready facts.

Scope Summary Matrix for Scale Item Development

The table below brings together the scope, emphasis, competency, threats, and Likert indicators
within each of the four first-order sub-dimensions of the SAILS test:

Table 2: Dimension Specification, Target Competencies, and Sample Measurement
Items for the SAILS Instrument

Dimension | Primary | TargetTrait/ | Key  Threat | Sample Core
Focus Competency | Mitigated Survey Reference
Indicator (5- | Support
Point Likert)
Anthropom | Social- Decoupling | Mindless "Even if an Al | Gambino et
orphic De- | Cue conversationa | anthropomorph | responds in a | al. (2020);
biasing Awarene | 1 warmth | ism, social | highly  polite | Heyselaar
ss from flattery, and | and  friendly | (2023); Lee
objective uncritical tone, 1 do not | (2024); Nass
factual emotional assume its | etal. (1994)
accuracy bonding information is
accurate."”
Privacy Privacy | Classifying Inadvertent "I avoid typing | Ghosh &
Triad Awarene | agent vs. | data leakage, | senmsitive Eastin
Calibration | ss corporate boundary personal (2020);
conduit  vs. | erosion, and | details into this | Keleher et al.
tool roles corporate Al because 1| (2026);
harvesting know my data | Petronio
may be stored | (2002)
on  corporate
servers."
Algorithmi | Critical | Overriding Al over- | "l actively | Kahneman
¢ Authority | Evaluati | the "machine | reliance, question  the | (2011); Lee
Auditing on heuristic" via | automated reasoning (2024); Shin
System 2 | authority bias, | behind an Al's | et al. (2022);
analytical and  passive | answer rather | Sotero et al.
processing acceptance than assuming | (2026)

its output is
unbiased."
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Epistemic | Epistemi | Active Uncritical "I regularly | ACRL

Vigilance ¢ Trust | verification, | acceptance of | open a | (2015);
Calibrati | lateral generative Al | separate Doyle et al.

on reading, and | hallucinations | browser tab to | (2019);

source cross- | and filter | double-check | OECD

checking bubbles Al-generated | (2026);
claims against | OECD &

external European

sources." Union (2026)

Expected Contributions & Impact

The present study contributes to information science literature in four ways: theoretical,
methodological, in terms of national policy, and in terms of educational practice. Theoretically,
this work builds on information evaluation frameworks traditionally used (ACRL, 2016) to
introduce the idea of Socio-Algorithmic Al Literacy through the adoption of the paradigm of
Computers Are Social Actors (CASA) (Gambino et al., 2020). SAILS expands Al literacy from
mere technical literacy and ethics to the capacity to detect and deal with social and algorithmic
vulnerability. Methodologically, it contributes to educational technology, human-computer
interaction, and library science scholarship with a psychometrically validated standardized
diagnostic instrument (SAILS) developed using the most rigorous scale development
procedures (MacKenzie et al., 2011). From the perspective of national policy, it is an important
contribution since it offers MOHE Malaysia, university senates, and academic administrators
a diagnostic measuring device for students' Al literacy in line with national strategic plans (e.g.,
National Guidelines on Artificial Intelligence Governance and Ethics (MOSTI), 2024). Finally,
from a pedagogical standpoint, the findings empower university librarians and instructional
designers to move beyond teaching generic software commands, enabling the creation of
targeted workshops that address students' socio-algorithmic vulnerabilities and institutional Al
integration needs in Malaysian academic libraries (Masrek et al., 2025).

Conclusion

With the pervasive penetration of Generative Al systems into education at the post-secondary
level, assessment of Al literacy should go beyond assessing the skill of students in prompting
and their general knowledge of ethics. Contemporary conversational Al tools often prompt
social heuristics automatically, making humans vulnerable to over-trust, over-reliance, and
accidental revelation of their private data. This article develops the theoretical basis and
methodological blueprint of the Socio-Algorithmic Al Literacy Scale (SAILS), which is
grounded in the CASA paradigm, Dual-Process Theory, and the Information Literacy model.
The scale is based on four dimensions of socio-algorithmic literacy: Anthropomorphic De-
biasing, Privacy Triad Calibration, Algorithmic Authority Auditing, and Epistemic Vigilance.
In the development of SAILS, an intensive four-stage psychometric process of expert content
validation, exploratory factor analysis, confirmatory PLS-SEM, and MICOM of the instrument
for measuring the construct invariance of students at Malaysian public (IPTA) and private
(IPTS) universities, this study will produce a validated diagnostic tool. Eventually, SAILS will
be able to offer educators, librarians, and MOHE policymakers a mechanism that can assess
students’ preparedness and help plan educational interventions that create epistemically astute
information users in an era of increasing Al
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