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coefficients exceeding the 0.70 threshold. Ultimately, this study
provided a wvalidated, context-specific questionnaire that reliably
measures teachers’ behavior to mitigate cyber risks, serving as a
practical tool for future empirical research and policymaking.
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Introduction

The internet is now a vital part of everyday life. Following the COVID-19 pandemic, Malaysia
experienced a sharp rise in digital use; as such, in 2021, the percentage of individuals who used
the internet was 96.8% (DOSM, 2022). Although the digital transformation offers more
convenience, it also exposes the general population to more cybersecurity risks. One of the
main risks that is currently being addressed is the Macau scam. Today, scammers use voice
over IP (VoIP), caller identification spoofing, and social engineering to trick unsuspecting
people (Rosley et al., 2023).

Despite continuous efforts by government authorities and cybersecurity agencies, Macau Scam
cases continue to arise. According to the Royal Malaysia Police, 7,734 scam cases were
reported in 2023, resulting in financial losses exceeding RM321.1 million (PDRM, 2023).
Scammers have become more sophisticated and now utilise artificial intelligence (Al)-
generated voice cloning and spoofed caller identification to manipulate victims. As a result,
these scams affect individuals across different socioeconomic backgrounds, including retirees,
corporate professionals, and educators (Bernama, 2023).

Although various regulatory measures and public awareness campaigns have been introduced,
these initiatives remain insufficient to effectively reduce the growing incidence of cyber scams
(MKN, 2024). One of the main challenges is human behaviour. Many individuals
underestimate their vulnerability to cyber threats, have limited awareness of evolving scam
techniques, and are unable to recognise fraudulent attempts. Existing studies have largely
focused on technological solutions, while the behavioural and cognitive factors influencing
cybersecurity remain relatively underexplored. Factors such as attitude, perceived behavioral
control, social influence, and self-efficacy play important roles in shaping individuals'
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intentions to adopt self-protective behaviours (Chatterjee et al., 2019; Nurul Nadiah et al.,
2019).

Furthermore, research on teachers' self-protective behavior against cybercrime remains scarce,
even though teachers are among the demographics frequently targeted by online scams in
Malaysia (Bernama, 2023). Examining teachers' cybersecurity behavior is essential because
they act as key agents in nurturing digital literacy among future generations. Cultivating a
cyber-savvy society requires teachers to possess adequate knowledge and actively demonstrate
safe online practices themselves (Jelani et al., 2021). Consequently, questions arise regarding
teachers’ actual preparedness and capability to mitigate cyber risks. This is critical because,
without mastering and adopting these protective behaviors, teachers cannot effectively impart
cybersecurity knowledge to their students, leaving the aspiration of a cyber-secure society
dashed.

In order to fill these research gaps, the present study seeks to develop and validate a structured
survey tool for measuring teachers' self-protective intentions and behaviours in relation to
cyber threats. Based on the Theory of Planned Behavior (TPB) and Self-Efficacy Theory, the
instrument included the main constructs of attitude, subjective norms, perceived behavioral
control, self-efficacy, and self-protection intention. By offering a measurement tool that is
rooted in theory and proven to be reliable, the study enhances our understanding of the
cognitive factors that influence self-protective behaviour. The instrument is expected to help
support future research and to assist policymakers, educational institutions, and cybersecurity
agencies in formulating targeted behaviour-based intervention strategies in order to improve
cybersecurity awareness and promote a more cyber-savvy society in the future.

Literature Review
Theory of Planned Behavior (TPB)

The conceptual framework of this study is based on the Theory of Planned Behavior (TPB)
proposed by Ajzen (1991). TPB is an extension of the Theory of Reasoned Action (TRA). It
has been widely used to understand how individuals’ intentions can lead to specific behaviors
(Ajzen, 2001). The empirical validity of TPB has been demonstrated across a range of contexts,
including retail cybercrime (Aloysius et al., 2019), educational program enrollment (Li et al.,
2009), and ethical decision-making (Reni & Anggraini, 2016). Under TPB, actual behavior is
largely influenced by behavioral intention. TPB was determined by three key construct which
is attitude, subjective norms, and perceived behavioral control (PBC) (Aertsens et al., 2011).
Attitude refers to an individual’s positive or negative evaluation of a particular behavior
(Pavlou & Fygenson, 2006), while subjective norms represent the perceived social influence
of important people or groups (Ajzen, 1991; Valliere, 2017). PBC reflects an individual’s
perception of how easy or difficult it is to perform the behavior (Ajzen, 1991; Bandura, 1997).
When these determinants align positively, the likelihood of an individual engaging in the target
behavior increases significantly. In the context of cybercrime mitigation, TPB provides a useful
framework for understanding how individuals adopt self-protective behaviors, particularly
when engaging in high-risk online activities (Daud et al., 2020). The framework developed
helps to explain how attitudes, social expectations, and individuals perceived control over their
actions work together to influence their decision to take active measures to protect themselves
from emerging digital threats.
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Self-efficacy Theory

In addition to the TPB, Self-efficacy Theory by Bandura (1997) was also frequently employed
by researchers to explain human behavior. Self-efficacy refers to an individual's belief in their
ability to organize and execute the actions necessary to achieve a specific goal (Bandura, 1986,
1991). This cognitive characteristic is important because confidence in one’s own abilities
helps individuals manage complex challenges, particularly in uncertain situations involving
risks such as cybercrime (Bello et al., 2018). As a result, individuals with higher self-efficacy
tend to demonstrate greater motivation and commitment to apply protective behaviors (Hassan
et al., 2020; Bortne et al., 2025).

Although self-efficacy and perceived behavioral control (PBC) look similar, they remain
distinct constructs within the behavioral literature. Self-efficacy primarily reflects an
individual's internal belief in their personal competence, which is often strengthened through
direct experience (Parkinson et al., 2017). In contrast, PBC extends beyond internal confidence
by incorporating external factors, including the availability of resources and situational
opportunities that facilitate behavior (Ajzen, 1991). The availability and use of security tools
can enhance PBC by making protective actions appear more manageable within a given context
(Son et al., 2013). In essence, self-efficacy reflects the internal conviction that "I believe I can
do it," whereas PBC represents the broader perception that "I have the control and resources to
do it."

In keeping with this distinction, research carried out in Malaysia showed that internet self-
efficacy among students and teachers is still relatively low, which hinders the uptake of
effective privacy and cybersecurity practices (Lee, Tan, & Siah, 2017; Zainal et al., 2023).
These results show how important it is to boost people's confidence in carrying out protective
actions by means of specific interventions, for example through awareness campaigns, digital
literacy programmes, and the development of practical cybersecurity skills. Furthermore, an
increased awareness of how often and how severely cyber threats occur will result when
appropriate educational programmes are introduced. This in turn can enhance people's
motivation to carry out self-protective behaviours (Drew, 2020). To sum up, self-efficacy is
about individuals' belief in their own ability, while perceived behavioural control (PBC) takes
into account both personal capability and the availability of the resources needed to carry out
a behaviour.

Behavior To Self-Protect

Attitude, subjective norms, and perceived behavioral control are widely recognised as key
determinants of human behaviour under the Theory of Planned Behavior (TPB) (Ajzen, 1991,
2002). Extensive empirical evidence demonstrates that these constructs significantly influence
behavioural intention, with perceived behavioural control consistently identified as one of the
strongest predictors of actual behaviour (Choi & Suh, 2022; Yoon, 2011). Within the context
of cybercrime prevention, behavioural factors are particularly important because effective
mitigation relies largely on individuals’ willingness to adopt appropriate self-protective
practices (Hadlington & Chivers, 2018; Warner et al., 2014).

The adoption of self-protective behaviour is influenced not only by behavioural beliefs but also

by individuals’ confidence in their ability to protect themselves. According to Bandura (1986),
effective self-protection depends on individuals’ capability to make informed decisions and
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create a secure environment rather than relying solely on external interventions. Consequently,
proactive self-protection is regarded as a shared responsibility, complementing governmental
initiatives and legal enforcement in reducing cybercrime risks (Afida et al., 2014; Boush et al.,
2015). Individuals are generally more likely to adopt protective measures when the perceived
benefits exceed the associated costs, whereas protective behaviour declines when the perceived
effort or inconvenience outweighs the expected consequences of victimisation (McCarthy &
Chaudhary, 2014; Skogan, 1981; Vakhitova et al., 2020). Despite these findings, limited
research has examined how individual characteristics influence the adoption of self-protective
behaviours (Fissel & Lee, 2024).

Self-efficacy has also been widely recognised as an important predictor of behavioural
intention and actual behaviour. Previous experiences shape individuals’ confidence in
performing protective actions, thereby strengthening their intention to engage in cybersecurity
practices (Parkinson et al., 2015; Van Stralen et al., 2009). Accordingly, self-protective
behaviour has become increasingly important during online activities such as e-commerce,
online banking, and social networking, which expose users to various cyber threats (Daud et
al., 2020). This perspective is consistent with the National Consumer Policy, which promotes
knowledgeable, proactive, and responsible digital citizens capable of practising continuous
online self-protection (Afida et al., 2014; National Consumer Policy, 2010).

People's individual attitudes and personal traits also affect how they respond to cyber risks.
Generally, a sense of insecurity causes people to be more careful, while too great a sense of
confidence often causes individuals to underestimate cyber threats and fail to take necessary
security measures (Abassi et al., 2016; Lea et al., 2009). These differences in behaviour are in
turn influenced by demographic and psychological factors such as personality, gender,
education, nationality, and previous life experiences (Messick, 1999). The same kind of pattern
can be seen in Malaysia, since internet users there show different levels of perceived online
safety, indicating variations in their cyber risk perception (MCMC, 2020).

There is a high usage of the internet in areas of working, learning, purchasing goods and
communicating, which opens up new possibilities for cybercriminal behavior (Olofinbiyi &
Singh, 2020). Cybercriminals have adjusted their tactics to exploit the changes in the behavioral
pattern (Felson & Clarke, 1998), which means the necessity of developing adequate self-
protection measures. People who feel more in control of their resources usually are in a better
position to practice the necessary behaviors and decrease their vulnerability to cyber risks
(Dawson et al., 2021). Previous victimization has led to behavioral changes aimed at avoiding
repeated victimization (Cohen & Felson, 1980; Turanovic & Pratt, 2014); however, findings
from studies conducted to date are inconclusive. Drew (2020) found no significant difference
in the behavior of previous victims and non-victims.

Recent evidence further indicates that many internet users remain unaware that routine online
activities, including social networking, online shopping, browsing digital content, and seeking
online relationships, may inadvertently expose sensitive personal information to
cybercriminals (Ernawati et al., 2023; Khadijah et al., 2020; Lee et al., 2022). Cybercriminals
increasingly exploit these behaviours through highly targeted attack strategies (Fidlizan
Muhammad et al., 2024). Moreover, individuals who are unable to distinguish legitimate
websites from fraudulent platforms are particularly vulnerable to financial fraud and identity
theft (Hamsi et al., 2015; Zahari et al., 2019). This highlights the importance of strengthening
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cybersecurity awareness, digital literacy, and secure online practices (Dunham, 2022; Puram et
al., 2011; Wilson et al., 2023).

In addition, psychological characteristic such as low awareness, high neuroticism, limited
internet experience, and poor digital literacy has been consistently associated with greater
cybercrime susceptibility (Fidlizan Muhammad et al., 2024; Ge et al., 2021). Beyond individual
capability, support from family members and close friends also contributes to cybercrime
prevention by encouraging information sharing, validating suspicious online activities, and
facilitating informed decision-making (Fidlizan Muhammad et al., 2024).

Methodology
Research Design

This study using a quantitative, cross-sectional research design to examine teachers’ self-
protective behaviours against cybercrime. Pilot test data were analysed using IBM SPSS
Statistics Version 29. IBM SPSS Statistics is a widely recognised statistical software package
that facilitates data management, interpretation, and quantitative analysis across various social
science disciplines (Wagner-Huang, 2020).

Sampling Strategy

The target population for this pilot study comprised Malaysian public secondary school
teachers (Sekolah Menengah Kebangsaan, SMK). This demographic was selected because
public servants, particularly teachers, are heavily targeted by online scammers, with police
statistics indicating an average of three teacher victims daily (Bernama, 2023; Majlis
Keselamatan Negara, 2023).

SMK schools were specifically chosen over specialized institutions-such as Science Schools,
Religious Schools, or National-Type Schools (Sekolah Jenis Kebangsaan, SJK) due to the
greater demographic and professional diversity of their teaching staff. In SMKs, there are many
academic streams, and their educators are composed of many genders, races, ages, and
educational levels. It is important that this be reflected in the pilot phase of testing to avoid
biases in sampling and ensure that the measurement instrument is generally applicable to all
kinds of teachers.

Also, it is important to validate this scale among teachers because of their double responsibility
for cyber risk management. Beyond their vulnerability as potential targets, educators play a
pivotal role in promoting online safety. Enhancing their digital resilience not only improves
their self-protective behaviors but also fosters cybersecurity awareness among students
(Pitchan et al., 2019; Zulkifli et al., 2020; Ahmed et al., 2021; Pitchan et al., 2025).

A cluster sampling approach was adopted, with individual schools serving as sampling clusters
to facilitate preliminary data collection. Each selected school formed a heterogeneous cluster
spanning various genders, age brackets (23-60 years), ethnicities, religions, and qualifications.
Including both male and female teachers at this pilot stage helped identify and mitigate
potential gender-related response bias before finalizing the survey scale (Jusoh & Nizar, 2022).
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Pilot Testing

A total of fifty teachers from one selected school participated in the pilot study to assess the
reliability and validity of the research instrument. Data were collected using an online
questionnaire administered through Google Forms. The data collection process was conducted
in one-month period, from April until May 2026.

Content Validation

Two subject matter experts from the management field were referred for the validation of the
questionnaire. The evaluation centred on the format and structure, language used, and the
presence of ambiguous or redundant items. The information that was received after the
validation process was then used to enhance the quality of the questionnaire.

Ethical Consideration

In the initial section of the questionnaire, a declaration of informed consent was included in
order to inform about the aims of the research, the rights of the respondents, the confidentiality
policy, the usage of collected data, and consent. This has been done to protect the personal
details of the respondents and to maintain ethics in research.

Questionnaire Structure

The questionnaire comprised seven sections, with the measurement items adapted from
established sources in the literature. Section A gathered respondents' demographic information,
including gender, age, race, nationality, highest educational qualification, individual gross
income, experience of scam victimization and frequency of receiving suspicious calls. Sections
B to G consisted of 7 items measured using a seven-point Likert scale. A seven-point Likert
scale was used, as it is one of the most commonly adopted response formats in research (Cox,
1980). The use of an odd number of response options allows respondents to select a neutral
response when appropriate (Preston & Colman, 2000). Compared with a five-point scale, a
seven-point Likert scale provides greater response discrimination and more accurately captures
respondents' opinions (Chang, 1994; Cox, 1980). Previous research has also suggested that
using more than seven response categories may reduce response accuracy, as respondents may
find it difficult to distinguish between the available options (Miller, 1956).

Measurement Items

The questionnaire consisted of six constructs: attitude, subjective norms, perceived behavioral
control, self-efficacy, intention to self-protect, and behavior to perform self-protect. All
measurement items were adapted from previously validated instruments and assessed using a
seven-point Likert scale ranging from 1 (strongly disagree) to 7 (strongly agree).

The Attitude (ATT) scale used was composed of seven items, which were drawn from Van
Steen and Deeleman (2021) and Glanz et al. (2015). The items focused on measuring how
important, useful, and beneficial were the respondents' perceptions about practicing
cybersecurity behaviors. More specifically, the items evaluated whether the respondents
perceive compliance with cybersecurity policies, maintaining devices and software updated,
usage of scam detection apps, and practicing cybersecurity behaviors to improve online
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security and minimize chances of being scammed. Subjective norms (SBN) scale used
consisted of seven items drawn from Glanz et al. (2015) and Van Steen and Deeleman (2021).
The items examined the extent to which the respondents are socially influenced by significant
others regarding their cybersecurity behaviors and how these others encourage and support
them to practice cybersecurity behaviors.

Perceived Behavioral Control (PBC) was measured using seven items adapted from Van Steen
and Deeleman (2021) and Armitage et al. (1999). The items evaluated respondents' perceived
control and ability to perform recommended cybersecurity behaviours, including complying
with cybersecurity policies, avoiding phishing emails, scanning devices, detecting scam calls,
updating devices, and exercising personal control in protecting themselves against cyber scams.
Self-efficacy (SEF) was measured using seven items adapted from Cho and Lee (2015) and
Pratama et al. (2025). These items assessed respondents' confidence in their ability to protect
themselves from cyber scams, perform precautionary measures despite potential challenges,
recognise scam attempts, and manage their actions to minimise the risk of cybercrime
victimisation.

Intention to Self-protect (INT) was measured using seven items adapted from Cho and Lee
(2015) and Pratama et al. (2025). The items assessed respondents' intentions to adopt self-
protective behaviours against cybercrime, including avoiding cyber risks, being more cautious
when dealing with suspicious situations, changing passwords regularly, updating antivirus
software, monitoring unusual device activities, responding promptly to scam alerts, and
creating strong passwords.

Behavior to Perform Self-protect (BEH) was measured using seven items adapted from Huang
et al. (2020). These items evaluated respondents' actual self-protective cybersecurity practices,
including checking network and website security before accessing online services, managing
browsing history, updating antivirus software, using different passwords across online
platforms, responding immediately to scam alerts, and using applications that identify or block
unknown callers.

Data Analysis

The pilot test data was analyzed by using IBM SPSS Statistics Version 29 to validate the
measurement model. Descriptive analysis, factor analysis, reliability measures and Exploratory
Factor Analysis (EFA) analysis were conducted. Results from the analyses were used by the
researcher to evaluate the real feedback from the respondents and this helped a lot in making a
conclusion and recommendations.

Findings

Descriptive Analyisis

A total of 47 out of 50 distributed questionnaires were returned, representing a high response
rate of 94%. Table 1 presents the detailed profile of the respondents.
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Table 1: Descriptive Analysis of Respondent Profile

Description Percentage (%)
Gender Male 19.1
Female 80.9
Age Group 21-30 34
31-40 27.7
41-50 14.9
51-60 23.4
Race Malay 95.7
Chinese 2.1
Indian 2.1
Nationality Malaysian 100
Education Level Diploma 25.5
Degree 63.8
Masters 8.5
PhD 2.1
Income Level (Gross) RM2001-RM3000 19.1
RM3001-RM4000 23.4
RM4001-RM5000 10.6
RM5001-RM6000 2.1
RM6001-RM7000 10.6
RM7001-RM8000 6.4
RMS8001-RM9000 14.9
RM9001-RM10000 12.8
Victimization Experience Yes 40.4
No 59.6
Frequency of Receiving Never 8.5
Suspicious Call or Scam 1-2 times 44.7
Attempt Per Month 3-4 times 21.3
5-6 times 14.9
7-8 times 4.3
> 8 times 6.4

Table 1 has shown that 80.9% of the respondents were female, while remaining balance of
19.1%. were male. Majority aged between 21 and 30 years old (34.0%), followed by those aged
31 to 40 years old (27.7%), 51 to 60 years old (23.4%), and 41 to 50 years old (14.9%). Most
of the respondents were Malays (95.7%) with Chinese and Indian teachers comprising 2.1%
each. All participating teachers were Malaysian citizens (100.0%). Regarding educational
background, the teachers were highly qualified, with a majority holding a Bachelor’s degree
(63.8%), followed by Diploma holders (25.5%), Master’s degree holders (8.5%), and PhD
holders (2.1%). For monthly gross income, the distribution among the teachers was diverse.
Majority of the respondent earned gross income between RM3,001 and RM4,000 (23.4%),
followed by RM2,001 to RM3,000 (19.1%) and RM8,001 to RM9,000 (14.9%).
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From the findings, it has shown that 40.4% of the respondents reported having experienced
prior victimization. Whereas 59.6% had never been victimized. Furthermore, concerning the
frequency of receiving suspicious calls or scam attempts per month, only 8.5% of the teachers
had never encountered any attempts. The majority of participating teachers (44.7%) reported
receiving suspicious calls 1 to 2 times per month, followed by 3 to 4 times (21.3%), 5 to 6 times
(14.9%), 7 to 8 times (4.3%), and more than 8 times per month (6.4%). Overall, the diverse
background and active scam exposure among the teachers provided an appropriate context for
validating the survey instrument.

Exploratory Factor Analysis

Table 2 shows the results of Exploratory Factor Analysis loadings, KMO statistics, and
Cronbach’s alpha reliability values for all constructs.

Table 2: Summary of Exploratory Factor Analysis (EFA) and Reliability Analysis by

Construct
Construct Initial Final KMO Construct Initial Final KMO
Loading Loading Loading Loading
Individual 0.831 Self- 0914
Attitude efficacy
ATTI 0.756 0.756 SEF1 0.898 0.898
ATT2 0.867 0.867 SEF2 0.912 0.912
ATT3 0.671 0.671 SEF3 0.918 0.918
ATT4 0.956 0.956 SEF4 0.895 0.895
ATTS 0.878 0.878 SEF5 0.924 0.924
ATT6 0.706 0.706 SEF6 0.831 0.831
ATT7 0.829 0.829 SEF7 0.859 0.859
Subjective 0.794  Intention 0.803
Norms (0.789) to Self-
* protect
SBN1 0.692 0.625* INT1 0.754 0.754
SBN2 0.808 0.650* INT2 0.780 0.780
SBN3 0.588 & - INT3 0.741 0.741
0.680
SBN4 0.634 0.664* INT4 0.780 0.780
SBN5 0.817 0.856* INTS 0.770 0.770
SBN6 0.867 0.908* INT6 0.695 0.695
SBN7 0.854 0.904* INT7 0.659 0.659
Perceived 0.897 Behavior 0.890
Behavioral to Perform
Control Self-
protect
PBCl1 0.896 0.896 BEH1 0.778 0.778
PBC2 0.829 0.829 BEH2 0.842 0.842
PBC3 0.909 0.909 BEH3 0.904 0.904
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PBC4 0.877 0.877 BEH4 0.932 0.932
PBCS5 0.906 0.906 BEHS 0.870 0.870
PBC6 0.838 0.838 BEH6 0.810 0.810
PBC7 0.829 0.829 BEH7 0.792 0.792

Sphericity significant value : p < 0.001
*Note: Values marked with (*) indicate refined EFA results after dropping item SBN3. Initial KMO was 0.794.

All the constructs had high sampling adequacy since the KMO values varied between 0.794
and 0.914, with Bartlett’s test of sphericity attaining statistical significance at p<0.001. All but
one item had high loadings (higher than 0.60) on their corresponding constructs. SBN3 was
excluded from the Subjective Norms construct owing to cross-loading problems with an item
loading value of less than 0.20 (loadings were 0.588 and 0.680). After excluding SBN3, all
other constructs had clear unidimensional factors structures.

Reliability Test

Reliability through internal consistency of the measuring tool was calculated by employing the
Cronbach’s alpha coefticients. The purpose of this calculation is to ensure the statistical validity
of the questionnaire scales. The Cronbach’s alpha values of all constructs are presented in Table
3.

Table 3: Summary of Reliability Test

Construct  No. of Items Cronbach’s Alpha

measured Value
ATT 7 0.926
SBN 6 0.896
PBC 7 0.955
SEF 7 0.964
INT 7 0.894
BEH 7 0.943

As displayed in Table 2, all constructs exhibited high internal consistency reliability, with
Cronbach’s alpha values ranging from 0.894 to 0.964, well above the standard acceptable
threshold of 0.70 (Hair et al., 2019). Specifically, high reliability was observed for Subjective
Norms (alpha = 0.896, 6 items) and Intention to Self-Protect (alpha = 0.894, 7 items).
Furthermore, Individual Attitude (alpha = 0.926), Behavior to Perform Self-Protect (alpha =
0.943), Perceived Behavioral Control (alpha = 0.955), and Self-Efficacy (alpha = 0.964)
demonstrated excellent internal reliability.

In general, these results indicate that the revised survey tool is highly reliable and consistent
and is therefore prepared to be used for data collection.

Discussion
The main purpose of conducting this pilot study was to perfect the measurement items that
were developed for assessing the self-protective behaviors exhibited by teachers against online

fraudsters. Unlike evaluating the structural relationships, this assessment was carried out with
the objective of ensuring the items are clear, well-structured and construct reliable.
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Overall, the psychometric assessments confirm that the adapted items are well-suited for
measuring the intended constructs. During content validation, feedback from subject matter
experts led to essential linguistic and structural refinements, ensuring the items were clear,
contextually relevant, and free of ambiguity. Subsequent statistical testing using Exploratory
Factor Analysis (EFA) confirmed strong sampling adequacy across all scales (KMO > 0.78;
Bartlett’s Test p < 0.001), supporting the factorability of the item set.

Regarding acceptability and retention of the items, almost all of them showed high
acceptability, showing high factor loadings on a single dimension (> 0.60). However, item
SBN3 from the Subjective Norms had problems with cross loading having an interval of less
than 0.20. To keep the construct pure and to avoid overlapping of concepts, item SBN3 had to
be excluded from the construct. In that case, the rest of 6 items in Subjective Norms, along
with 7 items each in Individual Attitude, Perceived Behavioral Control, Self-Efficacy, Intention
to Self-protect, and Actual Behavior, showed clear factors.

Furthermore, internal consistency reliability testing yielded Cronbach’s alpha values between
0.894 and 0.964, far exceeding the standard 0.70 threshold (Hair et al., 2019). These high values
demonstrate that the items within each scale measure their respective theoretical constructs
with high consistency and minimal error. Ultimately, the successful development and
refinement of these items provide a dependable, standardized instrument capable of accurately
capturing human behavioral drivers in cybercrime prevention.

Conclusion

This pilot study effectively designed, improved, and validated a structured survey tool
specifically suited for measuring self-protection against cyber scams amongst educators. After
undergoing the processes of expert content validation and statistical analysis, the questionnaire
was successfully transformed into an effective and well-rounded 41-items scale which consists
of six fundamental theoretical concepts namely Individual Attitude, Subjective Norms,
Perceived Behavioral Control, Self-Efficacy, Intention to Self-Protect, and Behavior to Perform
Self-Protect.

Empirical findings reveal that the resulting items have high levels of unidimensionality,
separation of factors, and reliability. It has been systematically identified and eliminated
problematic items to ensure minimal error and ambiguity in measurements. Thus, the resulting
questionnaire becomes a reliable methodology for future research projects on digital resilience
and cyber safety behaviors amongst educators.
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